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	Digital forensics and incident response (otherwise known as DFIR) is a subsection of cybersecurity that deals with containing cybersecurity breaches and examining evidence to see traces of how and why someone hacked an organization or a person. This is a very important career within cybersecurity as they are the ones who typically deal with triaging, containing, and eradicating a breach. Forensics also deals with the deep diving of evidence to see the point of failure and perhaps who was behind the incident. These two roles are typically merged together. Without the professionals working in this field, hackers would just have their way all the time once they get into a system or network.
Digital forensics and incident response ties into the principles of social sciences in many ways. Some are technical while others not so much. It is directly related to empiricism because you need tangible evidence to sift through in order to determine what happened at the scene. Without copies of hard drives, network traffic logs, intrusion prevention system logs, firewall logs, and more, then there would be no way for the digital forensics department to operate. You also need to find evidence in order to contain and eradicate a threat. Without knowing what you’re looking at, there’s no way you can eradicate the malware or unauthorized accounts on a system. Of course, one has to exercise ethical neutrality and objectivity in this field as not leaving your bias at the front door can mean you let an insider threat in or just miss something else completely. This will cost the company a lot of resources, time, and money. Relativism is exercised as a threat typically can laterally move and escalate across a network once they’re in. It’s crucial to connect the dots and realize they’re all related. A great example would be you find when somebody placed malware on the system and two seconds later a new account is made. Parsimony needs to be exercised when conveying what happened to key personnel and stakeholders. This is especially important for lessons learned to teach people what not to do next time. It is pertinent to understand determinism in the DFIR as it may lead you to where the attacker came from or what they were heading for. Of course, the DFIR will always want to exercise skepticism because if you think you’ve contained a threat or eradicated a threat but you haven’t, the organization is going to end up having a field day when trade secrets or something important is stolen from them.
A lot of the time when working in the DFIR, you may find yourself taking on roles as a criminal investigator or working in similar roles. This relates to some of the concepts of Social Sciences as you may need to understand social science theories that relate to the psychological side of a victim or perpetrator to get a better understanding of motive and reason. This may allow you to get a better picture so you know where better leads might be. Concepts such as symbolic interactionism are always taking place within the field of digital forensics and incident response as you aren’t just sitting there reading data mindlessly. You must connect the dots and interpret data in order to figure out the meaning behind all the details of the incident (Cole, 2018).
DFIR can affect marginalized groups by having unequal access and a surveillance gap to these services. This typically includes groups such as undocumented immigrants and poorer segments of society (Gilman & Green, 2018). Some groups can be over surveillanced due to their enrollment in certain government programs (Gilman & Green, 2018).
It is only natural that people who work in the DFIR are keeping society safe. As mentioned previously, a lot of people in digital forensics work for law enforcement and big government agencies to track and stop some of the biggest threats in the globe. Incident responders put out metaphorical fires when it is needed most. These people stop threats from wreaking further havoc and even help in putting them behind bars. They also work in all industries and are primarily responsible for identifying, containing, eradicating, and recovering from threats across all industries such as public works, healthcare, and financial services (A. Tanner, et. al., 2022). Lastly, Voluntary frameworks like NIST cybersecurity frameworks guide people within the DFIR on how to conduct operations at the highest level possible (NIST, 2018). Meanwhile, mandatory frameworks like HIPPA make sure that there are certain measures being put in place to help amplify the protection of sensitive data. This means that the implication these laws and frameworks put in place have trade offs with privacy, civil liberties, and the speed of investigations (NIST, 2018).
This paper makes a clear case that the need for people to work within the DFIR is critical and will become more critical as time progresses. People within the DFIR must utilize many social science principles within their role in order to succeed at the highest level.
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