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	In this short article, we are going to be covering the 2014 Sony Pictures hack. This is the perfect incident that highlights many concepts related to social science. Through the use of social engineering tactics, a group of hackers were able to weasel their way into the organization and demand ransom. In the following sections, a more in-depth analysis will be covered.
	This incident combines many social and technical aspects that led to Sony Pictures’ shortcomings. This incident happened around the time of the release of the movie called “The Interview” which was a movie essentially making fun of North Korea’s leader Kim Jung Un. Because of this, state actors were highly motivated from a psychological perspective to get revenge and prevent the release of the movie. Hackers known as the Guardians of Peace were able to gain initial access into the network from spear phishing methods. From there, through poor technical security controls, attackers were able to traverse Sony Picture’s network and render all of their computers inoperable across the globe. Before this breach, Sony Pictures was made fun of in the industry for having poor cybersecurity controls Not only that, but the hackers were also able to exfiltrate a ton of sensitive data related to contracts, PII, and much more. The hackers also used the opportunity to attempt to coerce the company into not releasing the movie by making tons of threats, including terrorist like threats.
	There were many opportunities for Sony Pictures to get their act together. Even since this huge incident, they’ve been hacked multiple times showing their lack of care for implementing actual cybersecurity measures. Sony clearly needed to be doing a lot more in this situation and even before. The hackers went an estimated 2 months without being detected in the network (Robb, 2014). The company should have most certainly spent more money training their personnel on social engineering and train their employees to respond correctly if they ever do fall victim to a phishing attack. Secondly, there should have been multiple technical safeguards that should have been implemented to prevent the spread of this infection across their devices spanning over multiple continents. Properly segmenting the network, using IDS/IPS devices, implementing a solid firewall, having an incident response plan, regular audits of the network, and encrypting their data could have helped massively (Sanchez, 2026).
	This attack had major implications for not only Sony Pictures going forward, but how cyber operations are to be conducted by everyone going forward. Thankfully, going forward, Sony developed a more robust cybersecurity budget that involved employee training, network hardening, an incident response plan, and executive involvement in cybersecurity (Steinberg, 2021). Even though they have been breached since their 2014 incident, the spread and depth of their breaches weren’t as significant, marking a positive trend.
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