LAB 5 Password Cracking Linux

1.

User 1 password (dog)

T sudo passwd userl

New password:
Retype new password:
passwd: password updated successfully

User 2 password (8571)

(
’j sudo passwd user2

New password:

Retype new password:

passwd: password updated successfully

(
E sudo passwd user3

New password:

Retype new password:

passwd: password updated successfully

(
’j sudo passwd users

New password:

Retype new password:

passwd: password updated successfully

(
’j sudo passwd users

New password:

Retype new password:

passwd: password updated successfully

,j sudo passwd useré

New password:

Retype new password:

passwd: password updated successfully

( )-[~]

’j sudo cat /etc/shadow | grep -E 'userl|user2|user3|user4|user5|user6’
$y$39T$Zjd9kaxw/ cHKuDUI7BzuG. $x0qXRSEzDtLOYEfDIq58yIJeQRchDgloBo. 0GiZIMLT :
10:09999:7:::
$y$jOT$PTse5N7h3w/07nbmScn5k1$6vL pObMWcvmub08MzqIcZi/zN2ggy/zLT8uTMIGKAC :

gULHHrqS20q5j6t/$0H030ZNZaEkfOQX11RF2bICX3ykALpvVmMAVFFFEvM. A:

j9T$g6BuaTv5gIViCHUCoDARK. $.5zzNhql. t66Hhvy08DcZNGOX . BhEhXRImwWsbjo7213:
9999:7::
$y$39T$UVbo/ZiTnnN1cHpzZkFQe40$wgALBmskIFkkuYVCRZSY1IwMFXXZQ46WZEQBs fVm8oe :
9:7:::

20153:

(
’j sudo john --format=crypt zjorde@®1l.hash --wordlist=rockyou.txt

Using default input encoding: UTF-8

Loaded 8 password hashes with 8 different salts (crypt, generic crypt(3) [?/64])
Cost 1 (algorithm [1:descrypt 2:md5crypt 3:sunmd5 4:bcrypt 5:sha256crypt 6:sha51
2crypt]) is @ for all loaded hashes

Cost 2 (algorithm specific iterations) is 1 for all loaded hashes

Will run 2 OpenMP threads

fopen: rockyou.txt: Ne such file or directory
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student:student:1000:1001:Cyber Range student:/home/student:

xxxxx:abcde:1001:1002: : /home/XXXXX: /bin/sh

2 password hashes cracked, 0 left




