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[bookmark: _Toc237737716]Introduction	
	As of today, some may ask what Information Technology is and how does it correlate or affect me directly in today’s world. Information Technology, better known as the IT field, is defined as the usage of computers that involve networks, storage devices plus the tools of software that create, process, exchange, store and  secure data at an electronic level. The understanding of this began my journey into the IT field but also the specializing of where my educational focus is which will be Cyber Security. From seeing my father balance work, his family and school to get his cyber security certification along with his cyber security plus certification from Syracuse University while making the deans list. It set my sight on the goal of taking this journey myself. This paper provides an overview of my internship and reflects on the skill, knowledge, confidence I gained as an intern.

  Entering my Internship with TowneBank, I hoped to gain a better understanding of what a career in Information Technology would look like beyond the classroom. Over the course of my internship, I was given the opportunity to learn how governance is used in the financial field, what risks are prevalent in a financial field, and  how to mitigate or dispel risk while working with professionals who share their knowledge as well as their expertise. The experience also allowed me to grow both personally and professionally while reinforcing my passion for helping people through technology.

I was introduced to the summer internship at TowneBank by my mother. My mom has worked at TowneBank for nine years and has helped train interns. She stated that the summer internship was approaching and asked if I needed an internship to graduate. I replied with, yes and applied immediately. I noticed that the internship would start the 18th of May and end on August 7th. This was enough to fit into my summer semester and be known as a full time for semester hours towards my degree.

TowneBank is a regional community-oriented bank that offers personal banking and business banking. It was founded by G Robert “Bob” Aston Jr.in 1999 within a two-car garage based in Portsmouth, Virginia. As time went on TowneBank continued to spread and bring personal and private banking to North Carolina and South Carolina and continued to spread to other communities to this day. Making it an everyday bank that focuses on the people not just locally but to other people that are in the outer regions and still growing.  

TowneBank’s orientation for the interns was a big ceremony, where they provided lunch and introduced each department with each team sharing what they do as a department. After everyone was introduced to the teams we were sent off with our teams. Our intern group was introduced to Gabriel, Amy, and Jeremiah, which were from three different teams within the  IT department. Gabriel is a technology governance analyst, Amy is the assistant vice president who mostly works in change management, and Jeremiah is an information security analyst.

 I met the other interns within my group whose names were Trey, Mitch, Brad, and Aaliyah.  Gabriel gave us our devices and logins as well as asking us which team we wanted to work with the most. Aaliyah and I said we don’t know which team we wanted to work within, but we were willing to work within all the departments to gain knowledge. After our responses, Gabriel then explained how the internship program would go. The internship program is set-up to be on a rotation system for all the interns. As for me and Aaliyah, we would start with Amy and learn governance with change management for four weeks. For the second four weeks we would work with Gabriel on the analyst side. Finally, we would spend the remainder of the internship working with the information security team ran by Donald “Donnie” Beitman alongside Jeremiah and the rest of the team.
[bookmark: _Toc237737717]	Managerial Environment
The managerial environment at TowneBank was extremely welcoming and supportive. From the very beginning, the interns were invited to a team lunch where we had the opportunity to meet the managers and various department teams in a relaxed, friendly setting. Every manager and team member made it clear that questions were encouraged, and they were always willing to help at a moment’s notice. Throughout my time there, different team members assigned me tasks and took the time to thoroughly explain the steps needed to complete them. They consistently provided constructive feedback, helping me understand how to be more efficient and how to improve on any mistakes made during projects. This combination of guidance, openness, and hands-on learning created an environment where I felt comfortable, supported, and motivated to grow professionally.

[bookmark: _Toc237737718]	Tasks and Projects
My Daily tasks consisted of finding change requests that were past the planned start and end date. Along with sending friendly reminders about the changes to the person who requested the change and the person assigned the change to move the chang along as they go. I would also do the same for tickets that were past the due date. As for projects I was assigned application decommissioning formas, Due diligence reviews, and completing ISRAs. With application decommissioning forms, I contributed by showing what applications need to be deleted or retired either because they are too old or are no longer used.
 As for due diligence reviews, they are necessary to the business as well, because when working with other companies or using their applications, businesses want to ensure that  along with other companies or their application policies meets Towne’s policy requirements. Inherited Security Risk Assessments known by the employees as ISRA’s help TowneBank by identifying digital threats, evaluating security controls, and prioritizing vulnerabilities that need to be fixed in the applications being used at TowneBank. Which in turn helps the company that owns the application improve their defenses, ensure compliance, and build trust which is a principle at TowneBank.
[bookmark: _Toc237737719]Cybersecurity skills and knowledge
My cybersecurity knowledge was based on what was learned in school when I first arrived at TowneBank. I knew about vulnerabilities, firewalls, VPNs, cold sites, warm sites, and phishing emails. But I did not know what about an ISRA and due diligence reviews as per of my curriculum. I had to do more thorough research to be well informed plus have a basic knowledge of the systems. Also, along with how to identify phishing emails with the help of the managers, my team members, and having hands-on experience, I was able to learn these skills and do more to assist my team. 
I was able to identify a phishing email attempt with a fake website that could be detected with by a sandbox which traps the phishing email. I was also able to identify a new attempt to phish by which I received an email stating that my Spotify subscription would be expiring soon. I immediately saw that the email used my TowneBank email address instead of my personal email address, not knowing that the work email was a temporary email address. 

[bookmark: _Toc237737720]ODU Curriculum Preparation
	The cybersecurity curriculum at ODU gave me the basic knowledge that I learned for my internship. Using the knowledge that I gained from the classes along with the learning of scams with phishing emails that were sent to TowneBank members emails. I was also able to connect on how to identify and locate IP addresses. When Aaliyah and I were able to shadow Michael, who is a member of the information security team and works with cloud security. He showed us IP addresses and asked if we were able to identify them. I was able to identify one that belonged to TowneBank and one that was a VPN. These instances reinforce the lessons that I learned at Old Dominion University (ODU). The experiences that I encountered in my internship were a steppingstone aside from what I learned at ODU which were the ISRA process and the due diligence review process, but everyone pushed to help me learn the processes.

[bookmark: _Toc237737721]Fulfillment of Goals
	My goals were fulfilled through this internship opportunity to accomplish every one of my goals. I was able to learn how governance is used to help in the financial field because of spending a great deal of  time learning governance. This helped me realize that TowneBank uses governance to help it merge with other banks that they have acquired through mergers. Governance also helps TowneBank ensure that cybersecurity and system stability provide better data security and privacy. This internship showed me what risks are prevalent in the financial field as well. 
The risk that I saw most prevalent would be the phishing emails. Phishing emails are received all the time and to combat this the information security team sends out phishing tests. They send out phishing emails that detect if the link was clicked and takes the user to a website that shows they failed the test and notifying them there will be training assigned. Phishing emails have also been sent through a Business Email Compromise (BEC) case. I have been shown a previous case of a BEC that sent previous contacts that a phishing link. The Information security was able to identify it and stifle the attempt. 
Another goal that was fulfilled with my internship was learning is how to mitigate or dispel risks. At TowneBank there is automated risk and fraud prevention, vendor vetting, as well as employee and client training.  The information security and fraud team use tools that have automated mitigation tools that are provided. I was able to speak with many people from the information security team,  and they showed me the automated systems that flag cases that can lead to a risk or a breach and giving the cases a rating on how quickly the information security team should respond to the incident. There is also an application that automatically blocks programs or emails that are flagged as malicious.  I was also shown the firewall management system, cloud security system, and cybersecurity systems.


[bookmark: _Toc237737722]Motivating Aspects
The most motivating aspect of my internship was the welcoming environment, the company events, plus seeing how I used my skills to help the other teams. Everyone welcomed us and the employees were friendly to all the interns. They were willing to help, answer our questions, and give us feedback with guidance as well. When I shadowed Jeremiah, I asked him to explain a little bit more about sandboxes because I wanted a way to make the concept of sandbox easier to understand. I asked if a sandbox is a virtual machine that allows them to open the phishing links in a safe environment. 
He answered yes and added that the secure environment that the sandbox is used in closes and resets the sandbox after 5 minutes of inactivity. Also, when Aaliyah and I were with the information security team Donnie and his team had a meeting with Aaliyah, Mitch, Trey, and me, and he asked if we had any questions about what he had seen so far. The Team gave us some advice for getting certificates along with some ideas of programs that might be available at our schools. The information security team also took us to a hibachi restaurant to get to know us and give us more advice for school. Everyone that I met wanted us to keep in touch and wanted to give us materials that helped with school and their certificates. 
Aaliyah, Brad, Mitch, Trey, and I also had another Team meeting where we got to go to a Mexican restaurant to eat and conversate with one another. The events was also another motivation of mine. With the events you can see how TowneBank shows their appreciation to their employees. Every Friday during my internship there was a food that would come where people could purchase food to support local businesses and charities. At TowneBank the learning and development team and VBA had events at the TowneBank campus to network. 
TowneBank and VBA wanted the interns to meet other interns and managers as to help us either get references or possibly get a job. Networking is a principle that is always pushed to all interns because it help in the future whether finishing school or looking for a job later. With the feedback and guidance, the managers and employees were always open to guiding people and help with people get better at completing their task, suggesting a different way to complete a task, or helping people through a task. The teams helped me with the tasks I was assigned and answered the questions I had throughout my internship. Aaliyah and I were tasked with reading an Information Security policy and give our feedback on it and ask questions we had while reading it. Donnie then set up a  meeting for us to answer our questions and listen to our feedback. Instances like these make us feel like we are being heard and open to new ideas. With all these motivations they can all be summarized into TowneBank treating their employees and interns like a family. I realized this on my last week of my internship. TowneBank wants their employees to be like a family and always help each other out when they need help or in a rough time.
[bookmark: _Toc237737723]Discouraging Aspects
	The discouraging aspects of my internship are a problem that is prevalent in the cybersecurity community. It is the amount of downtime and reading tasks which constitute a slowdown in work, but it is a reason to remain vigilant in our work. There are lengthy periods of downtime, where there is no work to be done. Sometimes when I asked for a task or a project, everyone was so busy that they couldn’t arrange a task or project for me to complete. I felt that I  didn’t do enough to help and felt helpless that I couldn’t do anything to help my team with the workload. 
As an intern I knew that I wouldn’t be able to help them with their work , but that didn’t stop me from wanting to help them plus work alongside them. The other discouraging aspect was the amount of reading tasks that we were assigned. I would either be tasked with reading a policy, a training, and vendor documents. These kinds of tasks are normal in a bank setting, and I knew was there would be some reading, but I didn’t expect it to be this much defined. Being a slow reader, that can become distracting at times and which can cause me to space out at times which causing me to either lose my place or make me feel like I am falling behind the others. Nevertheless, the managers and employees reassured me that I am doing fine and to take my time with my assignments. With everyone’s encouragement and kind words, I was able to push past these discouraging aspects and motivate myself to do better. After that conversation they told me that they saw some improvement from me.


[bookmark: _Toc237737724]Challenging Aspects
	 The challenging aspect of my internship at TowneBank was learning the processes associated with the business. With the examples of ISRAs Gabriel showed me and the way he gathers information for the ISRA. Plus, Adarian, another governance analyst who showed me his way of gathering information. They both gathered information in different ways, but I still got enough to complete the ISRA. When I was assigned to complete an ISRA, I honestly did not know which process of information gathered to use, so I used both and created my own way of gathering information, which included both their teachings. I was able to complete four ISRAs and show them my process. When Michael showed us his process of doing his daily task and his projects. He showed us Microsoft Azure and Microsoft Sentinel. There were a lot of these process that he taught us, and how he manages cloud security.  Sentinel does a scan in the morning plus in the afternoon and Michael checks the scans from the previous day. 
He also checks for the devices that have a different IP address from the TowneBank IP address and abnormal behaviors. With his daily routine for work there are a lot of steps to the process. Like looking at the IP address and confirming where the user is accessing the TowneBank network, whether the user is using a VPN, and making sure the user is out of state or the country.  Even with filtering the cases where there could be suspicious activity, there are still multiple reports to comb through. Also, with each case he must finish a ticket that has the instance that it was flagged as suspicious. Michael actually allowed me to finish a ticket of one that he showed us, and it made it easier for me to understand. 
Jeremiah also showed Aaliyah and I, his process of going through the emails that were reported as phishing. The inbox has countless emails that have been reported. Jeremiah also uses Microsoft Sentinel for his daily tasks and check the logs for emails that have been reported. After checking the log, he then searches for the email that has been reported and opens the sandbox to open the links in. He also uses virus total to also check on the suspicious link and the origins of it. The sandbox also sometimes takes a moment open the suspicious links. While that is happening, Jeremiah finishes tickets and emails with copy and paste responses that have already been confirmed if they are a phishing attempt or not.

[bookmark: _Toc237737725]Recommendations
	TowneBank is a place I would like to recommend for an internship. They have many programs for interns to learn about their peers and the field that they’re interested in. I present my list of recommendations for future interns at TowneBank:
· Look for opportunities
· Ask for help 
· Ask Questions
· Do research on the field you want to specialize in
· Take notes
· Ask for tasks or projects
· Go to the events held at TowneBank
· Network
· Dress professionally
· Ask yourself will this pass the “6:00 News Test”
· Do some research on what certificates are needed for what team you want to work with .
· Use the training center
· Connect with people

I cannot stress connecting with people and networking. Sharing a connection with your peers naturally leads to networking and putting your name out there to people that may be interested hiring you. There was a career fair that was held at the TowneBank Campus. I was able to speak with many managers, directors, and coordinators about what they do. Even after the event, most of them stayed back to speak to some of the interns. I was able to speak with them and learn more about the fields that interested me, as in the IT team.  


[bookmark: _Toc237737726]Conclusion
	As of that time, some people asked what Information Technology was and how it correlated with or affected them directly in the modern world. I stated to them that Information Technology, known as working in the IT field, being defined as the use of computers involving networks, storage devices, and software tools that created, processed, exchanged, stored, and secured data electronically. Understanding this began my journey into the IT field and helped me determine where my educational focus would be—Cyber Security. This paper provided an overview of my internship and reflected on the skills, knowledge, and confidence I gained as an intern.
Upon entering my internship with TowneBank, I hoped to gain a better understanding of what a career in Information Technology looked like beyond the classroom. Over the course of my internship, I was given the opportunity to learn how governance was used in the financial field, what risks were prevalent in that environment, and how to mitigate or dispel those risks while working with professionals who shared their knowledge and expertise. This experience allowed me to grow both personally and professionally while reinforcing my passion for helping people through technology.
From my main takeaway is that one of the many things that I learned during my internship was that there are other ways to help in IT even if I don’t have any certificates with the Governance team. During my time with the information security team, they asked if any of have any certificates I replied that I didn’t have any, but I was willing to learn and try my hand to get certificates. Donnie told me that certificates are what ‘get my foot into the door’ in the cybersecurity and information security field. Jeremiah even took me to meet the manager of the IT helpdesk to help me introduce myself to TowneBank officials. Jeremiah also said I could pivot to Information security once I got settled in. Jeremiah said how he and Cameron, another information security employee that specializes in DLP, started as well. 
 	With this internship experience it has inspired me to work even harder with the remainder of my time at ODU. I want to have the credentials to start a career upon graduation. I spoke with Chrissy, who happens to be the director of IT risk and governance about whether they were going to take in any interns in the winter. She stated that they usually don’t bring in any interns for the winter season. But she will investigate, seeing how we enjoyed our time working with them. She also said she would keep in touch with all the interns if there were any opportunities for a winter internship or a slated internship in the summer once again. Even my mother’s coworkers located within the financial department told me to work hard so that I may come back possibly when I apply for a job at TowneBank.
It has also inspired me to investigate the programs provided at ODU for certificates in cybersecurity like security + ,security ++, and CISA. Everyone on the information security team told me the resources they used for their certifications. Jeremiah and Cameron informed me that there are classes that can lead up to a certificate test provided at ODU. I am also taking advantage of the tutoring center because they informed me that it helped them with their studies. Jeremiah and Cameron also gave me websites that they used to help get them through their ODU courses.  Udemy and kc7 cyber are the websites they recommended me to study further. My father also stated that I should look up Professor Messer since he is known as the guru of cybersecurity and Information Technology.

This internship opportunity has greatly influenced my future in a very positive manner. I originally did not know where I wanted to work in the future after I graduated from ODU but with this internship it has really opened my eyes. I now want to do my very best to start a career within the Information Technology field after I graduate. I really enjoyed the atmosphere plus I really admire the way people are treated at TowneBank. I am seriously looking forward to the next opportunity for an internship or a career position within my specialty. Adarian, who was also an intern at TowneBank, recognized his talent and they offered him a job to begin his career.  I would like for that to be my story as well and I am working hard to make that dream become a reality.
With all the hard work that I put in I will ensure that I will finish strong and keep my grades up to complete what is necessary for me to graduate.
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