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	For this reflection my internship has provided me with a unique opportunity to apply classroom knowledge in a real-world environment through this experience. I developed new skills , gained practical insight into the workplace and learned valuable lessons that will help me in my future career. These last three weeks mark the end of my internship at TowneBank. I have been working with the information security team for the past three weeks and learned how the info sec team does risk management, CSPM , how they report emails and deal with phishing attempts. 
	Firstly, working with info sec has shown me what risk management looks like within a bank setting. TowneBank uses Microsoft Azure to monitor the cloud application and do daily tasks. ServiceNow works with Azure via service tickets identifying which user accounts need to be monitored. Azure shows the IP address,  whether a request is fulfilled, and what is being done with the account via a saved log with the account. In the morning the info sec team conducts a meeting over Microsoft teams going over which accounts need to be reviewed, the general risk, tickets with associated risks, and daily tasks. I was able to shadow Micheal who is a worker on the info sec team doing his daily tasks and risk assessments. He told another intern and I about the signs to look for when doing a risk assessment. For example, where is the IP address from, if the account was able to authenticate, and if the account was using a VPN. Micheal also let me finish a risk assessment after showing me all the signs to look for.
Another tool that I learned is CSPM. Which stands for Cloud Security Posture Management which TowneBank  does scanning for Microsoft Azure and Amazon web services. The scanning is done in the morning and the afternoon. Micheal allowed me and another fellow intern Aaliyah to shadow him when he used CSPM. He showed us how he reviews compliance reports to check for abnormalities, taking screenshots then deleting them, accessing the TowneBank network after hours, IP addresses in different areas, if an account has too many privileges, and if it has an approved or failed authentication.
	Finally, I learned about how TowneBank deals with phishing attempts. Aaliyah and I were able to shadow another worker of the info sec team Jeremiah who deals with phishing attempts. He uses Microsoft sentinel to look at the logs of the emails that are reported as phishing. Jeremiah used a sandbox which is a virtual machine that is in a secure environment to check the link or attachments in the phishing attempt emails. Some of the emails can be determined as phishing just with the email address itself or the wording of the email. For example, TowneBank received a phishing email from with the email address that ended with outlook.jp.com which was also poorly worded. While other phishing emails require more in-depth investigation, such as Business Email Compromise (BEC) attacks. These kinds of attacks occur when an attacker gains access to a business email account to trick employees or vendors into sharing sensitive information or sending money to the attacker. These kinds of cases require collaboration with the fraud department. Jeremiah showed us a previous BEC case and explained the process of verifying  the members, identifying key points of contact and notifying affected individuals, coordinating with Advanced Level Support, managers, and branch personnel to ensure everyone has been  informed and that appropriate actions were taken.
	Working with the info sec team has allowed me to learn so much and has made me interested in doing more research on information security. It has also shown me how important information security is in a bank setting. With my internship ending I’m going to miss working at TowneBank and I can see myself being one of its employees. I will be having a one-on-one interview with Chrissy Peele who is the director of IT Risk and Governance. So, hopefully my work speaks for itself plus show the value I can add to TowneBank whether it be risk or governance.
