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Introduction
	The cybersecurity career I’ve chosen is cybersecurity consultant and what a cyber security consultant is they have multiple tasks like “risk assessments, security evaluations, and analyzing breaches” (Simmons, 2025). Cybersecurity consultants revolve around finding solutions to problems whether through simulations or real-life attacks to prevent hacks and among other things for their company. The importance of cybersecurity in the modern world is crucial as the use of it has grown so much more over time and because of the daily things we use everyday in life like water, electricity, and systems are all powered by systems that we use cybersecurity to protect. In this paper I will go over the role a cybersecurity consultant has in the social sciences and the different roles it plays in the cybersecurity field. 
Social Science principles
	The role of social science in understanding human behaviors related to cybersecurity as human error is still a huge percentage of these attacks in cybersecurity. In this article it mentions that “A study by IBM Security found that human error was a major contributing factor in 95% of cybersecurity incidents.” (Nugraha and Nasyuha, 376). Which means that still a huge problem with security among these systems is mistakes that we make when making these systems but involves social science principles greatly as well. We can integrate social science principles into cybersecurity practices as introducing these concepts early such as stronger passwords, stronger security, and updating systems can greatly improve these things earlier on. For example, from the article ways to develop strategies like “Additionally, simulated phishing exercises and role-playing scenarios can reinforce learning, allowing participants to experience firsthand how social engineering tactics work and practice responding to them in a controlled environment.” (Nugraha and Nasyuha, 379). 
Application of Key Concepts
	Cybersecurity consultants have multiple key concepts as their daily routine as the ones we talk about in class like risk assessment, vulnerability assessment, authentication, authorization, and incident response. As I mentioned earlier, risk assessment is a big deal in being a cybersecurity consultant as they evaluate organizations’ infrastructures to find the weaknesses in them or what they’re lacking. The cybersecurity consultant uses these concepts for stuff like penetration testing and network traffic monitoring security reviews. For example, cybersecurity consultants may use vulnerability scanners to find any software flaws in the system, then develop a plan to fix it or redo it to compromise with the companies’ standards. 
Marginalization
	Cybersecurity consultants affect marginalized groups as some communities have limited access to technology which makes them more vulnerable to cyber-attacks, identity theft, and privacy concerns. This makes them more exposed to scams and fraud, limited access to protect their private information, but as cybersecurity consultants they would address these issues and advocate better access to cybersecurity resources. Cybersecurity consultants are also looking for more diverse workforce as it brings a broader perspective and helps reduce bias in the policies and tools. Cybersecurity consultants can support these things by recommending things like ethical guidelines and ensuring that cybersecurity has solutions to protect everyone fairly. 
Career Connection to Society
	Cybersecurity consultants contribute significantly to society because they help protect the organizations and infrastructures that people rely on every day. The consultants also advise on healthcare systems regarding patient information and banks like financial records and schools regarding student data. They must understand the laws and policies surrounding cybersecurity like data protection, breach notifications, and privacy information based on what they say shape how companies comply with national and international standards. The cybersecurity consultant career plays a key role in maintaining social stability, economic continuity, and public confidence in systems regarding cybersecurity and modern systems. 
Scholarly Journal Articles
	Holt, T. J. (2023). “Cybercrime motivations: A social science perspective.” Journal of Cybersecurity Research. 
	This article talks about psychological and sociological motivations and the mind of cybercrime overall. It supports my discussion on cybersecurity consultants use in social science principles to understand threats and develop different strategies for human focused security. 
Sterling, G., & Mace, R. (2022). “Digital inequality and cyber vulnerability among marginalized populations.” International Journal of Digital Society.
	This article talks about the marginalized communities facing higher cyber risks due to limited digital literacy and their limited resources. It also strengthens the analysis of how the cybersecurity consultants must account for digital inequality when designing security policies. 
Kraemer-McCoy, S. (2021). “Cybersecurity governance and critical infrastructure protection.” Journal of Information Security Policy.
	This article talks about how cybersecurity professionals contribute to protecting critical infrastructure. This aligns with the impact section of cybersecurity consultants and the application of the key concepts in governance and risk management. 
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