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Introduction

An ethical hacker is a cybersecurity expert who uses their hacking skills for good. Ethical
hackers use the same techniques a regular hacker would use, but they have permission to do so.
The job of an ethical hacker is to find vulnerabilities in security systems so that they can be fixed
as soon as possible. In order to do well in the field of cybersecurity, ethical hackers must use

principes from social sciences.

Social Engineering

Social engineering is a big part of ethical hacking. Social engineering is the act of
tricking somebody into giving away private information (Poston). Ethical hackers use social
science to understand how people think, feel, and act. Knowing these important things helps
them do their job much better. Social engineering only works by exploiting people’s trust,
authority, or sense of urgency (Montafiez et al). A common social engineering practice of an
ethical hacker is sending fake emails pretending to be someone important. This is a form of a
phishing email. For example, an ethical hacker would send an email pretending to be the boss
and ask an employee to share passwords. That is a very simple form of a phishing email/social

engineering.
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Understanding Human Thinking

One must understand how people think in order to do well at ethical hacking. The way
people think affects how they respond to cybersecurity threats (Montafiez et al). An ethical
hacker uses that knowledge to create tests that are a little more realistic. They focus on taking
advantage of common mistakes like not paying attention. Focusing mainly on these things helps

ethical hackers make more effective security tests (National Academies).

Marginalized Groups

Ethical hacking also has to consider how security issues affect marginalized groups of
people. Cybersecurity in general needs to pay more attention to inequalities and biases in
technology (National Academies). It is very important to understand how certain security

vulnerabilities affect certain groups of people.

Social Science Expert Collaborations

A lot of the time ethical hackers will have co-workers from different fields that work
alongside them. These co-workers can sometimes be experts in different fields like psychology
or sociology. These people are needed to help ethical hackers understand the “why” behind the
things that people do. An example of this would be a psychologist helping an ethical hacker
understand why certain people are more likely to fall for cyberattacks then others. On the other
hand, a sociologist would be able to explain how an organization’s culture affects their security
practices. All of this is done so that ethical hackers can create more effective tests for their

organization’s specific needs.
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Training

Another way social science ties into ethical hacking is through helping them create
educational programs. They use their knowledge of human behavior to create training that
teaches people how to be more safe when using the internet. These training programs would be
very helpful to teach employees more about cybersecurity and how important it is. Proper
training would help employees cut out simple mistakes, like falling for phishing emails or social

engineering tactics.

Ethics

Maintaining trust and transparency is important when it comes to the social sciences.
Ethical hackers understand this, so they follow rules that make sure they don’t cross certain
ethical lines that invade people’s privacy. Ethical hackers have to get permission for any of the

important things that they do.

Conclusion

In conclusion, ethical hackers have to use social science so that they can do their job
effectively. Ethical hackers use social science tactics like social engineering at times when
needed. They also have to pay attention to how cybersecurity affects marginalized groups.
Working with experts from social science fields helps ethical hackers create safe online

environments for all types of people.
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