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Introduction

The Colonial Pipeline is a major pipeline on the East Coast that supplies more than half
of the oil supply there. Making the Colonial Pipeline one of the most important critical
infrastructures in the United States and one attack showed this. In May 2021 the entire East
Coast of the United States went into a panic once Colonial Pipeline shut themselves down from
attempting to stop a ransomware attack from spreading within their infrastructure. At this time
the attackers DarkSide had already perceived to have stolen over 100 gigabytes of data in that
time. This paper will cover the vulnerabilities that the Colonial Pipeline had, the aftermath of the
situation, and how the incident could have been prevented.
Vulnerabilities

The initial “hack” of the Colonial Pipeline system was a compromised VPN account
password that was said to be “Outdated”. The password to this VPN account was leaked in a
separate data leak, in which it has been concluded that this employee was using the same
passwords for multiple accounts. Unable to find their security protocols before but the current
website reads that Colonial Pipeline is NIST & ISO 200 compliant. Although VPNs are a semi
secure way to log onto accounts there should have been MFA involved within that login process
for an extra layer of security.
Aftermath

Once it was revealed that they were under a ransomware attack the pipeline shut down
immediately following that. Making consumers along the East Coast anxious and worried along
with spiking gas prices. Gas prices went up 18-21 cents along the East Coast and consumers
were waiting in gas lines for up to an hour. This attack was so big on our critical infrastructure

that President Biden called a State of Emergency. Post the Mandiant investigation of the
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situation the CEO paid DarkSide a 4.4 million dollars in ransom for the data back. Following that
the pipeline was back and running and in about a month's time 2.3 million of the 4.4 paid was
recovered via a court order.
Preventative Measures

As stated in the Vulnerabilities section I could not find their exact security protocols
beforehand, but here is a list of measures that could’ve helped this situation. MFA would have
been a huge help within the initial access of the pipeline’s network. If the attacker had only the
account and password but no authorization DarkSide would have had a harder time getting in.
Sectioning off the network and deploying a Zero Trust architecture for their network. This will
help if the attacker already has access trying to escalate privileges and move through the network
would be troubling. Implementing stronger password rules and requiring passwords to be
changed every 3-6 months. Lastly, having an incident response team for cyber and an up to date
cybersecurity department. It was reported that Colonial Pipeline was looking for a Cybersecurity
manager role weeks before, possibly if we had the personnel and the protocols in place this
would not happen.

Conclusion

The Colonial Pipeline Ransomware attack was one of the biggest attacks on US critical

infrastructure to this day. The company now has implemented cybersecurity protocols and the

Biden administration has been keen to improving cybersecurity within this space as well.
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