Assignment 9 — Packet Sniffing eliup001
CYSE 450 Ethical Hacking and Penetration Testing

Task: Performing an ARP Spoofing Attack

1. Power on and login to Kali Linux and Metasploitable2 (Target Machine) [NOTE: You can choose

windows XP/7 as an alternative for metasploitable2, if you want]
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2. Open a root terminal on the Kali Linux virtual machine and discover the IP addresses of the other

machines on the network to spoof them (that is, pretend to be them) using netdiscover
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3. You need to allow the Kali Linux machine to forward packets on behalf of other machines by
enabling IP forwarding. Make sure that you’re a root user on Kali Linux, and then enable IP

forwarding by setting the IP forwarding flag.
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4. Generate multiple fake ARP replies by running the following command (in root terminal):

arpspoof -i ethO -t IP-address_of_Victim IP address of-Gateway
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5. Also trick the router into believing you are the victim so that you can intercept incoming internet
traffic on the victim’s behalf. Open a new root terminal and run the command that follows:

arpspoof -i ethO -t IP address of-Gateway IP-address_of_Victim
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6. Check the Arp table in the target Machine. Did you notice any changes in the MAC address for the

gateway?
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The gateway mac address changed from 3c:37:86:2c¢:77:6f to 08:00:27:¢3:20:2c

7. In another terminal in Kali VM, type the following command to Extract the URLs running.
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8. Open a browser in kali Linux and type the IP address of Metasploitable2 (Target Machine). Then

go to DVWA page which would look like the following screenshot.

Login using username : admin and password : password or admin (These should be provided in
the same login page of DVWA)
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Welcome to Damn Vulnerable Web App!

Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application that is damn vuinerable. lis main goals are
10 be an aid for security professionals to test their Skills and tools in a legal environment, help web developers
better understand the processes of securing web applications and aid teachers/students 1o teach/learn web
application security in a class room environment

WARNING!

Damn Vulnerable Web App is damn vulnerable! Do not upload it to your hosting provider's public htm folder or
any internet facing web server as it will be compromised. We recommend downloading and installing

onto a local machine inside your LAN which is used solely for testing.

Disclaimer

We do not take responsibility for the way in which any one uses this application. We have made the purposes of
the application clear and it should not be used maliciously. We have given warnings and taken measures to
prevent users from installing DVWA on to live web servers. If your web server is compromised via an installation
of DVWA it is not our responsibility it is the responsibility of the person/s who uploaded and installed it.

General Instructions

The help button allows you {0 view hitsftips for each vulnerability and for each security level on their respective
age.

You have logged in as ‘admin

Logins

9. Now open Wireshark inside Kali Linux and filter with http:
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10. Analyze HTTP POST packet to capture the credentials you used to login to DVWA page
in Metasploitable2 VM.
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