Lab 12 — Automating SQL injection using SQLmap and Cross site Scripting

(XSS) CYSE 450- Ethical Hacking and Penetration Testing
eliup001

(Total: 100 Points)

SQLmap is an open-source tool used as part of a penetration test to detect and exploit injection flaws.
SQLmap is particularly useful as it saves time by automating the process of detecting and exploiting SQL
injection.

Lab Tool:

Reliable internet connection, Metasploitable2 and Kali Linux.

Task-A: (60 Points) Using SQLmap to automate SQL injection to Obtain data from DVWA
Application.

1. Open terminal in Kali Linux

evan (@kali: ~
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2. Login to Metasploitable2 VM and find the IP address.



To access official Ubuntu documentation, please visit:
http:sshelp.ubuntu.cons
No mail.
nsfadmin@netasploitable:™S ifconfig
etho Link encap:Ethernet HWaddr 08:00:27:7d:f6:7fF
inet addr:192.168.1.9 Bcast:192.168.1.255 Mask:Z55.255.Z55.0
inet6 addr: feB0::a00:27ff :feVd:f6?f 64 Scope:Link
UP BROADCAST RUNMING MULTICAST HMTU:1500 Metric:1
R¥X packets:43 errors:0 dropped:0 overruns:0 frame:0
TX packets:?1 error=s:0 dropped:0 overruns:0 carrier:0
collisiong:0 txqueuelen:1000
EX bytes:4905 (4.7 KB) TX bytes:7350 (7.1 KB)
Base address:0xd010 Memory:f0Z200000-f0Z2Z20000

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inetb addr: ::1-1Z28 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Hetric:1

R¥ packets:91 errors:0 dropped:0 overruns:0 frame:0
T¥ packets:91 errors:0® dropped:® overruns:0 carrier:0
collisions:0 txqueuelen:@

EX byte=s:19301 (18.8 KB) TX byte=s:19301 (18.8 KB)

nsfadmin@netasploitable:™ 5 _

3. In the browser, in Kali VM, type the Ip address of metasploitable2 and login to DVWA

application.
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Welcome to Damn Vulnerable Web App!

Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application that is damn vulnerable. Its main goals are
to be an aid for security professionals to test their skills and tools in a legal environment, help web developers
better understand the processes of securing web applications and aid teachers/students to teach/learn web
application security in a class room environment.

WARNING!

Damn Vulnerable Web App is damn vulnerable! Do not upload it to your hosting provider's public html folder or
any internet facing web server as it will be compromised. We recommend downloading and installing

onto a local machine inside your LAN which is used solely for testing.

Disclaimer

‘We do not take responsibility for the way in which any one uses this application. We have made the purposes of
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the app clear and it should not be used maliciously. We have given warnings and taken measures to
prevent users from installing DVWA on to live web servers. If your web server is compromised via an installation
of DVWA it is not our responsibility it is the responsibility of the person/s who uploaded and installed it.

General Instructions

The help button allows you to view hitsitips for each vulnerability and for each security level on their respective
page.

You have logged in as ‘admin’

4. Set the” DVWA Security” to “low”, Select “SQL Injection” tab and type”1” in the User Id box.

Hit the Submit button. Don’t forget to copy the URL after submitting action. Please submit

the screenshot for this step.
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DVWA Security @

Script Security
Security Level is currently low.
You can set the security level to low, medium or high.

The security level changes the vulnerability level of DVWA.

[low v [ submit]

PHPIDS

v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.
You can enable PHPIDS across this site for the duration of your session.

PHPIDS is currently disabled. [ 1

[ I-[ 1

Security level set to low
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5. Use sqglmap tool/command to find the vulnerabilities for SQL injection in the URL copied in
the above step. Highlight the Vulnerabilities detected for SQL injection. Please submit the

screenshot for this step.




0] target URL appears to h: columns in query
] [INFO] GET parameter 'id' is 'MySQOL UNION query (NULL) - 1 to 20 columns’' injectable
1 1 1L ] in OR boo n-based inj ion cases, please consider usage of switch '-——drop-se
GET parameter 'id' is vulnerable. Do you want to keep testing the others (if any)? [y/N] N
sglmap identified the following injection point(s) with a total of 16@ HTTP(s) requests:

ased blind
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id=1" OR NOT 5918=59 Submit=Submit
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6. In Kali terminal, use SQLmap command to display all the tables used by DVWA database.

Please submit the screenshot for this step.
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7. Use SQLmap command to display all the users along with passwords in plaintext format in

users” table. Please submit the screenshot for this step.
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Task-B: (40 Points) Using Cross Site Scripting to Obtain data from dvwa Database

1. Login to DVWA application and set the “DVWA Security” to “low”.
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DVWA Security @

Script Security
Security Level is currently low.
You can set the security level to low, medium or high.

The security level changes the vulnerability level of DVWA.

[low v | submit|

PHPIDS

v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.
You can enable PHPIDS across this site for the duration of your session.

PHPIDS is currently disabled. [ 1

[ 1-T ]

Security level set to low

2. Select “XSS refelected” and post a Malicious Message to Display an Alert Window in DVWA

application Window by embedding a JavaScript program in the “What is Your name?” field.
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O & 192.168.1.9/dvwa/vulnerabilities/xss_r/?na
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you are compromised!

3. Post a malicious code to display cookies using alert(),as demonstrated in the class.



how the desktop
O & 192.168.1.9/dvwalvulnerabilities/xss_r/name=<script>alert{document.cookie)<%2Fscript>

aliDocs % Kali Forums e\ Kali MetHunter Exploit-DB Google Hacking DB OffSec

@192.168.1.9

security=low; PHPSESSID=4e4e1af43d663ae3d580a6867c597b0c

@ 192.168.1.9

security=low; PHPSESSID=4e4e1af43d663ae3d580a6867c597b0c

4. Select “XSS Stored” and in the message box, use “<script>document.location=Ip-address of

DVWA website</script> to perform DOM based Cross site scripting.
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Vulnerability: Stored Cross Site Scripting (XSS)
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<script>document.location="http://192.168.1.9/dvwa"</script>|
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Welcome to Damn Vulnerable Web App!

Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application that is damn vulnerable. Its main goals are
to be an aid for security professionals to test their skills and tools in a legal environment, help web developers
better understand the processes of securing web applications and aid teachers/students to teach/learn web
application security in a class room environment.

WARNING!

Damn Vulnerable Weh App is damn vulnerable! Do not upload it to your hosting provider's public htmi folder or
any internet facing web server as it will be compromised. We recommend downloading and installing
onto a local machine inside your LAN which is used solely for testing.

Disclaimer

We do not take responsibility for the way in which any one uses this application. We have made the purposes of
the ication clear and it should not be used maliciously. We have given warnings and taken measures to
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Extra Credit (20 Points):

prevent users from installing DVWA on to live web servers. If your web server is compromised via an installation
of DVWA it is not our responsibility it is the responsibility of the person/s who uploaded and installed it.
General Instructions

The help button allows you to view hits/tips for each vulnerability and for each security level on their respective
page.



In this task, Steal or hijack Cookies from the Victim’s Machine (DVWA application in

metasploitable2) so that the attacker (Kali VM) can get access to that.

Hint: you can use “nc” tool to listen to the connection at some port (for e.g., 5000) and as

soon as the malicious script get executed the cookie information is stored/displayed at

attacker terminal listening at post 5000.



