White Paper Assignment Instructions

In this assignment you will be producing a white paper explaining a type of cybercrime.  White papers are evidence-based reports used explain an issue or topic to the public.  Students are familiar with research papers, but may not have written or read a white paper before.  

A research paper demonstrates what the student has learned about a given issue.  Because the student is presenting this to a professor to read, she may want to use the language of the discipline and quote prior research.  A white paper, on the other hand, is written to inform an audience.  The language used should be common, everyday English.  When a technical term is used, it needs to be defined or explained.  Infographics along with more traditional charts and tables are used to illustrate a main point from the paper.   

The best way to get a sense of what white papers are is to read a few. I have included some examples on Canvas.  I will also have a Q & A during class time to field questions from you.  Students can work individually or in groups up to three. All three students will receive the same score.    

Requirements
[bookmark: _GoBack1]
Students will need to produce a 5-to-8-page white paper on a type of cybercrime. This white paper needs to have these sections and components:

· Executive Summary – Between 3 and 7 bullet points listing the main points from your paper
· Introduction (1 page) - A definition of the cybercrime you selected, and a description of how that crime is committed
· Facts and Figures (2 – 4 pages) – Describe current figures or historical trends associated with the cybercrime.  You can also point out some of the challenges that stakeholders (people and agencies with an interest in cybercrime) are currently facing, or the ways in which they are addressing the cybercrime.     
· Infographics or Tables (1 page) – You need to visualize your data in some way.  Make two of these and they should take up about a page total.    
· Moving Forward (1 – 2 pages) – A section where you provide some thoughts about what the facts mean for one or more stakeholders
· Glossary – Three important technical terms from your report with definitions.  The cybercrime itself can be one of the definitions.  
· [bookmark: __DdeLink__1050_1825195529]References – At least 2 references in APA format.


Format
· You will need to give your paper a title
· Double spaced; left justified (except for title and headings – these should be centered)
· Bold the headings of each section
· Please use APA reference formatting
· Page numbers at the bottom
· Name and date upper right-hand corner
· No title page is needed
· The executive summary, glossary, references, and graphics do not count towards your page total





Rubric
	
	Poor
	Satisfactory
	Excellent

	Executive Summary - Between 3 and 7 bullet points listing the main points from your paper
	0
	1
	2

	Introduction - A definition of the cybercrime you selected, and a description of how that crime is committed
	0
	1.5
	3

	Facts and Figures - Describe current figures or historical trends associated with the cybercrime.  You can also point out some of the challenges that stakeholders (people and agencies with an interest in cybercrime) are currently facing, or the ways in which they are addressing the cybercrime. 
	0
	1.5
	3

	Infographics/Tables - A section where you provide some thoughts about what the facts mean for one or more stakeholders
	0
	1
	2

	Moving Forward - A section where you provide some thoughts about what the facts mean for one or more stakeholders
	0
	1
	2

	Glossary - Three important technical terms from your report with definitions.  The cybercrime itself can be one of the definitions.
	0
	1
	2

	References - At least 2 references in APA format.
	0
	.5
	1






Types of Cybercrimes

Cybertrespass (Chapter 2) 
Topic to discuss would include:
· Use of malware (viruses, worms, trojans, ransomware)
· Phishing and related attacks
· DoS/DDoS Attacks

Cyberpornography (Chapter 3 & 4)
Topic to discuss would include:
· Child Pornography (possession and distribution)
· Internet Facilitated Sex Trafficking
· Obscene Pornography/Obscenity vs. Indecency
· Revenge Porn/Intimate Image Abuse
· Sexting 

Cyberviolence (Chapter 4)
Topic to discuss would include:
· Cyberbullying
· Cyberstalking
· Cyberterrorism 
· Cyberwar
· Flaming
· Hate Speech
· Trolling

Cyberfraud (Chapter 5)
Topic to discuss would include:
· Advance Fee Fraud
· Digital Piracy
· Identity Theft
· Phishing
· Pump and Dump Schemes
· Romance Scams





Resources

You should check for data using standard practices – library databases, Google search, etc.  However, here are a few websites that may help you get started:

· Celent Research - https://www.celent.com/ 
· Cybersecurity Ventures - https://cybersecurityventures.com/ 
· Internet Crime Complaint Center - https://www.ic3.gov/default.aspx 
· Cyberbullying Research Center - https://cyberbullying.org/ 
· Office of Sex Trafficking Intervention Research - https://socialwork.asu.edu/stir 
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