
Equifax Breach: Embracing CSR and Ubuntu Ethical Tool

In this analysis I will argue that the Equifax breach had an impact on millions of 

individuals by compromising their privacy and financial security. It is morally unacceptable to 

cause harm. The case as presented in Liebers article "Why the Equifax Breach Stings So Bad " 

revolves around a data breach at Equifax, a credit reporting agency. As someone directly affected 

by this breach, I felt exposed and vulnerable knowing that my sensitive personal information like 

my Social Security number and address had fallen into the hands of individuals. Equifax’s 

mishandling of the situation such as delayed response times and charging fees for credit freezes 

only intensified the distress and frustration experienced not by me but by countless others. By 

drawing upon the Ubuntu tool inspired by Philip K. Dicks story "The Little Black Box " I intend 

to demonstrate how our interconnectedness as humans emphasizes the importance of compassion 

and empathy in protecting wellbeing. Equifax’s failure to prioritize customer data privacy and 

security reveals a disregard for Ubuntu values where company actions favored its interests over 

customer welfare. This breach not caused financial damage but also resulted in long term 

consequences as victims must now remain vigilant against potential identity theft and fraud. 

When we examine the Equifax breach from the perspective of Ubuntu ethics it becomes clear 

that the damage inflicted was morally unjustifiable. This incident highlights the necessity for 

data protection measures and greater corporate responsibility.

In his article "The Social Responsibility of Business is to Increase Its Profits " Milton 

Friedman contends that businesses should prioritize maximizing profits for their shareholders. 

He argues that this profit-oriented approach benefits both shareholders and society by fostering 

growth and generating wealth. However, I hold the belief that this profit centric mindset, 

exemplified by the Equifax breach incident fails to consider the aspects of business conduct. 



When examining the Equifax case, it becomes essential to incorporate the framework derived 

from Philip K. Dicks work "The Little Black Box." This framework underscores 

interconnectedness, compassion, and community. The breach, at Equifax, exposed information to 

millions of individuals leaving them susceptible to identity theft and financial fraud. From a 

profit maximization standpoint, one might argue that Equifax’s actions were driven by cost 

reduction and revenue increase motives potentially causing neglect in implementing security 

measures. However, through the lens of the tool I recognize that this breach inflicted significant 

harm on individuals and violated the principle of interconnectedness.

 By prioritizing gains, above customer wellbeing and societal welfare Equifax 

disregarded the ramifications associated with its decision-making process. Considering the 

principles of ubuntu, Equifax should have placed the security and privacy of its customers above 

short-term profits. By adopting an approach Equifax could have implemented stronger 

cybersecurity measures and promptly notified affected individuals about the breach. 

Additionally, the company should have provided support and assistance to those impacted, 

recognizing the interconnectedness of their lives and wellbeing. Transparency and accountability 

are components of conduct. Equifax should have taken responsibility for the breach. Actively 

worked to resolve the situation. This entails offering credit monitoring and identity theft 

protection services establishing avenues for customers to seek assistance and resolution as well 

as engaging with regulators and the public in an open and sincere manner. While Friedmans 

profit maximization perspective sheds light on Equifax’s motivations it neglects to address the 

ethical ramifications of the breach. By applying ubuntu’s framework I comprehend the harm 

inflicted on individuals and society emphasizing the necessity for compassionate and responsible 

practices from corporations like Equifax. It would have been appropriate for Equifax to prioritize 



customer security, transparency, and accountability while demonstrating a commitment to 

principles and considering the wellbeing of those affected.

In the article titled "Changing the Social Contract; A Role, for Business" written by 

Melvin Anshen the author explores the concept of responsibility (CSR) and its importance in 

shaping the relationship between businesses and society. Anshen highlights how this relationship 

is evolving, where businesses are now expected to go beyond profit making activities and 

actively contribute to the betterment of society. This is particularly relevant considering the 

changing values and challenges faced by societies. When examining the Equifax breach case 

through Anshen’s lens of CSR it becomes evident that the consequences of this breach were 

significant and had reaching effects. Equifax, being one of the credit reporting agencies, held 

sensitive personal data belonging to millions of individuals. The breach exposed these 

individuals to risks such as identity theft and financial fraud. This incident serves as an example 

highlighting why companies need to take responsibility in safeguarding their customers data and 

protecting them from harm.

To evaluate Equifax’s response to this breach I apply an ethical tool called ubuntu which 

is derived from Philip K. Dicks work "The Little Black Box." Ubuntu emphasizes 

interconnectedness and communal wellbeing, urging us to consider how Equifax’s actions have 

impacted not those affected but also society. Equifax’s initial response to the breach appeared to 

prioritize its interests and reputation over the wellbeing of its customers. In my analysis I 

strongly believe that Equifax should have acted in line with principles of responsibility (CSR) 

and ubuntu to manage the situation more ethically and responsibly. It was crucial for the 

company to prioritize the welfare of those affected and act in minimizing the harm caused. This 

would have involved offering free and easily accessible credit freezes for all impacted customers 



along with updates regarding the breach and potential risks. By charging fees for credit freezers 

Equifax could have demonstrated concern for its customers’ security by providing these 

protective measures without any financial burden. Such a response would have been in alignment 

with the ethical tool, which emphasizes compassion and empathy towards others. Additionally, 

Equifax should have taken ownership of its security weaknesses. Committed to implementing 

robust cybersecurity measures to prevent future breaches of a similar nature. By engaging in 

communication with stakeholders including consumers and regulatory authorities Equifax could 

have highlighted their dedication towards addressing the issue collaboratively. Embracing CSR 

principles while incorporating ethics would have allowed Equifax to rebuild trust among its 

customers well as within the broader community.

By demonstrating a commitment to responsibility Equifax would have shown that they 

align their actions with the values and expectations of society. Companies like Equifax have a 

role in the contract with society, where they must prioritize the welfare of their customers and 

communities. Looking through the perspective of Anshen’s concept of responsibility (CSR) and 

employing ubuntu as an ethical tool it becomes evident that Equifax’s response to the breach fell 

short of what was morally expected and right. If Equifax had embraced CSR principles and 

adopted ubuntu they would have placed customer wellbeing, accountability, and open 

communication at the forefront. This approach would have resulted in a responsible resolution to 

the breach.

In conclusion the Equifax breach serves as an example of why corporate social 

responsibility (CSR) and ethical decision making are essential in today’s business world. This 

incident exposed the vulnerabilities of a credit reporting agency and the potential harm it caused 

to millions of individuals. When examining this case through the lens of CSR as described by 



Melvin Anshen and using the tool from Philip K. Dicks "The Little Black Box " it becomes 

evident that Equifax failed to meet its moral obligations to its customers and society. Equifax’s 

initial actions, such as implementing fees for credit freezes and lacking communication 

demonstrated a lack of concern for those affected. Instead embracing CSR principles like taking 

responsibility for security shortcomings and prioritizing customer protection would have been a 

sound approach. Furthermore, adopting the tool would have encouraged Equifax to act with 

compassion, empathy, and interconnectedness towards those impacted by the breach. 

Considering the evolving contract between businesses and society it is crucial for companies to 

recognize that their responsibilities extend beyond mere profit making. Engaging in dialogue, 

building trust, and actively contributing to welfare are vital factors for businesses seeking to 

maintain their legitimacy and relevance in our constantly changing world. In the end the Equifax 

situation is a reminder that businesses should prioritize the welfare of individuals and 

communities when making decisions. By embracing responsibility (CSR) and ethical practices 

such as ubuntu companies can make positive contributions to society regain trust fulfill their 

moral responsibilities and secure their long-term viability and prosperity. As businesses navigate 

a world that is becoming more complex and unpredictable the principles of responsibility and 

ethical decision making will continue to be crucial, in shaping a fairer and sustainable future.


