Rebecca Badu 
Fredericksburg, VA 
Telephone: 303-261-6225 
Email: Maamefosuah25@gmail.com 
 

 
SUMMARY 
A Skilled and detail-oriented cyber security professional with experience and exposure in Risk 
Management, Vulnerability Scanning, remediation, Federal Information Security Management 
Act (FISMA), NIST Cyber Security Risk Management Framework (RMF), System Security Monitoring and Auditing, Risk Assessments, and Security Control Assessment (SCA).Well versed in direct and remote analysis with strong critical thinking, communication, and people skills. Able to thrive in fast-paced and challenging environments where accuracy and efficiency matter. 
 
TOOLS 
CSAM, IBM Big Fix, IBM Guardiam, SCCM, ServiceNow, SharePoint, Exacta, Nessus, Web Inspect, Splunk, PowerShell Scripting, Microsoft word, Excel &PowerPoint, Azzure Active Directory, IAM
 
SKILLS & EXPERTISE 
FISMA, FIPS 199 & 200, NIST 800-37 rev2, NIST 800-60 vol 2, NIST 800-18, NIST 800 -53A, 
NIST 800- 53B, NIST 800-53rev5, NIST 800-137, RMF, SDLC, Incidence Response Plan (IRP), 
Disaster Recovery Plan (DRP), ISO 27001 & 2, GRC, Configuration Management Plan, 
Contingency Plan, 3rd Party/ Vendor Risk Management, Vulnerability Scan Report Analysis, Vulnerability Assessment, Patching and remediating Vulnerability, Security Control Assessment, PTA & PIA, E-authentication,
 
PROFESSIONAL CERTIFICATIONS 
CompTIA Security+ 
CySA+ 
 
 
 
 
 

 
 
 
EDUCATION 
MSc. Cybersecurity
Old Dominion University, Norfolk VA                                                                   2023-In progress

BSc. Cybersecurity 
Old Dominion University, Norfolk VA                                                                    2021-2023 
 
ASc. Cybersecurity 
Northern VA Community College, Manassas, VA                                                   2018-2020 
 
 
EXPERIENCE 
Information System Security Officer (ISSO)                                                               
Amazon Web Services Inc, Seattle, WA                                                           Sep 2019-Present 

· Using SIR ServiceNow I review and accept or reject assigned incidents.
· Investigate and diagnose Incidents and document resolution or workaround in the service management application.
· Mitigate the damage of incidents, conduct repairs, perform regular audits and patch Vulnerabilities using SIR ServiceNow
· Continuous monitoring of computer networks for security issues. 
· Investigate security breaches and other cybersecurity incidents. 
· Install security measures and operate software to protect systems and information infrastructure, including firewalls and data encryption programs. 
· Document security breaches and assess the damage they cause. 
· Work with the security team to perform tests and uncover network vulnerabilities. 
· Fix detected vulnerabilities to maintain a high-security standard. 
· Stay current on IT security trends and news.
· Perform vulnerability scanning and remediation. 
· Help colleagues install security software and understand information security management. 
· Research security enhancements and make recommendations to management. 
· Stay up to date on information technology trends and security standards. 
· Verify and authenticate individuals based on their roles and contextual information such as geography, time of day, or (trusted) networks.
· Capture and record user login events and create Tickets using ServiceNow.
· Monitor security policies for sensitive data access, vulnerabilities management and privileged user actions, change control, application user activities and security exceptions using IBM Guardiam.
ISSO (COLLEGE INTERNSHIP)                
Booz Allen Hamilton-Department of VA                                                    Mar 2019- Sep 2019       
·  Assist with assessment, development and implementation of programs and controls set in place to preserve the integrity and security of sensitive data and information stored and processed by various network systems.
· Assist with prevention of data breaches and unauthorized access to information systems.
Management of information security.
· Implement and manage security controls, including firewalls, intrusion detection/prevention systems, access controls, encryption, etc.
· Monitor and enforce compliance with organizational security policies, standards, and procedures.
· Conduct regular security audits and assessments to identify vulnerabilities and non-compliance.
· Configure and maintain security tools and software.
· Review client/department information security systems and recommend improvements/solutions.

         
Help Desk Technician 
Navy Federal Credit Union Vienna, VA                                                       Feb 2016-Mar 2019
· Provide first level contact and convey resolutions to customer issues. 
· Properly escalate unresolved queries to the next level of support 
· Track, route, and redirect problems to correct resources. 
· Update customer data and produce activity reports. 
· Walk customers through problem solving process. 
· Follow up with customers, provide feedback and see problems through to resolution. 
· Utilize excellent customer service skills and exceed customers’ expectations. 
· Ensure proper recording, documentation, and closure using ServiceNow. 
· Recommended procedure modifications or improvements 
· Preserve and grow your knowledge of help desk procedures, products, and services. 

