Pauline Criste

/. Wireshark 4.0.1 64-bit Setup —

Welcome to Wireshark 4.0.1 64-bit
Setup

This wizard will guide you through the installation of
Wireshark.

Before starting the installation, make sure Wireshark is not
running.

Click 'Mext’ to continue.,

Above is the installer for Wireshark

X @ isisgiisgeekoutorg X [E] Untitied document - Google Do X |+

This is a placeholder

First name:

This is the website to input our first and last name. We will capture the traffic on this website.



A0 mEBRE

315.girlsgeekout.org

| Source
2600:4040: 16d3:a70..
2600: 4040: 16d3:a70..
2600:4040: 16d3: a70..
260@:4048: 16d3: a70..
2600:4040: 16d3:a70..
2600:4040: 16d3:a70..
26008:4040: 16d3:a70...
2600:4040: 16d3:a70..
2600:4040: 16d3:a70..
2600:4040: 16d3: a70..

R e EF

| Destination
2600:4040:16d3:a70..
2600:4040: 16d3:a70..
2600:4040: 16d3:a70..
2600:4040:16d3:a70..
2600:4049: 16d3:a70...
2600:4040:16d3:a70..
2600:4040: 16d3:a70...
2600:4040:16d3:a70..
2600:4040: 16d3:a70...
2600:4040: 16d3:a70..

T E
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| Protocol | Lengtt| Info
DNS

ox9d1e
@xadle
ox24de
ex1d7d
@x4219

Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard

response
response
response
response
response

A it315.girlsgeekout.org
AMAA 1t315.girlsgeekout.org
A it315.girlsgeekout.org
AMAA it315.girlsgeekout.org
HTTPS it315.girlsgeekout.org

©0x9d1@ A it315.girlsgeekout.org A 216.92.30.104

Bxadle AAAA it315.girlsgeekout.org

©0x24de A it315.girlsgeekout.org A 216.92.30.104

0x1d7d AAAA it315.girlsgeekout.org

©0x4219 HTTPS it315.girlsgeekout.org SOA dnsl.registrar-servers.com

5.608714 2600:4048: 16d3: a7l ICMPVE Destination Unreachable (Port unreachable)

Frame 399: 102 bytes on wire (816 bits), 1082 bytes captured (816 bits) on interface end, id @
Ethernet IT, Src: Apple_21:d@:18 (d4:61:9d:21:d@:18), Dst: Arcadyan_72:dc:11 (b8:f8:53:72:dc:11)
Internet Protocol Version 6, Src: 2600:4040:16d3:a7@@:fccd4:7dd1:9%aa:edc5, Dst: 2600:4040:16d3:a70@::1

User Datagram Protocol, Src Port: 35366, Dst Port: 53
Domain Name System (query)

H a

= |
0@ @@
I & @
‘& +5:0y"
it315
girlsge ekout or

User Datagram Protocol (udp), 8 bytes

1.

Packets: 1254 - Displayed: 11 (0.9%) - Dropped: 0 (0.0%

| entered on the capture filter dns.qry.name==it315.girlsgeekout.org and it displayed all
traffic sent through the website

® m @ e EF S E

| Source
Apple_21:d0:18

Apple_21:d@:18

Arcadyan_72:dc:11
Arcadyan_72:dc:11
Arcadyan_72:dc:11
Arcadyan_72:dc:11
Arcadyan_72:dc:11
Arcadyan_72:dc:11

| Destination
Arcadyan_72:dc:11
Arcadyan_72:dc:11
Broadcast
Apple_21:d@:18
Broadcast
Broadcast
Broadcast
Broadcast

| Protacol | Leng+ | Info
ARP 42 192.168.1.181 is at d4:61:9d:21:d0:18
42 192.168.1.181 is at d4:61:9d:21:d@:18

Who has 192.168.1.2197 Tell 192.168.1.1

Who has 192.168.1.1817 Tell 192.168.1.1

Who has 192.168.1.1817 Tell 192.168.1.1

Who has 192.168,1,2057 Tell 192.168.1.1

Who has 192.168.1.1887 Tell 192.168.1.1

Who has 192.168.1.1007 Tell 192.168.1.1

17.509971
3.993427

8.465528

17.509899
23.653555
23.653562
25.496604

shark - Packet 108 - Wi

> Frame 108: 42 bytes on wire (336 bits), 42 byt
> Ethernet II, Src: Apple_21:de:18 (d4:61:9d:21:d@
> Address Resolution Protocol (reply)

Protocol type: IPv4 (@x0800)

Hardware size: 6

Protocol siz 4

Opcode: reply (2)

Sender MAC address: Apple_21:d0:18 (d4:61:9d:21:d0:18)
Sender IP address: 192.168.1.181
Target MAC address: Arcadyan_72:dc:
Target IP address: 192.168.1.1

11 (b8:f8:53:72:dc:11)

bs f8
o8 @0
0020 b8 f8

53 72 dc 11 d4 61 9d 21
96 84 98 92 d4 61 9d 21
53 72 dc 11 c@ a8 @1 01

do 18 @8 @6 0@ el
dd 18 c@ a8 01 b5

sr
sr
b8 f8 53 72 dc 11 d4 61

OB 00 06 @4 @00 02 d4 61
b8 f8 53 72 dc 11 c@ a8

9d 21 d0 18 @8 @6 Ot
9d 21 do 18 c@ a8 @]
21 o1

Protocol

® E  Address Resolution Protoc

| looked at the information from the DNS packet to see the source and destination. My
wireshark was not working properly on Windows so | used my Macbook that has
wireshark in it as well. It says that | am the sender (Apple) and the target is
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it315.girlsgeekout.org. | used the arp as a filter and it | clicked on where is says source
apple, sender arcadyan_72:dc:31 and matched the information from the DNS packet.

@ Wireshark File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

EFLE E

| Source | Destination | Protacol | Leng+ | Info

15.666692 192.168.1. .255.255.250 M-SEARCH * HTTP/1.1

16.589278 192.168.1. .255.255.250 M-SEARCH = HTTP/1.1

17.816853 192.168.1. .255.255.250 M-SEARCH * HTTP/1.1

4.924786 52.73.214. .168.1.181 Application Data

8.412469 192.168.1. .92.30.104 GET / HTTP/1.1

1.536365 192.168.1. .255.255.250 M-SEARCH * HTTP/1.1

14.280662 . .92.30. 104 GET /index.php?firstname=pauline&lastname=criste HTTP/1.1
8.438988 216.92.3@. 192.168.1.181 649 HTTP/1.1 200 OK (text/html)

14.308200 216.92.30. 192.168.1.181 669 HTTP/1.1 200 OK (text/html)

4.857586 192.168.1. 52.73.214.131 15e8 Application Data

4.857585 192.168.1. 52.73.214.131 1514 56258 - 443 [ACK] Seq=1 Ack=1 Win=20848 Len=1448 TSval=166556517 TSecr=21080803763 [TCP segment of a

> Frame 129: 593 bytes on wire (4744 bits), 593 bytes captured (4744 bits) on interface en®, id @
« Ethernet II, Src: Apple_21:d@:18 (d4:61:9d:21:d@:18), Dst: Arcadyan_72:dc:11 (b8:f8:53:72:dc:11)
> Destination: Arcadyan_72:dc:11 (b8:f8 11)
> Source: Apple_21:d0:18 (d4:61:9d:21:de:18)
Type: IPv4 (x0800)
> Internet Protocol Version 4, Src: 192.168.1.181, Dst: 216.92.30.104
> Transmission Control Protocol, Src Port: 56261, Dst Port: 8@, Seq: 1, Ack: 1, Len: 527
bl Hypertext Transfer Protocol

0082 b8 f8 53 72 dc 11 do 18
43 00 00 40 00 c@ a8 b5
68 db c5 @@ 5@ of 2f fa
@a 5c d3 @8 00 a fo f1 3f
c® 47 45 54 20 65 78 70 GET /i ndex.php
66 69 72 73 74 3d 7@ 75 ?firstna me=pauli
65 26 6c 61 73 65 3d 72 ne&lastn ame=cris
65 20 48 54 54 31 ed 48 te HTTP/ 1.1--Hos
3a 20 69 74 33 69 72 73 t: it315 .girlsge
6b 6f 75 74 2e 0a 43 6e ekout.or g Conne
74 69 6f 6e 3a 70 2d 6c ction: k eep-aliv
@d @a 55 78 67 2d 49 73 e -Upgra de-Insec
72 65 2d 52 65 74 73 20 ure-Requ ests: 1
55 73 65 72 2d 41 67 6e 74 3a 4d User-Ag ent: Moz

@ E  Destination Hardware Address (eth.dst), 6 bytes Packets: 195 - Displayed: 41 (21.0%) - Dropped: 0 (0.0%) Profile: Default

LR EELT T I TEELEEELE Y L L IcHaral-Ik

2. The ip address that was provided from the ARP for it315.girlsgeekout.org is
192.168.1.1 and so | filtered ip.addr==192.168.1.1 and it displayed packets that
included that information. It then includes the GET command under HTTP which has my
first and last name.



Pauline Criste

@ Wireshark File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
[ ] Wireshark - Follow TCP Stream (tcp.stream eq 6) - Wi-Fi: en0

| 4@ m @

ET /index.php?firstname=pauline&lastname=criste HTTP/1.1

N [tep.stream eq 6 Host: it315.girlsgeekout.org|
No. | Time [Connection: keep-alivel

279315 Upgrade-Insecure-Requests: 1| 60768
.308194 ::::;:3;;;:3:(’21113/5.“ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/106.8.0. 8| P21568796 TSecr=4042386750
- 308376 - ccept: text/html,application/xhtml+xml,application/xml;q=0.9, image/avif, image/webp,image/apng,x*/|
-354245 = 8,application/signed—exchange;v=b3;q=0.9]
.354357 .148MReferer: http://it315.girlsgeekout.org/|
.279195 4 Accept-Encoding: gzip, deflate| IM=1 TSval=2021560768 TSecr=40..
.253427 .14 ccept-Language: en-US,en;q=0. 9| cr=@ SACK_PERM=1

129 14.280662

. HTTP/1.1 200 OK|
= 132 14.308200 2160 Date: Sun, 20 Nov 2022 22:13:51 GMT]|

[Keep-Alive: timeout=5, max=108|
[Connection: Keep-Alive
> Frame 129: 593 bytes on wi ransfer-Encoding: chunked
P STTY TN & TRy Cr AP S Ul Con tent —Type: text/html; charset=UTF—§|
> Destination: Arcadyan_7
> Source: Apple_21:d:
Type: IPv4 (0x0800)
> Internet Protocol Version
Transmission Control Proto

Y Hypertext Transfer Proto

eeea be f8 53 72 dc 11
00 00 40 00
db c5 @@ 50
5c d3 ee 00
47 45 54 20 6 <input type="submit" value="Submit">
69 72 73 74 6
26 6c 61 73 6| 1 pkt, 1P ok, 1 turn.
20 48 54 54 50 2
20 69 74 33 3 Entire conversation (1130 bytes) Show data as | ASCII
6f 75 74 2e
69 67 6e 3a
0a 55 70 67 Find:
65 2d 52 65
55 73 65 72 2d
Help Filter Out This Stream
® B Destination Hardware Addre: 0 (0.0%) Profile: Default

emr
3. When | right clicked on the GET command with my name on it, went to follow, and

clicked on TCP stream, it displayed this information. It contained information about the
website and the data that was entered in it. It also says the connection is keep-alive

4. Sniffing this traffic, | was able to capture the information that | input on the website.
This means that the website is not encrypted and anyone can access the information
that was being entered in the website. It is important to encrypt the network traffic
because it is harder to capture rather than plain text.



