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The Human Factor in Cybersecurity Write-Up

This write-up will contain information on effectively reducing cyber threats within a limited

budget. It’s essential to strike a balance between investing in employee training and

implementing advanced cybersecurity technology. Training helps address human vulnerabilities,

while technology acts as a vital shield against sophisticated attacks. A smart allocation would

lean slightly toward training, with about 60% of the budget dedicated to educating employees

and 40% toward strengthening technology defenses.

The Challenge: People vs. Technology

Cybersecurity threats stem from two major sources: human error and increasingly advanced

malicious attacks. On one hand, employees may accidentally click on phishing links or

mishandle sensitive information, making them prime targets for attackers. According to the

World Economic Forum, 95% of cybersecurity incidents are due to human error. On the other

hand, cybercriminals continuously develop new tools and strategies that require advanced

technology to counteract. The FBI has warned of the increasing threat of cybercriminals

utilizing artificial intelligence to enhance attacks. As Chief Information Security Officer (CISO),

you must ensure the budget allocation effectively addresses both aspects while keeping the

organization secure.

Why Traning Should Take Priority

https://cybernews.com/editorial/world-economic-forum-finds-that-95-of-cybersecurity-incidents-occur-due-to-human-error/
https://www.fbi.gov/contact-us/field-offices/sanfrancisco/news/fbi-warns-of-increasing-threat-of-cyber-criminals-utilizing-artificial-intelligence


People often underestimate the impact of proper training on cybersecurity. A well-trained

workforce can identify phishing emails, report unusual activity, and follow best practices like

using strong passwords or enabling multi-factor authentication. These small but significant

actions prevent many breaches before they happen. Targeted training programs for IT teams also

ensure they stay updated on the latest threats and response strategies. Compared to large tech

investments, training is more cost effective and has the added benefit of fostering a

security-conscious culture across the organization.

Where Technology Fits In

While training is critical, it can’t cover every scenario. This is where technology comes in.

Endpoint detection systems, firewalls, and security monitoring tools act as a safety net for

detecting and responding to sophisticated threats that humans might miss. Automation tools, like

those for incident response, can significantly reduce downtime after an attack. However,

technology should complement and not replace human vigilance. Investing wisely in scalable

tools ensures you’re not overspending on unnecessary features.

A Balanced Budget: 60% Training, 40% Technology

A realistic and effective approach would allocate 60% of the budget to training initiatives and the

remaining 40% to technology. Training is emphasized because the majority of cyber incidents

result from human error, making prevention through education a high-value investment. The

40% for technology ensures the organization has a robust foundation of tools to detect and

respond to threats, creating a well-rounded defense strategy. This balanced approach aligns with

https://www.emerald.com/insight/content/doi/10.1108/imds-08-2020-0462/full/html
https://www.huntress.com/blog/humans-vs-ai-the-critical-role-of-human-expertise-in-cybersecurity


industry recommendations, such as those from TrainingCamp, which suggests allocating at least

10-15% of the cybersecurity budget to ongoing training programs to reduce risks associated with

human factors.

Conclusion

Building a strong cybersecurity program requires addressing both human and technological

vulnerabilities. Focusing slightly more on training ensures employees become an active defense

layer, while technology safeguards the organization from sophisticated attacks. With a 60/40

budget split, you can maximize impact, reduce risks, and create a security-first culture—all

within the constraints of limited funding.

https://trainingcamp.com/how-to-align-your-cybersecurity-budget-with-current-trends/
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