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BLUF:

This article delves into the security risks of social media use and how social media targets
children who may not know how to properly protect themselves online. Many children do not
understand the consequences of their online activity and leaves them very vulnerable to hacking,
grooming and leaving behind an unsavory digital footprint. This study recommends more
education of potential cyber threats and online consequences that could haunt them for life. This
approach aims to stop many potential security issues by teaching children to be safer online and

to treat the online environment as they would real life.



Introduction

This article brings attention to a major problem with social media. Social media tends to
be targeted towards children. This leads to many issues for children as a vulnerable and easily
influenced group of marginalized individuals. The main research question seems to be what are
the main cybersecurity and overall privacy risks for children on social media and what are some
possible solutions that keep children safe online. The independent variables Chang et al. (2023)
use to analyze this issue are cybersecurity and online risk awareness. The dependent variable
used is how much harm children experience over social media. The level of awareness affects the
level of harm because a more educated social media user will understand the risks and potential
number of malicious users on social media, leading to less online risk taking and an
understanding of the potential lasting effects that results from social media posting. A great
statement that outlines the hypothesis that Chang et al. (2023) had in mind is ” the most critical
protection method is to fully understand the digital footprint left behind and its possible
consequences. The users should know this as a self-protection mechanism to mitigate security
issues before problems occur.” This statement outlines the general hypothesis, being if children
understand the risks of a digital footprint then children will suffer less from security issues all

together.

Method

The main method of research was using the PRISMA protocol. This is an acronym for
preferred reporting items for systematic reviews and meta-analyses, and is used for finding and
analyzing articles for assessment. No actual independent research was conducted but a thorough

analysis of each study was conducted instead. The evidence and general research for this article



was based on 54 articles from Google Scholar, Scopus and Web of Science. Chang et al. (2023)
use quantitative data mainly from surveys, for example “According to the 2021 Children and
parents: media use and attitudes report published by OfCom (UK), 44% of 8—11-year-olds and
87% of 12—15-year-olds use social media apps/websites (OfCom 2021).”, which is used to show
evidence of mass social media usage among children. The qualitative data used were related to
things like hacking motivations and online vulnerabilities. Using this data from previous works
allowed Chang et al. (2023) to analyze relevant findings and data to come to their own
conclusions and find potential vulnerabilities that children using social media may be susceptible

to.
Findings

The primary findings of this article are that educating children about the risks of leaving a
digital footprint and the dangers of cyberattacks via social media is the best course of action to
decrease not only how vulnerable children are on social media but the number of cyber
abuse/attack cases as well. The mindset of being cautious of a potentially unsafe environment in
real life should also translate to online environments. Teaching children this mindset is key to
keeping children not only safe but actively cautious online. This relates directly to social
cybersecurity by teaching the biggest online vulnerability, human children, behaviors to stay
safe. Directly relating to an in-class concept via improving online risk assessment in children and

the dangers of social media.

Conclusion

Teaching children to be weary in online environments is just as important as in real

environments. Children should know how risky online spaces can be and education is the only



way to keep them safe and reduce vulnerability as a marginalized group online. This is important
to society because protecting children from online crime as an easily influenced group is
incredibly important. Social media opens children up to malicious online activity whether it be
for financial gain or for some sort of manipulative social/sexual reason. Teaching them the
importance of staying safe and keeping a limited digital footprint is important not only for
themselves as individuals but as a society that should raise children in as safe of an environment
as possible. The social science of influencing safe online behavior is a great example of social
cybersecurity because influencing human behavior to improve the cybersecurity of children

directly relates to influencing user behavior to improve user safety.
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