CYSE 301: Cybersecurity Technique and Operations
Assignment 5: Password Cracking (Part A)
By: Paul Cumiskey
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6 Jfetc/passwd
fhome/Al: /bin/sh
L bin/sh
bin/sh
bin/sh
bin/sh
/bin/sh




o 3. The Passwords: A1: 123 A2: dog123 A3: Dog!123

Al
New password:
Retype new password:
passwd: password updated

i vl AZ
New password:
Retype new password:
passwd: password updated

; vd A3
New password:
Retype new password:
passwd: password updated

e

&6 fetc/shadow > passwdhash.txt

O
passwdhash.txt —wordlist
Using default input encoding: UTF-8
No password hashes loaded (see FAQ)
| don’t
understand what the issue is. | tried to reinstall john the ripper, but it still
didn’t work.

e TaskB

E Administrator Windows PowerShell

Windows PowerShell
Copuyright <C» 2009 Microsoft Corporation. All rights reserved.

PSS C-sWindowsssystemdZ2> net uwser W1 123 ~add
The command completed successfully.

PSS C-xWindows“system32>* net user W2 catl2d ~add
The command completed successfully.

PSS C-~Windowsssystemd2> net user W3 cat?l23 ~add
The command completed successfully.

PSS C-xWindows“system3d2:>




59d7eBcB8

Sorry, | was following the lab guide and misnamed the file
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— Charzet — Pazsword length——
. F—_:j
¥ Predefined Min =
I abcdefghijklmnoparetuy=yz0l 23456759 ;I Max |16 =
" Custom — Start fram
— Kevzpace — Current pazswaord
| 5.1860514273734411E +024 | Bykd?
—K.ey Rate — Time Left
| 13202311 Pass/Sec | 1.96516e+010 pears

Plaintext of 3DBEDE697D71690AYVE69204BEB12283678 1= 123

| Stop I E xit




Dictionary Attack
Diictionary
@ File Pozition
f C:MProgram FileshCaintiwordlists\Wwordlist. bt 3456292
5
th
:"1"' k.ey Rate Optionz
..a W &z |z [Pazsword)
fil e W Reverse [PASSWORD - DROWSSAP)
11 [v Double [Fass - PazsPass)
+H v Lowercaze [PASSWORD - password)
- v Uppercaze [Password - PASSWORD)
re [v Mum. sub. perms [Pass.P4ss, Pabs... P45s. 455
N Current password [ Case perms [Pass.péss.paSs,.. PaSs. PASS)
o [v Two nurmbers Hybrid Brute [Pass0....Pass99)
-H
=l Flaintext of 3DBDER97D71690A769204BEBL12283678 1= 123
H Attaclk =stopped!
H 1 of 2 hashes cracked
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HT Hash
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Wireshark - Protocol Hierarchy Statistics - labSwep-demo-dec.cap

Protocol ~ Percent Packets Packets Percent Bytes Bytes Bits/s End Packets End Bytes
~ Frame 100.0 142415 100.0 22356528 568 k (o]
~ Ethernet 100.0 142415 94 2098984 53k
~ Internet Protocol Version 6 0.0 60 0.0 2400
~ User Datagram Protocol 00 46 0.0 368
Multicast Domain Name System 0.0 40 0.0 5394
DHCPv6 0.0 6 0.0 594
Internet Control Message Protocol v6 0.0 14 0.0 324
~ Internet Protocol Version 4 43T 19550 17 391028 9,945
~ User Datagram Protocol 01 198 e X] 1584 40
NetBIOS Name Service 0.0 20 0.0 1102 28
NetBIOS Datagram Service 0.0 = 0.0 549 13
~ SMB (Server Message Block Protocol) 0.0 i 0.0 303 7
~ SMB MailSlot Protocol 0.0 3 0.0 75 1
Microsoft Windows Browser Protocol 0.0 E 0.0 45 1 45
Multicast Domain Name System 0.0 30 0.0 4542 15 30 4542
Dynamic Host Configuration Protocol 0.0 = 0.0 1500 38 = 1500
Dropbox LAN sync Discovery Protocol 0.0 20 0.0 2300 58 20 2300
Domain Name System 01 80 0.0 6069 154 80 6069
~ Transmission Control Protocol 136 73.4 16399012 417 k 15655 11894338
Transport Layer Security 0.6 27 603257 15k 808 599145
~ Hypertext Transfer Protocol 09 75 1686594 42k 1216 1625487
MIME Multipart Media Encapsulation 0.0 0.0 1767 44 2 1767
Media Type 0.0 0.0 4322 109 17 4322
Malformed Packet 0.0 0.0 0 0 1 0
Line-based text data 0.0 0.0 7573 192 n 7573
JPEGFile Interchange Format 0.0 01 12178 309 2 12178
JavaScript Object Notation 0.0 0.0 12 1] 1 12
HTML Form URL Encoded 0.0 0.1 17314 440 14 17314
Compuserve GIF 0.0 0.0 2734 69 9 2734
FTP Data 0.0 0.0 9464 pL) 7 9464
File Transfer Protocol (FTP) 0.0 0.0 656 16 22 656
Internet Group Management Protocol 00 0.0 56 1 7 56
Internet Control Message Protocol 00 0.0 120 2 0 0

This Wireshark Protocol Hierarchy Statistics view shows that nearly all captured
traffic travels over Ethernet, with IPv4 and TCP making up the majority of
meaningful payload. TCP dominates the byte count (over 70%), indicating most
data transfer occurs through reliable, connection-oriented sessions—likely web
traffic, given the large share of HTTP/HTTPS (TLS + HTTP). UDP traffic is
present but minimal, consisting mainly of service discovery and NetBIOS
packets. Overall, the capture reflects a typical network session with heavy TCP
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application activity and light background broadcast/multicast noise.
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~f../UMshare/Lab Resources (2023 Spring)/Lab Resources/Module
5

lab5wep-demo.cap lab5wpa2-demo.cap WPA2-P2-81.cap WPA2-P4-01.cap
lab5wep-demo cap WPA2-Pl-0l.cap WPAZ-P3-8l1l.cap WPAZ2-P5-0l.cap

~/../UMshare/Lab Resources (2023 Spring)/Lab Resources/Module

Protocol ~ Percent Packets Packets Percent Bytes Bits/s End Packets End Bytes End Bits/s PDUs
~ Frame 100.0 2228 100.0 142k 0 2228
~ Ethernet 100.0 2228 6.8 9,674 o 2228
~ Internet Protocol Version 6 0.1 3] 0.0 0
~ User Datagram Protocol 0.0 1 0.0 o
Multicast Domain Name System 0.0 1 0.1 86
Internet Control Message Protocol v6 0.1 2 0.0 40 12
~ Internet Protocol Version 4 99.7 9.7 44420 o
~ User Datagram Protocol 15 01 264 o
Network Time Protocol 0.0 0.0 48 14
Multicast Domain Name System 0.0 0.0 T4 T4 5]
GQUIC (Google Quick UDP Internet Connections) 0.1 0.3 1387 1387 430
Domain Name System 1.0 0.2 939 2L
Data 0.3 0.3 1374 1374
~ Transmission Control Protocol 982 826 379997 M7k 300797
Transport Layer Security b 8.5 39288 12k 39288
~ Hypertext Transfer Protocol 28 14.2 65357 20k 64032
Portable Network Graphics 0.0 0.2 1060 328 1060
Data 0.0 0.1 343 106 343
Address Resolution Protocol 0.2 0.0 n2 34 2
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~f../VMshare/Lab Resources (2023 Spring)/Lab Resources/Module
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This capture is dominated by |Pv4 traffic carried over TCP, which accounts for
more than 80% of all bytes—suggesting a primary application flow such as web
browsing or APl communication. TLS traffic represents a significant portion of
that, indicating encrypted HTTPS connections. There is a small amount of UDP
activity, including DNS, NTP, and a bit of GQUIC, but these together make up
only a tiny fraction of total traffic. Overall, the trace reflects a mostly encrypted
TCP-based session with normal background service traffic.
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pcumi@el
2d4436e4cf52bd7786b65a4C2 -

So | will be doing
WPA2-P1-01.cap



After doing the initial aircrack command for a dictionary attack, | got

; WPA2Z-P1-01.cap
Reading packets, please wait ...
Dpening WPAZ2-P1-@1.cap

nter-frame timeout period exceeded.
Read 2660 packets.

- rockyou.txt

# BSSID ESSID Encryption
1 @8:16:B6:DA:CF:2F CyberPHY WPA (1 handshake)
hoosing first network as target.
Reading packets, please wait ...
Dpening WPA2-P1-@1.cap
nter-frame timeout period exceeded.

Read 2660 packets.

1 potential targets

Aircrack-ng 1.7
[00:00:00] 644/10303727 keys tested (2159.94 k/s)
Time left: 1 hour, 19 minutes, 3@ seconds 0.01%
KEY FOUND! [ PASSWORD ]

Master Key : F1 5F 48 C3 DC 4B E3 2A BE 2E 2D 87 FB 98 28 89
30 BC 6F 72 6@ 96 @4 86 46 54 84 B6 24 11 B8 56

Transient Key : 00 00 00 00 0D B0 0@ 00 OO 00 0D OO Q0 00 OO 0O
0 22 20 20 22 Q0 20 00 PP 20 0D AR PO QD B0 A0
A0 22 20 20 29 00 20 00 B0 00 00 0 A0 A0 A0 A0
PO @0 20 90 @9 00 20 @0 B0 0@ 00 A 2O QD 20 Q0

EAPOL HMAC : 6B E1 32 DE B3 47 9@ E@ E@ C8 ED AC 79 BE 11 29

~f../VMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5
; { ; ¢ —-p password WPA2-P1-8l.cap -= CyberPHY
Total number of stations seen 12

Total number of packets read 2660
Total number of WEP data packets 1]
Total number of WPA data packets 629
Number of plaintext data packets 1]

Number of decrypted WEP packets
Number of corrupted WEP packets
Number of decrypted WPA packets
Number of bad TKIP (WPA) packets
Number of bad CCMP (WPA) packets
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[ WPA2-P1-01.cap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® G BEME 2 ¢« > 1« »

Time Source Destination Protocol Length Info
130 Probe
MotorolaMob be
.. MotorolaMob

.. MotorolaMobi_

iCommun_

Apple_b9:94:fa ) iCommun_

Apple_b9:94:fa ( .. XiaomiCommun

ymiCommun_7
ymiCommun_7

1018 Apple_b9:94:fa ( XiaomiCommun_72:56:
» Frame 1: 130 bytes on wire (1040 bits), 130 bytes capt ¢ 50 08 3

(M IEEE 802.11 Probe Response, Flags: ....R... 00 16
7 » IEEE 802.11 Wireless Management 6 11

00 08 :

® E WPA2-P1-01.cap Packets: 2660 - Displayed: 2660 (100.0%)

Protocol * Percent Packets Packets Percent Bytes Bytes Bits/s End Packets End Bytes
~ Frame 100.0 2660 100.0 264563 42k 0 0
~ |EEE 802.11 wireless LAN 100.0 2660 17.8 47000 7,614 1951 28882
~ Logical-Link Control 0.7 18 0.9 2360 382 0 0
802.1X Authentication 0.7 18 0.8 2216 358 18 2216
Data 26.0 691 71.2 188271 30k 691 188271

This trace shows pure Wi-Fi—layer activity, with all traffic occurring at the IEEE
802.11 MAC level rather than higher-layer protocols. A large share of packets are
management or control frames, including 802.1X authentication, which suggests
the device was joining or negotiating access to a secured wireless network. The
bulk of the bytes (over 70%) come from 802.11 data frames, indicating some
actual user data passing once authentication succeeded. Overall, this capture
represents a Wi-Fi association and authentication sequence followed by light
data transfer.
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