
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

CYSE 301: Cybersecurity Technique and Operations 
Assignment 5: Password Cracking (Part A) 
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●​ Task A  

○​ 1.

 

○​ 2.

 



○​ 3. The Passwords: A1: 123 A2: dog123 A3: Dog!123

 

○​ 4.

I don’t 
understand what the issue is. I tried to reinstall john the ripper, but it still 
didn’t work.  

●​ Task B 

 



○​ 1.

○​ 2.

Sorry, I was following the lab guide and misnamed the file  



○​ 3.

 



○​
●​ Task C 



○​ 1.

This Wireshark Protocol Hierarchy Statistics view shows that nearly all captured 
traffic travels over Ethernet, with IPv4 and TCP making up the majority of 
meaningful payload. TCP dominates the byte count (over 70%), indicating most 
data transfer occurs through reliable, connection-oriented sessions—likely web 
traffic, given the large share of HTTP/HTTPS (TLS + HTTP). UDP traffic is 
present but minimal, consisting mainly of service discovery and NetBIOS 
packets. Overall, the capture reflects a typical network session with heavy TCP 



application activity and light background broadcast/multicast noise.

○​ 2.



This capture is dominated by IPv4 traffic carried over TCP, which accounts for 
more than 80% of all bytes—suggesting a primary application flow such as web 
browsing or API communication. TLS traffic represents a significant portion of 
that, indicating encrypted HTTPS connections. There is a small amount of UDP 
activity, including DNS, NTP, and a bit of GQUIC, but these together make up 
only a tiny fraction of total traffic. Overall, the trace reflects a mostly encrypted 
TCP-based session with normal background service traffic. 

●​ Task D 

○​ So I will be doing 
WPA2-P1-01.cap 



○​ After doing the initial aircrack command for a dictionary attack, I got

○​



○​

○​
○​ This trace shows pure Wi-Fi–layer activity, with all traffic occurring at the IEEE 

802.11 MAC level rather than higher-layer protocols. A large share of packets are 
management or control frames, including 802.1X authentication, which suggests 
the device was joining or negotiating access to a secured wireless network. The 
bulk of the bytes (over 70%) come from 802.11 data frames, indicating some 
actual user data passing once authentication succeeded. Overall, this capture 
represents a Wi-Fi association and authentication sequence followed by light 
data transfer. 


