Next, start the service

= started successfully.

We now have an agent running

Active

1

Last registered agent

mydfir

STATUS

@ Active(1)
@ Disconnected (0)
Pending (0)

@ Never connected (0)

DETAILS

Disconnected Pending Mever connected

0 0

Most active agent

mydfir

FVnl LITION

Agents coverage

100.00%



Generate Telemetry & Ingest Into

Wazuh

First, we need to configure the Windows 10 Wazauh client agent

File Home

M

/I\ -
Sd

7 Quick access
[ Desktop
* Downloads
@ Documents
&=/ Pictures

J’! Music

B videos

@ OneDrive
[ This PC

¥ Network

43 items

Share

< Local Disk (C:) * Program Files (x86) » ossec-agent

% % N %

= | ossec-agent

<

View

Mame

wodles
|j .agent_info
[5g] agent-auth

|J agent-auth.exe.manifest

|J client.keys

[4] dbsyne.dil

|:] help

MJ internal_options
[] libfimdb.dIl

[4] libgec_s_dwa2-1.dIl
[ Tibstde++-6.dll

[] libwazuhext.dil

[4] libwazuhshared.dIl
[4] libwinpthread-1.dil
£ License

MJ local_internal_options
[ manage_agents
Mj 0s5EC

|:] OS5EC

|J profile-10.template
[ REVISION

1 item zelected 9.78 KB

v O

Date modified

2/13/2026 6:59 AM
2/13/2026 7:00 AM
5/29/2024 7:47 PM

5/29/2024 5:24 PM

/29/2024 5:40 PM
5/29/2024 7:47 PM
13,/2026 6:39 AM
13/2026 12:03 PM
/2024 3:24 PM
(2024 5:40 PM

P

]

Fd
TSI
[oe)

e

It

Search ossec-agent

Type

File folder
AGENT_IMFO File
Application
MAMIFEST File
KEYS File

Application exten...

Text Document
CONF File

Application exten...
Application exten...
Application exten...
Application exten...
Application exten...

Application exten...

Text Docurment
COMF File
Application
COMF File

Text Docurment
TEMPLATE File
File

Size

—_

T

—_ d

—

In the Log analysis section, replace application with the sysmon location, then restart Wazuh




<localfile>
<location»active-responselactive-responses.log</location>
<log_format»syslog</log_format»

</localfile»

<!-- Policy monitoring --»

<rootcheck>
<disabled»no</disabled>
<windows_apps>./shared/win_applications_rcl.txt</windows_apps>
<windows_malware>. /shared/win_malware_rcl.txt</windows_malware:>

</rootcheck:»

<!l-- Security Configuration Assessment --»
<sca»
<enabled>yes</enabled>»
<scan_on_start»yes</scan_on_start:
<interval»12h</interval:
<skip _nfs»yes</skip nfs>»
<fsca»

<l-- File integrity monitoring -->
<syscheck>»

Next, we download Mimikatz

Disable Windows Security for the downloads folder



Download and extract Mimikatz

& (O O httpsy//github.com/gentilkiwi/mimikatz/releases/tag/2.2.0-20220919 B oA Y = 2 H
[~ ] gﬁrILIIKIWI JI" IIIIIIIIKd LL ruonc L INuunLauvns & TwIR i = Suan [ArElN

<> Code () lssues 152 il Pull requests 36 ® Actions [ Projects [ Wiki ) Security |~ Insights

Releases [ 2.2.0-20220919
. . . . — Compare -
2.2.0 20220919 Djoin parser & Citrix SSO Extractor (== "
@ gentilkiwi released this Sep 19, 2022 . 14 commits to master since this release ) 2.2.0-20220919 -0~ 746e211

2.2.8-208228919

[legacy] Backport djoin parser & citrix 550 password extractor

v Assets 4
@ mimikatz_trunk.7z 880 KB Sep 19, 2022
@ mimikatz_trunk.zip 1.15 MB Sep 19, 2022
Ej Source code (zip) Sep 19, 2022
[?) Source code (tar.gz) Sep 19, 2022

Open with PowerShell

wmimikatz_trunk
Sumimikatz.

SHEREE. mimikat:z
44 N ##. "A La Vie, A L'Amour” - )
it ] J*** Benjamin DELPY ° i i® { benjamin@gentilkiwi.com )

# N7 b2 s:ff : fmimikatz
#How [ince [ { vincent.letoux@gmail.com )}
"HEEHY! * fpingcastle.com / https://mysmartlogon.com ***f

mimikatz #

Configure Wazuh to detect Mimikatz

Create a backup of ossec conf file,

cot@Wazuh:~f cp /var/ossec/etc/ossec.conf ~/ossec-backup.conf
oot@Wazuh:~§ D




Edit the file, change logall to yes

<global>

<jsonout output>yes</jsonout output>

<alerts log>yes</alerts log>
<logall>yes</logall>

o

ulagall_jsan}yesﬁflagall_jsan}

Next we need to edit filebeat, archives: enabled: true

username: 5{username}

password: §{password]

ssl.certificate authorities
Jete/filebeat/c

ey
.template . json.
.template. json.
.template. jzon.
.ilm.overwrite
.ilm.enabled

filebeat.modules
— module: wazuh
alerts
enabled
archives
enabled

level: info

.to files: true
.files
/var/log/filebeat
filebeat

keepfilezs: 7
permizzsions

logging.metrics.enabled

seccomp
default action: allow
syscall=s
- action: allow
name s
— rae




Now we need to create a new index on our wazuh dashboard

Create index pattern

An index pattern can match a single source, for example, filebeat-4-3-22 |, or multiple data sources, filebeat-* .

Read documentation &

Step 1 of 2: Define an index pattern
Index pattern name

index-name-*

Use an asterisk {*) to match multiple indices. Spaces and the characters \,/,?," <, >, | are not allowed.

®  Include system and hidden indices
Your index pattern can match any of your 4 sources.
wazuh-alerts-4.x-2026.02.13
wazuh-archives-4.x-2026.02.13

wazuh-monitoring-2026.7w

wazuh-statistics-2026.7w
Rows per page: 10 ~

@ «AdaTIter

wazuh-archives-** 227 hits
Q Search field names Feb 12, 2026 @ 13:13:11.408 - Feb 13, 2026 @ 1313:11.408  Auto

© Fitter by type 0
Selostod fiokds

) _source

Count

Ivaiatiefives

+ _ndex

& @imestamp % "

t agentia timestamp per 30 minutes

tagentip Time source

¢ agent name
5 Feb 13, 2626 € 13:12:53.731

Index

Index

Index

Index

2026 ¢

syslog, sshd,

sshd

e predecader.hostnane: Wazuh predecodar.progran_name: sshd predecoder.timestanp: Feb 13 18:12:52 agent.name: Wazuh agent.id: @@9 manager.name: Wazuh decoder.parent: sshd
decoder.nane: sshd full log: Feb 13 18:12:52 Wazuh sshd[76396]: Recelved disconnect from 91.224.92.18 port 3¢972:11: [preauth] input.type: log etimestamp: Feb 13

) a2 13:12:53.131 location: fvar/log/auth.log id: 1771086373.5414637 timestamp: Feb 13, 2626 @ 13:12:53.131 _index: wazuh-archives-4.x-2626.62.13

¢ gatatie

t dalasicip >  Feb 13, 2626 € 13112:53.731  predecoder.hostname: Wazuh predecoder.program_name: sshd predecoder.timestamp: Feb 13 18:12:51 agent.name: Wazuh agent.id: @60 manager.name: Wazuh rule.mail: false

© datasicport rule.level: 5 rule.hipaa: 164.312.b rule.pel dss: 10.2.4, 19.2.5 rule.tse: CC6.1, CC6.8, CC7.2, 7.2 rule.deseription: sshd: authentication failed. rule.groups:

B dain wciner authentication_failed rule.nist 88653: AU.14, AC.7 rule.gdpr: IV_35.7.d, IV.32.2 rule firedtines: & rule.nitre.technique: Password Guessing, SSH rule.mitre.id: T1118.081,

i o T1621.084 rulo.mitre.tactic: Credential Access, Lateral Movement rule.id: 5760 rulo.gpgi3: 7.1 decoder.name: sshd full_log: Feb 13 18:12:51 Wazuh sshd[76306]: message repeated

= o 2 tines: [ Failed password for root from 91.224.92.168 port 38572 ssh2] input.type: log Etimestamp: Feb 13, 2626 € 13:12:53.131 location: /var/loa/auth.log

¢ gatauia > Feb 13, 2026 © 13:12:33.931  predecader.hostnane: Wazuh predecoder.progran_name: sshd predecoder.tinestanp: Feb 13 18:12:52 agent.name: Wazuh agent.id: 609 manager.name: Wazuh decoder.name

e fulllog: Feb 13 18:12:52 Wezuh sshd[76395]: Disconnacted from authenticating user root 91.224.92.108 port 30972 [presuth] input.type: log Etimestarp

Tocation: /var/log/auth.log id: 1771006373.5414637 timestamp: Feb 13, 2626 & 13:12:53.131 _index
| datawin eventdata company

¢ datawin evenidata creationbtcTime ,  Feb 13, 2626 € 13:12:52.131
t datawin evenidata description

We can view Mimikatz logs in our archives index

B~ mimikatd

agent.name: Wazuh agent.id: 609 data.srcip: 91.274.92.168 data.dstuser: root rule.mail: false rule.level

wazuh-archives-4.x-2026.82.13

16 rule.pei_dss

rule.hipaa
rule.tsc: CC6.1, CC6.8, CC7.2, £C7.3 rule.deseription: syslog: User missed the password more than one tine rule.groups: syslog, access_control, authentication_failed

5xB0969APEORAAREE" , " sys tenTine” " 202662~

2026-02-13

“5972°, “threadID" :"6276", “channel”:"Mic rosoft-Windows-Sysnon/Operational”, “computer” : “DESKTOP.

164.312.b

Feb 13, 2026 @ 13:12:53.131

D+ Add fiter

wazuh-archives-** = Ahits

QU Search fiad names Feb 13, 2026 @ 13:00:00.000 - Feb 13, 2026 @ 13:

& Fiter by type 0 ‘

Setucted felds 1

) _source H
3

Avaitable iekds .

t _ndox

) @bmestamp 2

+ agentid timestamp per 30 seconds

) age Time . _source

t agentrame
» Feb 13,2026 & 134:TIEL Il Tog: {Mwin’:{ systen” {7 “Microsof ysmon™,"p "2 {5776385r"

¢ datadstuser

6756987 1bd8 )", "eventTD’'7" “version”:"3" “level”:"a" “task™:"7" “gpeode’ :8""keywords
dataeuid

) dakacuk 13719:16:50,19954092 ", “eventRecordID" :"9129", “processID":5972", "thread D" :"6276" , “channel”:"Mic rosoft-Nindows-Sysnon/Operational”, “computer” ; "DESKTOP

t datafile T15EMEC", "severityValue" :"INFORMATION", “message” :*\"Inage loaded:\r\nRuleName: technique_id=T1574.862,technique_name=DLL Side-Loading\r\nUtcTime

t datasicp 18:16:58.188\r\nProcessCuld: (cea8?767-6a0a-6987-4308-080086006208) \r\nProcassId: 6332\rinImage: C:\\Users\\SOCAU\\Downloads)\mimikatz_trunk\\x64\\mimikatz.exe\r\nInageLoaded :

t gatasrcport .
»  Feb 13, 2026 € 13:24:61.7951  £1] Jog: {"win':{" systen’ :{"provid “Hicrosof ysmon”, " provi " :*{5776385f"

T 6 5698F1bd)*, "eventIn" ;1% “version® 5", “level”:*a", “task®:*1", “opcode Keywords® : “0xB0E0900000000000" , * systenTine” :*2026-62

) cata e 13718:16:58.18973712" , “eventRecordID" :*9127", “processID’

© datatyy I1SEMEC”, *severityValue" :* INFORMATION", “mossage” :"\")

\"Process Create:\r\nRuleHane: technique_id=T1636, technique_nane-Masquerading\r\nUtcTine

2026-62-13 18:16:58.186\rinProcessGuid:

© datavid {eeast. \r : 6332\r\nInage: C:\\Users\\SCAu\\Downloads\\mimikatz_trunk\\x64\\ninikatz.exe\r\nFileVersion: 2.2.8.8\r\nbescription: minikatz




Custom rules can be created in the rules management section

1 <!-- Local rules -->

2

3 <!-- Modify it at your will. -->

4 <!-- Copyright (C) 2015, Wazuh Inc. -->

5

6 «<!-- Example -->

7~ <group name="local,syslog,sshd,”>

A

1@ Dec 18 ©1:82:82 host sshd[1234]: Failed none for root from 1.1.1.1 port 1866 ssh2
11 —>

v <rule id="10@8@1" level="5">
<if_sid»5716</if_sid>
<srcip»1.1.1.1¢/srcip>
<description»sshd: authentication failed from IP 1.1.1.1.</description>
<grouprauthentication_failed,pci_dss_18.2.4,pci_dss_18.2.5,</group>
</rule>

2
14
15

[y
)

- <rule id-"18682" level-"15">
<if_ group>sysmon_eventl</if_ group>
<field name="win.eventdata.originalFileName" type="pcre2”>(?i)mimikatz\.exe</field>

v I To )

ORI R
B om

2 <description>Mimikatz usage detected</description>
3~ <mitre>

24 <id»>T1ee3</id>

25 </mitre>

26 </rule>

27

28 </group>

24

We can now detect the mimikatz usage

3:38:35.781 Movement

0ot mydfir T1003 Credential Access Mimikatz usage detected 00002

ann N 1001 AnA Credential Access, Lateral cohr Blbamet b fnnin sisinn 2 nan-avichant e &71n

Automation with Shuffle and TheHive

Tian nne

Shuffle

Shuffle is a soar that will assist with SOC automation

Discover Workflows

Org wo My Workflows Org Forms

4+ Create Workfiow

) Wazuh ticket handler ‘Gmail reader
+ Workflows . & & D2 Mo -

Automate AulUsacases

« Usecases

D2 Wo
* Apps A "~ webnook  wazun o

= Content

3 Documentation

& Admin

peumiskey77@g.. -

P) pcumiskey7.. &

Shuffle Enrichment
o8 o2 mo

onien shume

Shuffle Tools health API Subfi...

@ o1 Eo

exompe tools

‘Outlook365 - Get Emails
*® Oz WMo

outook  aman

Python st fixer
Do WMo

Runtime Variables
Do mo

[ —




New Workflow

Soc Automation Project

Description

‘~ Email management, Inter... ~

[+

Generate Workflow from Flowchart (beta)

Create from scratch +: Al Generate (beta)




’ ey - Runtime Location
Soc Automation Project *, Build # Debug e

Webhook: uninitialized

Name

Wazuh-Alerts

Associated App (optional)

Parameters

® Webhook URI

Webhook 1 @ Authentication headers

@ Custom Response

Change Me

7] Wait For Resnonse

a _ Copied Webhook URL
£

Next, we need to add an integration tag in the ossec configuration file and restart the service
We should end up with results like this

< Back to all runs

Details < ¢

Status FINISHED

Source .

Started 1

Finished 13/02/2026, 14:51:43
Location Cloud

“$exec” : { 8 items
"severity” :
“pretext” : "WAZUH Alert™
“title" : "Mimikatz usage detected”
“text™ : { 1 item
“win" : { 2 items
"system” : {...} 16 items
“eventdata® : {...}
23 items
}
}
“rule_id" : "100002"
“timestamp” :
"2026-02-13T19:51:41.162+0000"
"id" : "1771012361.6236543"
"all fields™ : {...} 9 items

Next, we are gunna automatically extract a hash using REGEX to run through VirusTotal




7/ SOC AUTO

8-

After the virus total is added, make these configurations

/7 SOC AUTO

@
Webhook 1

-

°, Build 4 Debug

&

®

[ ]
Shuffle Tools 2

S

Webhook 1

Runtime Argument

% Build 4 Debug

N4

SHA256 REGEX
]

’EE
L ]

Virustotal v3 1

Runtime Argument

Configuration

¥ Regex capture group

Input data *

'

$exec.text.win.eventdata.hashes

@ ©

Regex *

s

SHA256=([0-9A-Fa-f]{64})

® |

Test Action

Setup Configuration

E GET Get a hash report

Id *

‘ $sha256_regex.group_0.#

Optional Parameters

Headers

Content-Type=application/json
Accept=application/json

Queries

view=basic&redirect=test

Ssl verify

False

To file

False

Lastly, by adding an email nod,e you can automatically send alerts to analysts.




B
\r‘-

Virustotal v3 1 ¥ Email 1




% All Workflow Runs

Aborted

13/0272026,15:3021 4 +0=1

13/02/2026, 1526142 2 +0 =2

13/02/2026,152456 2 +0=2




Details < <€

Status FINISHED
Source
Started

"severity” :

"pretext”™ : "WAZUH Alert”

“title”™ : "Mimikatz usage det
"text" : { 1 item
"win” : { 2 items
"system” : {...} 16 items
"eventdata” : {...}

23 items

}

"rule id" : "1¢

"timestamp” :

"2026-02-13T20

"id" : "1771014726.6655516"
"all fields™ : {...} 9 items




SHA256 REGEX

regex_c apturea_ ;;“ oup

“$sha256 regex” : { 3 items
"success” :

"group " : [...] 1 item

"found” :




) Virustotal v3 1

"$virustotal v3 1" : [ 1 item
: { 6 items
“status” :
"body™ : { 1 item
"data” : { 4 items
"id" :
"61c0810a23580cT492a6badf7654566

I'It}'pel'l : ”'f:j_lElI”
“"links™ : { 1 item
"self” :
"https://www.virustotal.com/a

mn

}

"attributes™ : {...
41 items

}

I'Iur_‘]_'lr :
"https://www.virustotal.com/api/v3/fi

mn

"headers”™ : {...} 9 items
"cookies™ : {} @ items

"success"” :




"$email 1"

HSUEEESS" .

| plan to add TheHive at a later date



