
​Next, start the service​

​We now have an agent running​



​Generate Telemetry & Ingest Into​
​Wazuh​

​First, we need to configure the Windows 10 Wazauh client agent​

​In the Log analysis section, replace application with the sysmon location, then restart Wazuh​



​Next, we download Mimikatz​
​Disable Windows Security for the downloads folder​



​Download and extract Mimikatz​

​Open with PowerShell​

​Configure Wazuh to detect Mimikatz​
​Create a backup of ossec conf file,​



​Edit the file, change logall to yes​

​Next we need to edit filebeat, archives: enabled: true​



​Now we need to create a new index on our wazuh dashboard​

​We can view Mimikatz logs in our archives index​



​Custom rules can be created in the rules management section​

​We can now detect the mimikatz usage​

​Automation with Shuffle and TheHive​

​Shuffle​
​Shuffle is a soar that will assist with SOC automation​





​Next, we need to add an integration tag in the ossec configuration file and restart the service​
​We should end up with results like this​

​Next, we are gunna automatically extract a hash using REGEX to run through VirusTotal​



​After the virus total is added, make these configurations​

​Lastly, by adding an email nod,e you can automatically send alerts to analysts.​













​I plan to add TheHive at a later date​


