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Setting Up Infrustructure

Windows 10 Client Setup

1. Install Windows 10 on VirtualBox

firtual Machine

“ Mame and Operating System

Mame:
Folder:

150 Image:

Type:

,

Version:

demao

l *aul\VirtualBo

s\Paul\OneDrive\Document Automation Proje

Microsoft Windows

Windows 10 (64-bit)

Skip Unattended Installation

> Unattended Install

> Hardware

» Hard Disk

Einish




= Create Virtual Machine

> Name and Operating System

) Unattended Install
~ Hardware
Base Memaory:
4 MB
Processors:
1CPU 12 CPUs
Enable EFI (special O5es only)

» Hard Disk




= Create Virtual Machine

> Mame and Qperating System

) Unattended Install
> Hardware
~ Hard Disk
® Create a Virtual Hard Disk Mow

Hard Disk File Location and Size

WPaul\VirtualBox VMs\demohdemovdi

MB
Hard Disk File Type and Variant

VDI (VirtualBox Disk Image)

ting Virtual Hard Disk File

Do Mot Add a Virtual Hard Disk

Pre-allocate Full Size

2.00 TB

Einish




2. Click through installation

i

File Machine View Input Devices Help

14 Windows Setup

m Windows®

Language to install: [English (United States) -
Time and currency format: ([T R 1) -

ur language and other preferences and click "

on. Al rights reserved




Installing Sysmon

< O 8] https://learn.microsoft.com/en-us/sysinternals/downloads/sysmon

] | Learn Documentation v

Sysinternals  Downloads

= Find by title

Training & Labs ~  Q&A v~ Topics v

Community Resources

LogonSessions

L

NewSID
PsLoggedOn
PsLoglist
RootkitRevealer
Sysmon
> System Information
> Miscellaneous
Sysinternals Suite
Microsoft Store
Community
> Resources
Software License Terms
Licensing FAQ

[t Download PDF

L Type here to search
1.

4

Learn / Sysinternals /

Sysmon v15.15

+. | Summarize this article for me

In this article

Introduction

Overview of Sysmon Capabilities
Screenshots

Usage

Show 5 more

By Mark Russinovich and Thomas Garnier

Published: July 23, 2024

@ = Download Sysmon® (4.6 MB)

Download Sysmon for Linux (GitHub) &

1

Ly

o

Q

E3 Ask Learn

y cha

Sign in
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2. Download config file

O Platform Solutions Resources Open Source Enterprise Pricing Q Sign in | Sign up |

& olafhartong / sysmon-modular  Public £ Notifications % Fork 643 Y7 Star 3k
<> Code (O Issues 32 i1 Pull requests 23 ) Discussions () Actions [ Projects [0 Wiki () Security
[l & master ~  sysmon-modular / sysmonconfigxml (& Q Go tofile

/2023 07:33:02 UTC 30ff208 - 3yearsago L4 History

Azure Pipeline Updated after successful CICD run 09/2

Code Blame Raw [0 & 2 -~ [0

1 == MOTICE : This is a balanced generated output of Sysmon-modular --

2 1-- due to the balanced nature of this configuration there will -->

3 1-- for more information go to https://github.com/olafhartong/sysmon-modular/wiki -->

4 - --F

5 wEES S e

} [ =R (S --F
= RRE ([ --F

e
R A Y



3. Configure Sysmon with PowerShell, ensure all files are in the working directory

OCAuN\Downloads

WCAuhDownloa
Directory: C:b

Length Name

ft Corporation
ight (C) 1998-2812 Daniel Veillard. All Rights Res
ternals.com

Loading configuration file with schema version 4.98
onfiguration file validated.

=mongd in
ysmonDryv 1

rted.
AudDownloa




Build Wazauh Server on Dig

ital Ocean

Q, Search by resource name or public IP (Ctri+B)

Create Droplets

Droplets are virtual machines that anyone can setup in seconds.

Choose Region

"= New York

== Singapore
Torento
== Atlanta
Datacenter

San Francisco

. You can use droplets, either standalone or as pal

[t

$an Francisco - Datacenter 2 - SFO2

v

London

Bangalore

&

m

Tip: Select the datacenter closest to you of your users

Avoid any potential latency by selecting a region closest to you - a region is a geographic area where we he

VPC Network - default-sfo2

$32.00/month

$0.048/Mhour

DEFAULT

=]

TR

GPU Droplets
Create cloud servers with GPUs

Droplets

Create cloud servers
Agents

Create Al Agents

Serverless Inference
Access Al Models

Knowledge Bases
Create Al Knowledge Bases

Kubernetes
Create Kubemetes clusters

App Platform
Deploy your code

Functions
Create Cloud Functions

Saa$ Add-Ons
Deploy Marketplace software

Databases
Create database clusters

Volumes Block Storage
Add storage to Droplets

Spaces Object Storage

Store and serve static assets

Network File Storage
Create NFS shares

CREATE VIA COMMAND LINE

My Team

Free Trial Active Y

Lean [B)

Dismiss



Choose an image

05 Marketplace (249) Custom images

43

Ubuntu

Fedora Debian CemO5

4
Q.g .

Almalinue

Rocky Linuy

Version

22.04 (LTS) k54

Choose Size
Droplet Type
SHARED CPU

Basic
(Plan selected)

MNeed help picking a plan? Help me choosa

DEDICATED CPU

General Purpose CPU-Optimized

Memory-Optimized Storage-Optimized

Basic virtual machines with a mix of memory and compute resources. Best for small projects that can handle variable levels of CPU performance, like blogs, web apps

and dev/test environments.

CPU options

Regular
Disk type: S50

$8imo
$0.012hour

1GE/1
35 GB NVM
1000 GB

@ Premium Intel
Disk: NWVMe 550

$16/mo $24/mo
$0.024 hour $0.036Mour
2GR 2GE
70 GB NVMe 55 90 GB N\
278 3TB

$32imo

$0.048 hour

4GB
120 GB ¢
ATE

Premium AMD
Disk: NWMe 55D




Create a Firewall
create rirewall

Name

Name
Firewall

Inbound Rules

Set the Firewall rules for incoming traffic. Only the specified ports will accept inbound connections. All of

Type Protocol Port Range Sources
All TCP W TCP All ports AllIPv4 Al IPvE
All UDP ~ uDP All ports AllIPv4 Al IPv6
b

Outbound Rules

Set the Firewall rules for cutbound traffic. Outbound traffic will only be allowed to the specified ports. All

Type Protocol Port Range Destinations

ICMP W ICMP AlllPv4 Al IPvG

1. AULTCD 1CD Al oorte AL A AlLIDE




Firewall updated successfully.

Firewall
5 Rules / 1 Droplet

Rules Droplets Destroy

Learn &)

Add Droplets

Name IP Address State Added

Wazuh
® 8GB/2IntelvCPUs / 160 GB / NYC3

O 68.183.159.227 Updating... Just now More ~

SSH Into Wazuh to Update and Upgrade

The Open Source Security Platform




4.

n
D

wazuh. v Modules a

Disconnected agents. Pending agents nected agents

0 0

this manager. Add agent

SECURITY INFORMATION MANAGEMENT AUDITING AND POLICY MONITORING

= . - .
Sp security events @ Integrity monitoring ‘LH Policy monitoring @ System auditing

Browse though your secunty alets, identfyingissuss and ncluding pemmissions, content me are configured accerding 1o your securiy itoring command ex2cution and alertng
i

your environment

@ Security configuration assessment

THREAT DETECTION AND RESPONSE REGULATORY COMPLIANCE
, . =]s] - .
Vulnerabilities MITRE ATT&CK == PCIDSS
(S]] =
¢ ppicatons myour envronment are afected oy Securty events fom e o
fios and tschniau

Ceitara for Securty, Avallabilly, Processing

Confidentiality, and Privacy

Install TheHive

1.

Create a droplet similar to Wazuh and add the TheHive droplet to Firewall

Firewall
5 Rules / 2 Droplets

Droplets
Learn|[E)
Add Droplets
Name IP Address State Added
:Vgazu? ntel vCPUS / 160 GB / NYC3 68.183.159.227 Up-to-date 25 minutes ago More v
TheHive 138.197101.50 Up-to-date Just now More v

8 GB/ 2 Intel

/NYC3

echo "deb [signed-by=/usr/share/keyrings/corretto.gpg] httr {fapt.corretto.aws stable main" sudo tee -a fetc/
apt/sources.list.d/corretto.sources.list]
sudo apt update]
sudo apt install java-common java-ll-amazon-corretto-3jd
echo JAVA HCME="/usr/lib/jvm/java-ll-amazon-corretto" | sudo tee -a /etc/environment

export JAVA HCME="/usr/lib/jvm/java-ll-amazon-corretto"




AU RS et —g0 —  htitps://downloads.apache.org/cazsandra/EEYS | =sudo g

g ——dearmor -o fusr/share/keyrings/cassandra-archive.gpg

echo "dek [=igned-by=/usr/share/keyrings/cassandra-archive.gpg] https://debian.ca
szandra.apache.org 40x main" | sudo tee -a /etcl/apt/sources.list.d/cassandra.=zou

il U AR RS W =t —g0 — http=s://artifacts.elastic.co/GPG-KEY-elasticsearch
sudo gpg —-dearmor —-o fusr/share/keyrings/elasticsearch-keyring.gpq

sudo apt-get install apt-transport-https

echo "deb [signed-by=/usr/share/keyringzs/elasticsearch-keyring.gpg] https://artif

acts.elastic.co/packages/7.x/apt stable main" | /etc/apt/sources.li=t.

/elastic—T.x.li=st
sudo apt update
sudo apt in=stall elasticsearch

it WL AR CE R Wy =t —O— https://archives.strangebee.com/keys/strangebes.gpg

do gpg ——dearmor -o fusr/share/keyrings/strangebese—archive-keyring.gpg
!

share/keyrings/strangebese—archive-keyring.gpg] h

echo "deb [signed-by=/usr

sudo tee -a /etc/apt/scurces.list.d

deb.st e.com thehive-5.2 main’

Configuring Machines to Work Together

Configure TheHive

rooct@TheHive:~f nano /etc/cassandra/cassandra. y.m_'l.|:|

Change rpc_address, listen_address and seed address to Hive’s public IP

root@TheHive : assandra/cassandra.yaml
root@TheHive syste: 1 stop ssandra.service
root@TheHive rm -rf /wvar/lib/ sandra/*
root@TheHive systemctl start sandra.service
root@TheHive:~§ syste -1 status ssandra.service
® cassandra.service — LSB: distributed storage system for structured data
Loaded: loaded (/fetc/init.d/cassandra; generated)
Bctive: active (exited) si . -13 10:53:35 UTC; 1l4s ago
man:systemd-sysv-generator
Ex tart=/e init.d/cassandra start (code=exited, status=0/SUCCESS
10.458=

Feb 13 10:53:35 TheHive systemd[l]: Starting LSB: distributed storage system for stru
Feb 13 10:5 TheHive systemd[1]: Started LSB: distributed storage system for str
root@TheHive:~§ D

2.
Next, we configure Elastic Search




f systemctl enable elasti

Synchronizing state of elasticsearch.serv ith SysV serv ipt with /lib/systemc

xecuting: /lib/systemd/systemd-sysv—-install enable elasticsearch
‘reated symlink /e systemd/system/multi-user.target.wants/elasticsearch.service - /1

web
2% ENGLISH DEFAULT ADMIN US
N + default @ Export list
CREATED BY CREATED DATE
=~
a
TheHive sys 3/02/2026 06:32

' organisations MNone m user

-
ol8

2161 0-1of1 Show 30




Wazuh Configuration

Click on Add agent

Total agents Active agents Disconnected Pending agents

0 0 0

M No agents were added to this manager. Add agent

SECURITY INFORMATION MANAGEMENT

 — . . & .

o Securit @ Integrit Polic

80 Y oty 414 poicy
events monitoring monitoring
Browse through Aleris related to file Verify that your
your security alerts, changes, including systems are
identifying issues permissions, configured

Run through the creation window using Wazuh'’s public ip.
Copy the command provided and run it on the Windows VM.

and threats in your
environment.

content, ownership
and attributes.

THREAT DETECTION AND RESPONSE

AL

according to your
security policies
baseline.

Security
configuration
assessment

Scan your assets
as part of a
configuration

assessment audit.

Mever connected

agents

0

GR
-

AUDITING AND POLICY MONITORING

System
auditing

Audit users
behavior,
monitoring
command
execution and
alerting on access
to critical files.

REGULATORY COMPLIANCE




