
​Initial Lab Design​



​Setting Up Infrustructure​

​Windows 10 Client Setup​
​1.​ ​Install Windows 10 on VirtualBox​







​2.​ ​Click through installation​



​Installing Sysmon​

​1.​



​2.​ ​Download config file​



​3.​ ​Configure Sysmon with PowerShell, ensure all files are in the working directory​



​Build Wazauh Server on Digital Ocean​

​1.​



​2.​



​Create a Firewall​

​1.​



​2.​

​SSH Into Wazuh to Update and Upgrade​

​1.​

​2.​
​3.​ ​Login into wazzah via webbrowser​



​4.​

​Install TheHive​
​1.​ ​Create a droplet similar to Wazuh and add the TheHive droplet to Firewall​

​2.​ ​Install java, Cassandra, Elastic Search, and TheHive on the server!​



​Configuring Machines to Work Together​

​Configure TheHive​

​1.​
​Change rpc_address, listen_address and seed address to Hive’s public IP​

​2.​
​Next, we configure Elastic Search​



​1.​
​Lastly, we configure the Hive application.conf file and are finally able to loginto the hive via the​
​web​



​Wazuh Configuration​
​Click on  Add agent​

​Run through the creation window using Wazuh’s public ip.​
​Copy the command provided and run it on the Windows VM.​


