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Abstract

Cybersecurity has become a prominent topic today due to daily cyber-attacks. A common
element in most cyber-attacks is someone making a mistake that leads to them being
compromised. This “human factor” is a prevalent problem within the cybersecurity industry that
has been a constant issue to circumvent. However, while cybersecurity alone has some capability
of handling the problem, it hasn’t been possible to fully solve it by only addressing it within its
field. This paper will present a potential solution to the human factor issue by utilizing the
interdisciplinarity research process along with the disciplines of Psychology, Sociology, and
Cybersecurity. These three disciplines will be able to tackle the human factor issue by explaining
how behavioral, cultural, and technological influences around people cause them to be easy
targets for cyber-attacks. The findings showed that impulsivity, cognitive biases, inhibitive
organizational culture, enabling of poor cybersecurity practices in culture, and abrasive
cybersecurity controls were the greatest factors that resulted in a cyber-attack. Due to how the
human factor encompasses behavioral, social, and technological fields, more interdisciplinary
research should be conducted in the future to explore new insights for solutions.
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Introduction

Several studies have indicated the impact of the “human factor” on security incidents.
According to The IBM Security Services 2014 Cyber Security Intelligence Index, regarding the
impact of security incidents, “over 95 percent of all incidents investigated recognize “human
error’” as a contributing factor.” This includes actions such as the use of default or easy

passwords and clicking on malicious attachments (IBM, 2014). Another study predicts that by



2025, the cost of global cybercrime will reach upwards of $10.5 trillion, which is a substantial
increase from the prediction of $3 trillion in 2015 (Desolda et al., 2021).
Background

While these studies do not represent all types of cyber-related crime, cybersecurity
incidents, regardless, have become a significant concern within our digitized economy due to
cost and frequency in the past decade. Some of the attacks involve social engineering, which is a
tactic of manipulating people into giving up information, and phishing, which are attacks that
hide malicious software or malware within seemingly safe emails or links (Washo, 2021). These
attacks are meant to circumvent cybersecurity, which can be described as “an evolving set of
devices, risk management technologies, training approaches, and specific measures designed to
protect the networks, programs, and data from any unauthorized access” (AlSharif et al., 2022).

With this being an issue that involves the cybersecurity discipline, there have been
attempts to understand it from that perspective. For example, there may be a focus on the
technological side that people interact with when looking at immediate security controls such as
passwords and emails as common sources of attacks that need constant improvement (AlSharif et
al., 2022). However, one aspect of the issue that can be minimized in the process of assessment
is the converse human element that interacts with technology. For this reason, this interaction
makes it critical for us to understand technological factors and human factors regarding this
issue.

The human factor of cybersecurity can be comprehensively understood via the
interdisciplinary implementation of cognitive bias, cultural influence, and control design from
the disciplines of psychology, sociology, and cybersecurity, respectively. Furthermore, the issue

can be significantly reduced with tailored education for the average person.



This study will focus on answering one research question: “What factors cause people to
have a higher likelihood of being hit with a cyber-attack?” This question is meant to cover the
factors tied to technological reasons and emphasize influences associated with people to create a
more cohesive understanding of the research question.

Methodology

The methodology for this paper will be a conceptual research study facilitated by the
utilization of an extensive review of existing literature on interdisciplinary topics to identify key
concepts, theories, and gaps in knowledge. Additionally, the author will critically evaluate and
interpret the existing literature to develop new ideas and perspectives.

Interdisciplinarity as a Method

The human factor is a significant cybersecurity threat. While cybersecurity continues to
focus on solutions, the application of interdisciplinarity to the problem is crucial as it not only
helps us understand the issue but also informs and proposes new solutions. This is due to how the
problem itself involves two broad areas that need to be covered, which include the technological
aspects of digital security and the internal and external factors that influence how humans
interact with each other and technology. In sum, utilizing interdisciplinarity and, by extension,
the interdisciplinary research process as an aspect of the methodology is necessary for ensuring a
holistic understanding.

Literature Review

Several studies have been conducted to address the “human factor” of security incidents.
Studies such as The IBM Security Services 2014 Cyber Security Intelligence Index indicated that
over 95% of all incidents investigated recognize the human factor as a major contributing factor.

Noted actions included the use of default or easy passwords, clicking on malicious attachments,



and accidentally leaking sensitive information (IBM, 2014). In addition to that, another study
predicted that by 2025, the cost of global cyber-crimes would reach upwards of $10.5 trillion, a
substantial increase from the prediction of $3 trillion in 2015 (Desolda et al., 2021). While
cybersecurity is central in the mitigation of these challenges, an interdisciplinary approach that
includes psychological and sociological approaches presents as the best model as it examines and
combines the strengths of each discipline. The human factors within psychological and
sociological findings are examined below.

Psychological Findings

Starting with a psychological approach, in its simplest terms defined as “the study of the
mind and behavior” (American Psychological Association, 2018), can address how people
individually act, which causes them to be susceptible to an attack.

A significant psychological human factor found to impact susceptibility to an attack is the
lack of control or impulsivity when online. Hadlington (2017) defines impulsivity as “the urge to
act spontaneously without reflecting on an action and its consequences.” Additionally, further
information from Hadlington (2017) stated that “impulsivity was negatively correlated to
security behaviors, presenting the potential for this trait to predict risky cybersecurity behaviors.”
Moustafa et al. (2021) also provide supporting evidence of how behaviors such as self-control
and a desire for immediate gratification can increase the likelihood of a cyber-attack.

Another human factor is how people can have a perceived sense of security through being
unaware of or close-minded to greater threats. The perception of safety can come from different
kinds of cognitive bias, such as familiarity and confirmation bias (Singh & Cheema, 2024). In
this case, familiarity bias stems from a user becoming comfortable with something over time,

despite there being changing elements, while confirmation bias has the user only seek



information that affirms their present beliefs. These two forms of bias leave people to find safety
in systems they know or fall victim to attacks like phishing or social engineering (Nobles &
Mcandrew, 2023). Furthermore, this bias can also enable harmful security behaviors such as
bypassing security controls, not following protocols, or leaning on convenient options as
opposed to more secure options (Kadena & Gupi, 2021).

This risk of having a sense of security heightens when people’s personality traits also
affect their cybersecurity awareness. In a study conducted by Halevi et al. (2016), using the Big
Five personality Framework of neuroticism, extroversion, openness, agreeableness, and
conscientiousness, it was found that neuroticism, defined as a tendency to experience negative
emotion, was the worst trait associated with self-efficacy, making it the most likely to leave
people susceptible to attacks. Conversely, more agreeableness, conscientiousness, openness, and
less impulsivity were discussed in the findings of a literature review as deemed to make someone
less likely to be in an attack (Jeong et al. 2019).

Altogether, from a psychological perspective, the human factor of cybersecurity stems
from the cognitive biases people have when interacting with technology. This includes not only
the inherent personality traits they have but also behaviors like bias and impulsivity that can
form over time due to using the Internet, while at the same time, not being aware or able to
recognize cybersecurity threats.

Sociological Findings

A sociological perspective “examines the social structures, norms, and dynamics that
shape human behavior and interactions within society” and, from that, can analyze groups and,
specifically, organizational culture that can influence people’s cybersecurity behavior (Singh &

Cheema, 2024).



The immediate factor that can negatively influence cybersecurity awareness is harmful
organizational culture. Organizational culture is defined as ““a pattern of basic assumptions —
invented, discovered, or developed by a given group as it learns to cope with the problems of
external adaptation and internal integration — that has worked well enough to be considered
valid, and therefore, to be taught to new members as the correct way to perceive, think and feel
about these problems” (Parsons et al., 2010). Furthermore, Parsons et al. (2010) argue that due to
the deep connections between organizational culture and the people within it, the culture cannot
just have recent cybersecurity controls to protect information; it needs to be rooted at the
fundamental level for security to be effective. When neglecting aspects of cybersecurity within a
culture, such as security policies, plans, employee feedback, and security updates, they can
enable both cybersecurity practices to be poor and employees to accept it as normal operations,
contributing to risk. Moreover, according to Jeong et al. (2019), when having a security culture
that is understandable but non-intrusive, cyber-attacks can reduce in frequency.

Another significant risk that exists from poor cybersecurity social norms is social
engineering. Social engineering can be defined as “the act of using manipulation to obtain access
to confidential information” and is a danger due to how the attack capitalizes on the social
networks people exist in every day (Washo, 2021). Some of the common factors are an innate
desire to help, solving perceived small problems, or requests that are overwhelming in the
request (Parsons et al., 2010). However, there is an alternative with a positive social influence in
the form of a positive organizational culture that promotes cybersecurity. According to Rahman
et al. (2021), it was stated that “people are more likely to behave securely if they see others

around them to behave securely.”



Additionally, a cultural factor that is beneficial to an organization is a lean toward
understanding and communication. Pollini et al. (2022) focus not only on the importance of
something like procedures but also on the value of people understanding and not blindly
accepting them. Communication within a culture can also be effective for mitigating security
risks by having both employees and management understand one another, as well as motivating
employees to take time to care more about security independently (Parsons et al., 2010; Pollini et
al., 2022).

In short, a sociological perspective shows that the human factor of cybersecurity
originates from a poor organizational work culture. Due to the human desire to be a part of a
social network, a harmful culture can influence them as strongly as a positive one, to inflict
harmful practices as a result. That culture can also leave room for social engineering attacks, as it
does not implement personal training or motivation to learn about cybersecurity.

Cybersecurity Findings

Finally, from a cybersecurity perspective, with its focus on the improvement of security
controls to better protect devices, it can provide technical reasons as to why people are
susceptible to cyber-attacks.

An immediate factor as to why people struggle with cybersecurity and become the largest
factor in cybercrime is that they bypass or mitigate the already implemented controls due to a
lack of education or incentive to fully utilize them. A security control to start with is passwords.
A frequent issue that ends up happening is people having simplified passwords or writing them
down on a piece of paper, which bypasses the purpose of that security control entirely. Common
examples of information in weak passwords are birthdays and connected names (AlSharif et al.,

2022). These pieces of information result in significant breaches due to the ease of connecting



the information with people and gaining access to more sensitive data. According to a study
covering data from 2017, it showed that 81% of breaches were from “weak or stolen passwords”
(Nobles, 2018). However, even with basic requirements for passwords such as different character
types, a minimum number of characters, an expiration date, and password history, they can still
end up as too much for people due to an overwhelming feeling of managing a significant amount
of randomized information for a single action, or cognitive overload (AlSharif et al., 2022;
Desolda et al., 2021; Parsons et al., 2010).

This difficulty with basic security controls then leads into the necessity of user-centric
cybersecurity as a potential form of mitigation and how the lack of design is a contributing
element to the human factor. Pollini et al. (2022) argue that due to the friction that cybersecurity
controls push onto people, which causes them to “actively avoid security mechanisms that are
difficult to use, and/or make mistakes that might undermine security,” the proposal is to focus on
user-centric design and principles to improve the experience of users and effectiveness of
cybersecurity. For example, some features to improve user experience include reducing the
cognitive load with cybersecurity controls and interfaces, designing around inexperienced users,
making security as efficient as possible, and providing informative feedback, which can
significantly reduce user friction by making cybersecurity a more approachable concept to
implement into regular behavior. The lack of or late implementation of these kinds of guidelines
can result in users perceiving security as a secondary aspect, as well as generating confusion and
frustration that may lead to bypassing controls entirely (Nurse et al., 2011).

An additional factor to consider with the human factor of cybersecurity is the level of
integration of interdependence. Mittu and Lawless (2015) conducted a literature review that

applies interdependence theory to conclude that teams have improved experiences with handling
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cybersecurity and regulating cognitive bias due to sharing experiences as a team and offsetting
the individual biases that could form. Another study described an assumption of interdependence
theory as “a state of mutual dependence between the participants of an interaction affects, or
skews, the individual beliefs or behaviors of participants” (Marble et al., 2015). While
interdependence theory has the potential to negatively affect people’s preferences by enabling
harmful behaviors, there is also the potential for positive outcomes through team training (Mittu
& Lawless, 2015). Furthermore, the quality of interdependence can also be improved when
applied to cybersecurity technologies. According to Pollini et al. (2022), poor interdependence of
cybersecurity system components such as “poorly written rules, faulty equipment, poor
management practices or unclear procedures” can affect human performance and result in data
breaches.

Overall, a cybersecurity perspective shows that the human factor of cybersecurity stems
from cybersecurity controls that are either poorly implemented or made too complex for the
average person, resulting in a clash that incentivizes people to mitigate their effectiveness or
bypass them outright. A lack of user-centric or interdependent design further contributes to the
issue by reducing the ease of use and increasing complexity to not account for inexperienced
users.

In summary, this literature review found that multiple perspectives can be discovered
when it comes to the human factor of cybersecurity, but there is a conflict between the insights.
The conflict stems from inherent personality traits, personality traits forming over time, which
group of traits has the greater impact in increasing the human factor of cybersecurity, and the
need to have complex cybersecurity controls while at the same time making it accessible enough

for inexperienced users to grasp. There are research gaps when it comes to including
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interdisciplinarity as a factor within the research and the offer of solutions that not only educate
people but also those that can become a part of their cognitive behavior. This study will address
this gap by integrating the disciplines to address the factors that cause people to have a higher
likelihood of being hit with a cyber-attack.

Results

The results of the study show that the factors that cause people to have a higher
likelihood of being hit with a cyber-attack are impulsive personality traits, cognitive biases,
harmful organizational culture, enabling of poor cybersecurity practices from said culture, and
cybersecurity measures that are either poor in quality or too complex for people to easily
manage.

The common ground between all found insights is the susceptibility and difficulty of
influencing behavior for cybersecurity. To counteract this challenge, I would propose a steady
implementation of cybersecurity knowledge through multiple avenues. This would include not
only the workplace but also schools and universities. Now, two crucial factors for this approach
to be effective are to emphasize information that will help people in daily situations and for both
the human and technological aspects to be recognized equally. These strategies, in turn, could
result in people having knowledge that feels beneficial to the activities they engage in within a
day but also expand on cybersecurity’s inherent connections to other disciplines. A practical
example is to start with simple exercises like surveys and focus groups to learn about people’s
knowledge of cybersecurity practices or quizzes to test their ability. Next, basic cybersecurity
information can be added to instill knowledge into people’s behavioral actions when being
online and to eventually become common behavior as well as form networks around

cybersecurity knowledge.
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Conclusion

In conclusion, the human factor of cybersecurity is a significant issue both within the
cybersecurity industry and at a global level. When looking at the cause of the human factor
through cybersecurity, while there will be an acknowledgment of both the technological and the
human, the latter aspect may be given less weight. Because of this discrepancy, disciplines such
as psychology and sociology are critical to understanding the human aspects of the problem as
much as the technological ones. From a psychological perspective, people have both their
inherent traits and biases that enable them to choose more convenient options when online,
risking their security. From a sociological perspective, organizational culture can heavily impact
cybersecurity practices and leave people susceptible to cyber-attacks by not training or
motivating them to care about cybersecurity. From a cybersecurity perspective, poor and
complex cybersecurity controls can contribute to the human factor in different ways by either
enabling already present poor practices or generating friction that causes users to bypass them.

To address the difficulty of influencing people to care about cybersecurity practices, a
proposed solution for education tailored to average online activities can influence behavior to
care for cybersecurity more effectively. Additionally, it can also improve social networks by
having that ingrained behavior be an influence on others. While this solution is a potential
strategy, due to ever-evolving cyber-attacks and generational changes in behavior, more research

should be conducted into this issue.
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