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Part 1: Plan the LAN Firewall Rules (1/1 completed) ®
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Note: Finally, you will plan a rule configuration for the ICMP LAN [Pvd JUDF] [ANY [ANY [CMP =
protocol, which permits basic network diagnostic tests that are ; 7
useful in network validation and troubleshooting. 5
10 Leftindent: Clwrap ot
ICMP is an IP protocol of its own, sharing the same layer as TCP T o T e e
and UDP. ICMP does not have ports, but rather types and codes. 12 - e
For this reason, the port range is not applicable. All ICMP types Z e anentation
and codes will be permitted by default, so no further 5 Odegrees =
is required beyond the protocol B /0
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13. Repeat steps 1-10 to create the following outbound (LAN) rule. 5
] S— -
o Allow Internet Control Message Protocol (ICMP) messages | 22 | Cell border
through the LAN interface, to and from any IPv4 address, 3 | —
50 that common network diagnostic utilities can be used, ;L D -
such as Ping and Traceroute. = o2 [—
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14. Make a screen capture showing the completed LAN Firewall 2 |
Rules tab in the PFSENSE-FW-PLANNER worksheet |
a v
LAN FirewallRules WA Firewal Rules I N
Sheet1/2 PageStyle_Firewall Rules INSRT | STD |+ Surn=0 O—6o——® [100%

15. In the PFSENSE-FW-PLANNER spreadsheet, click File > Save
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Part 2: Configure the LAN Firewall Rules
Part 3: Verify Firewall Rules for the LAN
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Part 2: Configure the LAN Firewall Rules (1/1 completed) The changes have been applied succassfuly. The firewal rules are now reloading in the background
L il i WMonitor the fiter reload progress.
Destination Port Range, and Description values.

Floating WAN LAN DMZ OpenVPN

21. Repeat steps 9-18 to create the ICMP rule detailed in the
PFSENSE-FW-PLANNER, using the appropriate Protocol and
Description values. Rules (Drag to Change Order)

o States. Protocol Source  Port Destination Port Gateway
Once you select the ICMP protocol, the Source and Destination Y

Queue  Schedule Deseri Actions

Port Range options will be removed, and an IGMP Subtype list v 1/803KB  * B * LANAddress 80 * * AntiLockout Rule -3

will be added below the Protocol dropdown. Leave the default

value of any and continue to the Description field to complete O v o/sB 1PvATCP - * * BO(HTTR) none Web Browsing isDou

your ICMP rule configuration. O « 0/08 IPv4TCP * * * 53 (DNS) * none. DNS Services teOom

O v o0/8 IPvATCP * * * 22(S5H) * none Remote Connections tL00m

22. On'the Firewall / Rules / LAN page, click the Apply Changes

button to apply the rule changes that you have made to the O v 0/08 IPvAICMP =+ * * * * none Pings isDou

firewall =0k
23. Make a screen capture showing your completed LAN Rules o

table.

24. Minimize the Firefox browser.
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¥ [N NewlabOT:Configuing Custe. X | Products | Jones & Bartetteor X | ] Courses Lab Accessfor Netwo - Lo View— Configurng Custor X (B0 TN263Lab 7~ than Lasich ¢ X | +

= C % jblltihatsize.com R:e

tGmail '+ YouTube X Twitter W Twitch @ GeoGuessr  Netfix [} Amazon (f eBay = CubeTimer i SuperMario 64-5p. ogs [ Musescore  ( Redirecting toLogin.. [l Cengage ™ Valorant Tracker [ Flght of the Hamst.. [ Cyber [3) ODU

(Configuring Custom Firewall Rules with pfSense (3¢) O WWorkstation ~ B3 Keyboard ~ & System +

LAB GUIDE TTE L«

| 13%
Part 1: Plan the LAN Firewall Rules

1 pisensedocaldomain - Firewsll X

<« c @

Flisense

MuniTy Eor

Part 2: Configure the LAN Firewall Rules
Part 3: Verify Firewall Rules for the LAN
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Part 3: Verify Firewall Rules for the LAN (0/3 completed) The changes have been applied successf

Wonitor the filter reload progress: Pingdl i . .2 i bytes of data:
Reply 5. ]
Assuming DNS resolution is properly configured on pfSense, and Reply T
records exist for the website, a successful query on the website's
fully qualified domain name (FODN) should return
pfSense.localdomain in the Server (the DNS server being queried) o 2 e
field, followed by the IP address; and corporationtechs.com in the Rules (Drag to Change Order) APProsinate round trip tim

Name field (the host being looked-up) followed by its IP address. = = Ainimum > Maximum erage
These values indicate your DNS LAN rule is configured correctly to States
allow TCP/UDP traffic on port 53

Floating ~ WAN

\Users\Adnin

v 0/97KB %
O v o/8B IPv4TCP
3. Atthe command prompt, type ping O v o8 \Pva UDP —
corporationtechs.com to send an ICMP Ping request to the
host serving corporationtechs.com O v o/B IPv4TCP * * * 22(55H) * none Remote Connections A liml) |
O v 074808 PedlCMP  * I * * none Pings Lepom
P any
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Part 1: Plan the LAN Firewall Rules ‘

Part 2: Configure the LAN Firewall Rules
Part 3: Verify Firewall Rules for the LAN
= Section 2: Applied Learning >

= Section 3: Challenge and Analysis >

Part 3: Verify Firewall Rules for the LAN (1/3 completed)

5. Close the Command Prompt window.

Note: In the following steps, you will test your HTTP rule by
attempting to access the website at corporationtechs.com. A
successful retrieval of the webpage from the web server indicates
HTTP traffic is permitted through the LAN interface. e 4

0° Technology

Complete Administration Automation for the IT

6. From the vWorkstation taskbar, restore the Mozilla Firefox profgssionaliCentralized Command Center for all

browser window. locations. We bring you closer to peace of mind!

7. In the browser navigation bar, type corporationtechs . con
to send an HTTP request for the website's homepage content

If Firefox displays the contents of the homepage, you can
confirm you have correctly configured your HTTP rule.
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Part 3: Steps 9-15
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Part 3: Verify Firewall Rules for the LAN (3/3 completed)

Close Help

Credentials

Note: A successful connection should reveal three folders in the
TargetLinux01 directory: fipuser, sfipuser, and user. If these
folders are listed in the right-hand pane of WinSCP (the target
directory), you have configured the SSH rule correctly.

14. Make a screen capture showing the successful SSH
connection in WinSCP.

15. Close the WinSCP window.

Note: This concludes Section 1 of the lab.
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