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Below is the snippet of a sample lab report.

TASK A

Steps 1-2:

Steps 3-4:



Q1. How many packets are captured in total? How many packets are displayed?

I captured 211 packets, all of which are displayed.

Q2. Apply “ICMP” as a display filter in Wireshark. Then repeat the previous question (Q1).
With the filter, there’s only 18 packets displayed.

Q3. Select an Echo (replay) message from the list. What are the source and destination IPs of this
packet? What are the sequence number and the size of the data? What is the response time?

The source of the IP was 192.168.10.18, and the destination was 192.168.217.3. The sequence number
was 1/256, the size of the data is 40 bytes, and the response time was 4.919ms.
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Q4. Apply “DNS” as a display filter in Wireshark. How many packets are displayed?

With the DNS filter there are 190 packets displayed.

Q5. Find a DNS query packet. What is the domain name this host is trying to resolve? What is the
source [P and port number, destination IP and port number? Please express in the format: IP:port.

The source 1s 192.168.217.3:47355 and the destination is 192.168.217.2:53.
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Q6. Find the corresponding DNS response to the query you selected at the previous step, and what
is the source IP and port number, destination IP and port number? What is the message replied from the
DNS server?

The source for the response is from 192.168.217.2:53 with a destination of 192.168.217:47355. The reply
message just says “Refused.”



Task B:

Part 1 Step a:

Part 1 Step b:



Part 2 step a:

Step b:

By filtering the traffic to “ftp” and reading through the info tab on the right, I was able to read the
messages between the two machines in plaintext. The server sent “Please specify the password” and by
looking at the next packet, I saw the request argument was “password.”



Step c:



