1




Article Review #2: Humans In the Detection of Deepfake Images

Student Name: Gael Cardoso
School of Cybersecurity, Old Dominion University
CYSE 201S: Cybersecurity and the Social Sciences
Instructor Name: Diwakar Yalpi
Date: 04/14/2026

Introduction/BLUF
The article “Testing human ability to detect ‘deepfake’ images of human faces” (Bray, Johnson, Kleinburg, 2023) studies whether individuals can accurately tell apart real and AI-generated images. Their research shows that the ability of humans to detect what is real and what is generated is only slightly better than just guessing, and that training inventions do not have much of an impact on increasing accuracy. This article illustrates the major cybersecurity concern of humans being unreliable when it comes to defending against Ai-generated deepfake threats.

Relation/Connection to Social Science Principles
The two social science principles that come to mind when reading this article are the principles of empiricism and relativism. The research utilizes empirical data to be able to understand how individuals perceive and analyze visual information, which aligns with the principle as the information is based on observation and experimentation. This research topic is very relevant as AI is infiltrating every corner of the world. From social media to people's jobs to technology as a whole, it is everywhere and changing the world.


Research Question /Hypothesis/ Independent Variable/Dependent Variable
The research question that I feel is most important in the whole article is the question of whether humans can distinguish between deepfake and real images better than chance? The hypothesis is that humans will perform slightly above chance in detecting the deepfakes. The independent variables would be the type of intervention that occurs to the people, such as their familiarization with AI, advice given to the participants on how to detect the deepfakes, and the participants who were given no advice. The Dependent variables would be the accuracy of the detection, confidence level when responding, and the reasoning behind the decisions they made. 


Types of Research Methods used
The research in the study used quantitative experimental research design as the 280 participants were randomly assigned to 4 different groups to ensure there was no bias and maintain control in the experiment. Data collection was done through an online survey experiment where the individuals evaluated the images and labeled them as either real or deepfake. The method used in this experiment is appropriate as it allows for the researchers to test the relationship between interventions and average performance of individuals and figure out the cause and effect. 

Types of Data Analysis used
A few of the analysis techniques used by the authors are t-tests that help compare the participants' performance against the levels of chance and guessing. ANOVA is an analysis of variance that helps compare the differences between the groups. The last one is the correlation analysis to examine how relationships between confidence and accuracy of the results. The results showed that the overall accuracy of the participants was at 62%, only a bit higher than chance, and that the interventions given to the participants were not significantly helpful. 

Connections to other Course Concepts
The main connection to course concepts that I thought of when reading this article are the human factors in cybersecurity. Human factors focus on how human behavior, cognition, and decision-making impact the security and effectiveness of security systems. The research of this article clearly demonstrates how humans are unreliable when it comes to detecting deepfakes and how they are only merely better than chance while having high levels of confidence. This shows that common vulnerabilities are likely to have to do with human error and how things such as bias, overconfidence and limitations of the human mind can put technology at risk. 


Connections to the Concerns or contributions of Marginalized Groups
Deepfake technology endanger many marginalized groups as this kind of fake content can contribute to harassment, abuse and misinformation that specifically target women and minority populations. Deepfake technology and extremely exacerbate the already existing forms of discrimination and exploitation, such as deepfake images of nonconsensual explicit images/content, in which women are disproportionally targeted and can damage their reputations, self-worth, and deter opportunities that can reinforce gender inequalities. Minority groups are vulnerable to misinformation and disinformation that use deepfakes to push and spread false narratives or reinforce harmful information. As these AI-generated images get more advanced, they will become more realistic and can be used to discredit people, manipulate people's opinions and create social divide amongst society.


Overall societal contributions of the study/Conclusion

In conclusion, this study makes a vital contribution by showing that humans are ineffective at detecting deepfakes even with hints on how to determine if they are real or generated. This has major implications for cybersecurity and the world as a whole with the growth of AI-generated capabilities. If human judgement and discernment cannot be independently relied upon to defend against these threats, then there must be advanced technological detection tools that are normalized and readily available in the near future to proactively protect ourselves against these kinds of threats. This research advances our understanding of the impact deepfakes could possibly have on society shows the audience the importance of using both technologically driven solution but also solutions of social science to prevent and protect against these emerging cyber threats.
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