Affidavit of Gabe Jacobson
I, Gabe J., being duly sworn, state the following:
I am an Agent in training with cybersecurity and digital investigations. I have taken courses such as Introduction to Cybersecurity, Cybersecurity Fundamentals, Ethical Hacking and Penetration Testing, and Windows System Management and Security. I also worked in a cybersecurity clinic internship where I helped organizations identify security risks and improve their systems. Based on my training and experience, I understand how cybercrimes are committed and how digital evidence is stored.
This affidavit supports a search warrant for the residence located in the Eastern District of Virginia at 1234 Ocean View Avenue, Norfolk, Virginia, occupied by John Doe.
There is probable cause to believe that violations of 18 U.S.C. § 1030 (Computer Fraud and Abuse Act) and 18 U.S.C. § 1028 (Identity Theft) have occurred.
The investigation began when several victims reported that their online financial accounts were accessed without permission. They stated that their personal information, such as usernames, passwords, and banking details, had been stolen and used for fraudulent transactions. Records show that these activities were linked to IP addresses connected to the residence at 1234 Ocean View Avenue.
Further investigation showed that John Doe is connected to online accounts used for phishing and collecting personal information. Social media and online activity linked to John Doe show knowledge of hacking tools and methods.
A confidential informant also reported that John Doe uses multiple electronic devices, such as computers and phones, to carry out these activities. Surveillance confirmed the presence of these devices and internet use consistent with cybercrime activity.
Based on my experience, people involved in these crimes often store evidence on digital devices. This may include account information, communication records, financial data, and tools used to commit the crimes.
Therefore, there is probable cause to believe that evidence will be found at the residence, including computers, laptops, mobile phones, external storage devices, and documents related to these crimes.
I declare under penalty of perjury that the information above is true and correct to the best of my knowledge.
Gabe J.
Agent Gabe J.
