1. What is Jason E. Street's approach to performing security
awareness engagements, and what is the ultimate goal of these
engagements?

a. His approach was rather carefree and free-flowing. With this
confident carefree attitude, his ultimate goal was to show the
company's physical security weaknesses and “compromise”
systems. If he doesn't get caught he tries his best to get caught.
He does this to teach these employees security practices

2. How did Jason successfully gain access to multiple computers at the
first bank branch in Beirut? What was his strategy?

a. He asked to see the computers because he was in an auditor's
office. After he gets the computer he plugs in a “rubber ducky”
to write on a notepad.

b. Instead of immediately going to the tellers and walking in he
went to the manager's office to make it seem like he met with
the manager.

3. What mistake did Jason make that led to him being discovered at the
wrong bank? How did he handle the situation?

a. He drank too much Diet Pepsi (1.5 liters) and had to use the
bathroom. He split from the driver and went to a branch to use
the bathroom he found one goes down the stairs and assumes
that’s the branch he needs to target.

b. Calmly he didn't make any sudden movements and just tried to
plead his case.

4. What lessons did Jason emphasize to bank employees at the end of
his engagements, and how can organizations improve their physical
and digital security based on his experiences?

a. To be suspicious of everybody, Verify everyone who walks into
their area, and be wary of emails and links.



