Task-1: Take a screenshot similar to the following screenshot and make sure you highlight the
malware you selected
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Task-6: Go through all the information you find for each category
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Task-7: Explore information found in the IOC, Text Report, Graph, and ATT&CK tabs
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Task-8: briefly explain the main characteristics of the malware sample
- It probably didn’t work because | couldn’t open it properly, but | believe it would try to
connect to other devices to target and send packets to attempt a DDoS.

Task-9: Based on your analysis, explain the main characteristics of this malware sample
- Once extracted, it starts a malware named Native_snake01.exe that harvests all web
browser credentials and personal data. It also checks to see if an antivirus program is
running and device info.

Task-10: Discuss the difference between Mirai and VIPKeylogger malware in your own words.
- The keylogger tries to gain all credentials to steal your information, while Mirai tries to
input your information to attack other devices wirelessly.
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