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Q1. Run a port scan against the Windows XP using the nmap command to identify 
open ports and services. 

Q2. Identify the SMB port number (default: 445) and confirm that it is open.

Q3. Launch Metasploit Framework and search for the exploit module: 
ms08_067_netapi

Q4. Use ms08_067_netapi as the exploit module and set meterpreter 
reverse_tcp as the payload
Q5. Use 5525 as the listening port number. Configure the rest of the parameters. 
Display your configurations and exploit the target.
 



Q6. [Post-exploitation] Execute the screenshot command to take a screenshot of 
the target machine if the exploit is successful.

Q7. Post-exploitation] In the meterpreter shell, display the target system’s local 
date and time.

Q8. [Post-exploitation] In the meterpreter shell, get the SID of the user.

Q9. [Post-exploitation] In the meterpreter shell, get the current process identifier

Q10. [Post-Exploitation] In the meterpreter shell, get System information about 
the target.



TASK B

1.

2.



3.

TASK C

1.



2.

3.
 

4. I tried to use these applications and even turned off the firewall, but none of 
them would run the malware correctly. 


