
Table of Contents
Introduction	1-2
Details of Internship	2-3
Specific Challenges 	4-5
Summaraziation 	5-6
Outcomes and objectives 	6-7
Conclusion 	7-8

Department of Defense
Jykeim Giddens
CYSE 368
Spring 2021

During the Spring of 2021 semester at Old Dominion University, I acquired an internship with the Department of Defense in Fort Meade, MD. I decided to accept this internship experience because I knew that I would acquire tremendous skills from the most top professionals in the industry of Cyber Security. The organization also has a great mission that involves protecting our nation and the citizens in it and I wanted to become a part of that mission. I believe that being able to do this internship while I am in school would help lead to my future career as a Cyber Security Analyst as well as give me great connections to be able to help my fellow peers and classmates.  
During the initial communication between the internship coordinator and I, I was offered a special position where I could work full time and continue school the following semester until I graduate to hopefully acquire a full-time job with the organization. Being that I was able to use all my classroom experience combined with my previous internship experience, I knew that I could bring a great deal of experience into this internship as well as gain knowledge from the top professionals that work at this organization. 
While at this internship, I did have 3 specific learning objectives that I hoped to achieve which were, being able to make great connections, understand what qualifications I would need for future jobs and gain a great deal of technical experience from the leading professionals in the Cyber Security workforce. My first objective is important I feel because this will be able to expand your network and help you connect with people from across different organizations and locations. It helps put your name out there, and to let people know what you are doing and the type of work you are looking to get into. You might end up running into a person that is in a particular field that you would like to get into. The second objective is great in the circumstances of knowing what you need for a specific job or organization. Many people entering into the Cyber Security workforce do not realize that many organizations and jobs have different qualifications for each one. Many jobs require a certain level of degree while other might only care if you are certified in a certain aspect and in many cases, organizations are starting to require that you have a degree along with a certification just for an entry level position. It is best to understand what you need before you enter your career field, so you can work on those things now and would be more qualified for the position. 
The last objective is the most important because this is going to make you stand out during interviews or the workplace. Being able to learn new material and apply it, is a good trait because with the Cyber Security workforce growing you need to be able to keep up with all the latest tools and techniques that adversaries are using to be able to protect our U.S. Systems. Acquiring skills from top professionals in the workplace is very valuable. You can see firsthand how they have been handling problems for years and how they get to apply all the knowledge that they learn over the course of their career and apply every day into the Cyber Security workforce.  
First, I would like to start off by saying that the information in this paper is going to be limited due to the nature of my internship and the tasks that I worked on. This paper will go over the structure of the internship, how the organization is running, a brief history of the organization, major products and services and other facts that are related to the organization. The type of business that I am interning for is to Department of Defense. The DoD is a branch of the federal government that oversees the supervision of all other agencies and federal government entities tied directly to the National Security of the United States Armed Forces.  Customers of the Department of Defense depends on who needs certain information, this can range from other governmental agencies to federal and independent contractors. The Department of Defense is comprised of many different demographics and is in many different regions in the United States and overseas.
My initial orientation was an ordinary orientation like many other organizations. I started by arriving to a parking lot and catching a shuttle bus to the visitor center to check in. We then proceeded to go to our specific room based off our skill which could have been Cyber, Networking, etc. We were introduced to the different people in the organization that we would be interacting with on a regular basis. The staff were very kind and welcoming in helping the new employees understand where to go and what forms to fill out.  During my orientation, we had to complete some mandatory training before we could touch any of the networks that the organization has. Everybody has a different training, depending on the individuals work role. The impressions that I got from the organization was very calming and friendly, but they also made sure that you knew that this is a serious role that you are taking and how honored they are to have you to be a part of the team. 
The management environment at my internship is very well equipped. They make sure that you are aware of the rules and how the organization works. During the first week you will receive a checklist to go over with you at the beginning, so you know what is expected of you and the duties that are affiliated with the organization. The management is always there when you have questions and responds very quickly to all your needs and concerns. They encourage you to communicate with them about any issues you may have during your time at the internship or even recommendations to help make the work environment a better place. My favorite thing about the management and supervision here is that they do not micro-manage you at all. No one is over your shoulder 3 times a day making sure you are getting your work done, they treat you like the adults you are and trust that you will get the job done in timely fashion and if you run into any issues, you can always call on them for help. 
For purposes of this internship, my work duties will not be in complete detail but a general overview. My job role was closely related to that of a System Administrator. For any tickets or request that were put in for certain servers, I was assigned to that certain ticket and expected to figure out the issue and resolve it in a timely manner. I created accounts for people that needed access to a particular system for a period. I worked alongside my other co-workers to help them with any other tickets or issues that they needed help with.  I helped with the production and building of new servers and assisted with cloud-based architecture. 
One of my major assignments that I worked on was creating a script to make requesting certificates for servers more automated. I worked on this project for about 2 months before the completion of it. I used an open-source platform called Ansible to write the script or in this case a playbook. Ansible uses the programming language YAML which is closely related to the human-readable language. It was a different experience in using the software because it caused me to grow and gain a better skill. My work duties are essential to this organization for several reasons. I like to think of my internship or work role as the backbone of the organization. Without us, many people would have a hard time trying to complete their daily tasks. Especially, when it comes to making things a lot more automated in the organization. Most of today’s society runs off automation, and without us being able to create scripts of playbooks for the organization to use then it will take more time out of individuals day to completed unnecessary task that can be done in seconds with automation. 
Before this internship, I was able to intern at three other organizations which were NASA, U.S. Navy, and VMASC which is a research center. The skills that I acquired through these internships were tremendous help. Being able to understand the language of cybersecurity is becoming harder each day and being able to stay current on certain topics and situations is great skill to have. Prior to this internship, I had many skills in fields such as Information Assurance, Technical writing and even conducting my own research in various cyber security topics. 
I learned many skills on the job, in which they primarily consisted of learning new coding languages but also understanding how to talk to higher management, what they are looking to hear instead of giving them every bit of information. I learned how to work in a team environment more efficiently to work on complex problems. The job experience has changed my understanding on Cyber Security in so many ways because of the perspective to do a specific task in various ways with various tools. Collaborating with other top professionals in their certain fields of expertise is helpful because you get to see your work looked at in a different point of view than how you would view it. It helps to expand your thought process and especially when you are talking to higher management about any specific changes you might to make to and organization. 
Old Dominion University’s curriculum helped prepare me for this internship extremely well. One of the best classes that I took at ODU was the Linux Systems class which was very helpful when I got to my internship because all the systems that I primarily worked on were Linux/Unix systems. It helped me get a jumped start and not have to learn everything from scratch and I was able to help other individuals on my team that have never used Linux before learning and understand it better. The main connection that I made between school and my internship was mainly the use of Linux. I believe that if I never have been able to take that Linux course that I would not have been as successful as I am in my internship. 
I had several experiences in which I had to reinforce what I learned in school to the job. Most of it being Linux again, but it was great because you got to see how the school material plays a big role in the actual job field. Most of the experiences that I had to reinforce were a mixture of things that I learned in school and on the job. One thing that I primarily stressed was learning a new programming language. ODU does not have a diverse programming language background I feel so trying to understand a language that I have never even heard of at school was a bit overwhelming, but I was able to manage and figure it out with my hard work and awesome team.  
	This internship fulfilled every objective and outcome that I had set for myself at the beginning of this internship. Being able to work with a team that directly wants to contribute to your learning and wants to help you become a great employee was very essential to my objectives. Being able to get introduced to people and network was a great outcome that I am grateful for. It really put things in perspective of where I want to go and what career path I am looking to go down on. Being able to learn more technical knowledge went above and beyond my expectations. I have learned so much and knowledge that I can be able to take with and apply to various fields and projects. 
	The most motivating aspect of my internship was being able to see all the employees come into work and work on hard projects and able to break them down piece by piece. Seeing them talk with higher management and communicating what initial steps need to be taken to fulfill a certain duty or task was very motivating to me. The most exciting thing at my internship was being able to help take over challenging projects and work on them by myself and see my lead surprise by the results that I produced. The most discouraging thing about my internship was the beginning when you had to complete mandatory training. It seemed like the mandatory training took forever to complete, and you were never going to get started working, but the mandatory training was informative about the laws and regulation of the organization.  The most challenging aspect of my internship was learning a new programming language. I am not strong in the programming field but learning how to use this new programming language has made me confident in programming and making scripts for the organization. My team pushed me to become better and learn more each day. 
	My recommendation for any future intern would be to take your school classes serious and try and ask questions. As mentioned before, the Linux Systems class helped me tremendously in this internship and providing me sufficient knowledge to be great in this internship.  Being able to work independently is a skill that you will need to have to be great at this internship. Many people are already working on complex projects and sometimes they do not have the time to be able to help you with any concerns you may have now so being able to learn how to research and troubleshoot on your own is a highly valuable skill I think you should have before coming into the internship. 
	My main take away from this internship experience is that this field is ever growing and can be really rewarding when you put your head into the game. Being able to have a strong team that supports your failures as much as your success on projects is great because it keeps the workplace feeling more confident in you. My internship experience will influence the remainder of my college time by helping me reinforce the knowledge that I learn at school and apply them to my internship. My internship experience will influence my professional path by learning more about different aspects that there is at the organization and in my major. 
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