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TASK A — GET STARTED WITH WIRESHARK

MY CLOCK IN THE CCIA IS AHEAD BY 5 HOURS!

1. Open Wireshark on External Kali and listen on interface “eth0”.
2. Open a new terminal then ping Ubuntu VM for 5-10 seconds.
3. Stop capturing (the red button on the tool bar).
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Used “ping 192.168.10.10” to Ubuntu VM



Q1. How many packets are captured in total? How many packets are displayed?
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Time Source Destination Protocol Length
1 0.000000000 192.168.217.3 192.168.10.10 ICMP 98
.003254800 192.168.10.10 192.168.217.3 ICMP 98
.001015600 192.168.217.3 192.168.10.10 ICMP 98
.013159200 192.168.10.10 192.168.217.3 ICMP 98
.003090700 192,168.217.3 192.168.10.10 IcMp 98
. AAGR7R7AA 102 1AR 1A 1A 192 168 217 2 TOMR ar
» Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface 0
Ethernet II, Src: Microsof 40:57:05 (00:15:5d:40:57:05), Dst: Microsof _40:57:1f (O(
» Internet Protocol Version 4, Src: 192.168.217.3, Dst: 192.168.10.10
» Internet Control Message Protocol
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Firewall 6. 3 C uring from Eth.

After a few seconds of capturing, 36 packets were captured, and 36 packets were displayed. This data is
shown on the bottom of the Wireshark window.

Q2. Apply “ICMP” as a display filter in Wireshark. Then repeat the previous question (Q1).
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Time Source Destination Protocol Length
1 0.000000000 192.168.217.3 192.168.10.10 ICMP 98
2 0.003254800 192.168.10.10 192.168.217.3 ICMP 98
3 1.001015600 192.168.217.3 192.168.16.10 Icmp 98
4 1,013159200 192.168.10.10 ]92.168.21?‘,3 ICMP 98
5 2.003090700 192,168.217.3 192.168.10.10 ICMP 98
A 2 ARGKTR7AA 192 1A8 1A 1A 192 1AR 217 2 TOMP an
» Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface ©
| Ethernet II, Src: Microsof 40:57:05 (00:15:5d:40:57:05), Dst: Microsof 40:57:1f (O(

» Internet Protocol Version 4, Src: 192.168.217.3, Dst: 192.168.10.10
» Internet Control Message Protocol
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Profile: Default

uting from Eth.

After inputting “icmp” in the display filter, 36 packets were captured, but only 34 were displayed as icmp.



Q3. Select an Echo (replay) message from the list. What are the source and destination IPs of this packet?
What are the sequence number and the size of the data? What is the response time?

5 Attacker Kali - External Workstation on CS301-GOBLEQOD1 - Virtual Machine Connection

File Action Media Clipboard View Help
D@0 upw fyd =
Applications ~ Places + W Wireshark ~

Wireshark - Packet 2 - ethO

Header checksum: ©x9c69 [validation disabled]
o atus: Unverified]
Source: 192.168.10.10
Destination: 192.168.217.3
e net Control Message Protocg
Type: O P ”
Code: ©
Checksum: ©xa7b® [correct]
[Checksum Status: Good]
Identifier (BE): 2314 (©x890a)
er (LE): 2569
Sequence number (BE): 1 (6x0001)
Sequence number (LE): 256 (0x©160)

[Response time: 3.255 ms] 7
TIMES tam ~ ta. Feb 11, 2024 22:52:10.000000000 EST

[Timestamp from icmp data (relative): ©.885403200 seconds]
» Data (48 bytes)

0000 ©0 15 5d 46 57 05 00 15 5d 40 57 1f 08 00 45 [ Jew - Jew  Ef
54 7a e1 00 00 3f 61 9c 69 cO a8 0a Ga cO Tz i
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00 cf 75 0d 60 60 60 ©0 60 10 11 12 13 14 u
17 18 19 1a 1b 1c 1d 1le 1f 20 21 22 23 24 1"4$%
27 28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 34 &'()*+,- ./012345
a7 67
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I chose packet 2, the source IP of this packet is 192.168.10.10. The destination IP address is
192.168.217.3. The sequence number BE is 1 and the sequence number LE is 256. The response time was
3.255 milliseconds.

Q4. Apply “DNS” as a display filter in Wireshark. How many packets are displayed?
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Source Destination ~ Protocol Length Info
33 61.500472300 192.168.217.3 192.168.217.2
34 61.500489000 192.168.217.3 192.168.217.2
35 61.504848600 192.168.217.2 192.168.217.3
36 61.504873200 192.168.217.2 192.168.217.3

Capture Length: 81 bytes (648 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:dns]
[Coloring Rule Name: UDP]
[Coloring Rule String: udp]
S

3 debian
pool ntp -org

Ethernet (eth), 14 bytes Packets - Displayed: 4 (3.2%) |] Profile: Default

dyper-V M ki) By prsens '
By Hper v Manager 3D AttackerKali- Exter.. I pFsense - Firewall 6




When “dns” was inputted in the display filter, 126 packets were captured, but only 4 of those were dns.

Q5. Find a DNS query packet. What is the domain name this host is trying to resolve? What is the source
IP and port number, destination IP and port number? Please express in the format: IP: port.
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EH Hyper-V Manag Wireshark - Packet 33 - ethO
i C5301-GOBY
Source: 192.168.217.3
Destination: 192.168.217.2
~ User Datagram Protocol, Src Port: 43494, Dst Port: 53

Source Port: 43404

Destination Port: 53

Length: 47
- o _6x3398 [unverified

[Checksum Status: Unverified]

~ Domain Name System (query)
Transaction ID: ©x423c
ggs: 0x0100 Standard quer

Questions: 1
Answer RRs: ©
Authority RRs: @
Additional RRs: ©
~ Queries
~ 3.debian.pool.ntp.org: type

15 5d 40 57 1f 00 15 5d 45 00 Jéw Jéw E
43 a2 cd 40 00 40 11 64 co a8 cee d

02 a9 8c 00 35 00 2f 33 00 01 5/ 3 B<

00 00 00 60 00 01 33 06 6e 04 3 debian
6f 6f 6c 03 6e 74 70 03 01 6@ pool ntp -org

<2 Attacker Kali - Extes

The domain system name (query) and the Transaction ID is 0x423c. The source IP and port is
192.168.217.3 : 43404. The destination IP and port number is 192.168.217.2 : 53.

Q6. Find the corresponding DNS response to the query you selected at the previous step, and what is the
source IP and port number, destination IP and port number? What is the message replied from the DNS
server?
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Wireshark - Packet 35 . ethO

ource: 192.168.217.2
Destination: 192.168.217.3
" : 53, Dst Port: 43404

Qestination Port: 43404

Checksum: 0x5f6b [unverified]
[Checksum Status: Unverified]
[Stream index: 6]
~ Domain
nsaction ID: @x423c
" Flags: ©x8105 Standar® query response, Refused
uestions: ©
ANSWET RRS: O
Authority RRs: ©
Additional RRs: ©
Request In: 33]

[Time: ©.004376300 seconds]
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The source IP and port is 192.168.217.2 : 53 The destination IP and port number is 192.168.217.3 :
43404. The response from the DNS is, “Standard query response, Refused.” The authentication was not
authenticated by the server and therefore unacceptable.



TASK B — SNIFF LAN TRAFFIC

1. Sniff ICMP traffic:
Open two terminals on External Kali VM. Use one ping Ubuntu VM, and use the other ping
Internal Kali.

To ping ubuntu I pinged 192.168.10.10 and to ping Internal Kali I pinged 192.168.217.3

a. Apply proper display or capture filter on Internal Kali VM to show active ICMP traffic.
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No.

Time Source Destination Protocol Length
3 0.529964300  192.168.217.3 192.168.10.13 ICMP 98
4 0.530023600 192.168.10.13 192.168.217.3 ICMP 98
5 0.667126100 192.168.217.3 192.168.10.10 ICMP 98
6 0.681316500 192.168.10.10 192.168.217.3 ICMP 98
7 1.535517400 192.168.217.3 192.168.10.13 ICMP 98

R 1 RIRERGIAA 102 1RR 1A 12 102 _1RR 217 2 TrMp an

» Frame 3: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface ©
» Ethernet II, Src: Microsof _40:57:1e (00:15:5d:40:57:1e), Dst: Microsof_40:57:03 (0!
» Internet Protocol Version 4, Src: 192.168.217.3, Dst: 192.168.10.13

» Internet Control Message Protocol

40 00
10 94
03 o0
ia 1b

V Manager

b. Apply proper display or capture filter on Internal Kali VM that ONLY displays ICMP
request originated from External Kali VM and goes to Ubuntu 64-bit VM.

Virtual Machine Connection - o X
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Protocol Length
. DO (120100 .3

9 1.660785400 192.168.217.3 192.168.10.10 ICMP

19 2.681721900 192.168.217.3 192.168.10.10 ICMP

25 3.665857100 192.168.217.3 192.168.10.10 ICHP

40 4.678464500 192.168.217.3 192.168.10.10 IcMP

4Q & R71R1418A 102 1AR 217 2 102 168 1A 1A TeMe

Frame 5: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface ©
Ethernet II, Src: Microsof_40:57:1e (00:15:5d:40:57:1e), Dst: Microsof_40:57:68c (o
Internet Protocol Version 4, Src: 192.168.217.3, Dst: 192.168.10.10

Internet Control Message Protocol




2. Sniff FTP traffic:

a. Ubuntu VM is also serving as an FTP server inside the LAN network. Now, you need to use
External Kali to access this FTP server by using the command: ftp [ip_addr of ubuntu VM].
The username for the FTP server is cyse301, and the password is password. You can follow
the steps below to access the FTP server.
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root@CS2APenTest: ~ e ® 0
File Edit View Search Terminal Tabs Help
root@CS2APenTest:~ X [
ftp 19
ected to 192.168.10.10.
FTPd 3.0.3)
168.10.10:root) :L cyse301

specify-the_password

Remote
Usi y mode to transfer files

221 Goodbye.

fe ] " Hyper-V Manager Ezs Attacker Kali - Bxter.. B Kali - Internal Work B Ubuntu 64-bit o

I inputted the command ftp 192.168.10.10 to access the the ftp server. I used the name cyse301
and password as the password.

b. Unfortunately, Internal Kali, the attacker, is also sniffing to the communication. Therefore, all
your communication is exposed to the attacker. Now, you need to find out the password used
by External Kali to access the FTP server from the intercepted traffic on Internal Kali. You
need to screenshot and explain how you find the password.

‘ S & Kali - Internal Workstation on CS301-GOBLEOO1 - Virtual Machine Connection - a X

File Action Media Clipboard View Help

D@0 unr ko 8

Mon 04:40
*eth0

Applications ¥ Places v Wireshark ~

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
A nm @ B XRGEG QA «» Qe _ = @ q @ fF

~ | Expression +

Time Source Destination Protocol Length Info
2573 96.082558700 192. 86 Resnanca: 394 FyskTPd 5 .0.3)
2606 101.176242100 . . 80 Request: USER cyse3@
2608 101.183026800 192.168.10.10 192.168.217.3 FTP 100 Response: 331 Please spg

2670 104.315475800 192.168.217.3 192.168.10.10 FTP 81 Request: PASS password

2679 104.381190100 192.168.10.10 192.168.217.3 FTP [ EE —— sdCcessful
2681 104.384242000 192.168.217.3 192.168.10.10 FTP 72 Request: SYST

2683 104.388330000 192.168.10.10 192.168.217.3 FTP 85 Response: 215 UNIX Type: L8

» Frame 2573: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface ©

» Ethernet II, Src: Microsof_40:57:0c (00:15:5d:40:57:0c), Dst: Microsof_40:57:1e (00:15:5d:40:57:1e)
» Internet Protocol Version 4, Src: 192.168.10.10, Dst: 192.168.217.3

» Transmission Control Protocol, Src Port: 21, Dst Port: 42832, Seq: 1, Ack: 1, Len: 20

» File Transfer Protocol (FTP)

[Current working directory: ]

B Ubuntu 64-bit on ¢
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In order to find the password used by External Kali, I did the same thing, but started the capture
on Internal Kali before inputting the ftp command. This allowed me to capture the ftp packets and
find out the name and password inputted in the External Kali.

c. After you successfully find the username & password from the FTP traffic, repeat the
previous step (2.a), and use your MIDAS ID as the username and UIN as the password to
reaccess the FTP server from External Kali. Although External Kali may not access the FTP
server, you need to intercept the packets containing these “secrets” from the attacker VM,
which is Internal Kali.
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No. Time Source Destination Protocol Length Info

136 5.528413400 192
.644365500

.645336800 Response: 331

564 22.700953300 192.168.217.3 192.168.10.10 FTP 8] _Request: PASS

656 26.374351200 192.168.10.10 192.168.217.3 FTP 88 Response: 530 ncorrect.

658 26.376627500 192.168.217.3 192.168.10.10 FTP 72 Request: SYST

%28 fueCTD- ~ g 3

» Frame 136: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface ©
» Ethernet II, Src: Microsof_40:57:0c (00:15:5d:40:57:0c), Dst: Microsof_40:57:1e (00:15:5d:40:57:1e)
» Internet Protocol Version 4, Src: 192.168.10.10, Dst: 192.168.217.3

» Transmission Control Protocol, Src Port: 21, Dst Port: 4283@, Seq: 1, Ack: 1, Len: 20

» File Transfer Protocol (FTP)

[Current working directory:

]
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Just like in step 2a and 2b., [ inputted the ftp command in External Kali, but before that I
started the Wireshark capture in Internal Kali. After this I inputted my MIDAS ID as the
name and my UIN as the password. I was able to see my information from the capture in
Internal Kali using the ftp display filter.

660 26.378529900 192.168.10.10 192.168.217.3 FTP 104 Response: 530 Please login with USER and PA



