
The following sample with the “Mirai” tag was selected. 

 
The sample is present in the VM’s downloads folder. 

 
The only indicator of compromise was the sample’s hash value. 

 



 

 

 

 



 

 

 
 
From the analysis, little malicious activity was found. The program appears to simply find basic 
information about the system’s time and location. Perhaps a longer or more in-depth analysis 
would reveal an attempt to connect to a larger botnet, but this seemingly did not occur during 
the current analysis. Though little is immediately apparent about this malware sample, Mirai, as 
a whole, has several notable characteristics. The malware aims to infect devices to add them to 
a botnet, which could subsequently be used to engage in distributed denial of service attacks, 
among others. The malware typically targets IoT devices which run on some distribution of 
Linux. As the infected device must communicate with the command and control server for 
instructions, the kinds of connections an infected device makes can be used to identify the 
presence of the malware. Frequent communications with unknown devices could indicate that 
the device is receiving instruction or, alternatively, being used to perform a DDoS attack. 
 
 
 
 
 
 



The second malware sample is chosen with the “VIPKeylogger” tag. 

 
Again, the sample can be found in the downloads folder. 

 
This time, the malware has a much higher level of activity. 

 



 

 

 



 

 



 

 

 



 
 
As its name would imply, VIPKeylogger is a keylogger, which attempts to obtain sensitive 
information from infected systems. Multiple executable files are run by the spyware, which 
appear to be made to capture keyboard and similar inputs from the target system. It seems as 
though several of the attempted connections aim to access Microsoft services, among other 
domains. Though it is difficult to determine with a cursory examination, this may be done to 
compromise one’s use of these services, or as a way to forward obtained information back to 
the attacker. 
 
Mirai and VIPKeylogger have several crucial differences in how they operate. VIPKeylogger is 
primarily focused on obtaining information from the target system, and does not truly seek to 
“take over” the device to use it for malicious purposes. Doing so, in fact, might impede its goal of 
information collection. Given that VIPKeylogger aims to collect passwords and other sensitive 
information typed by victims, evading detection is important for this malware. More intrusive 
actions, which could lead to detection, are thus avoided. Mirai, on the other hand, simply seeks 
to utilize devices in a wider botnet for further malicious activities. Due to their weaker nature and 
pervasiveness, IoT devices are thus appealing targets. Given that these are the primary devices 
targeted by Mirari, though, a keylogger function would likely have little practical benefit for these 
attackers. A victim would not be likely to access a banking application from their smart TV, for 
example. While both Mirai and VIPKeylogger are, of course, both prominent kinds of malicious 
programs, they do not possess many additional similarities beyond this. 


