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TASK A: LINUX PASSWORD CRACKING 

 

First, I added six users and made them passwords. 

jim: ilovepam   Pam: 1234    Michael: kids22   Kelly: gossipQueen    Oscar: theSenator1!   Kevin: food 

 

 

 

 



 

Next, I created two groups married and single, and placed each user into a group accordingly. I checked with 

the tail -6 /etc/passwd command. 

 

Then, I redirected the password hashes from the /etc/shadow file of the 6 users into a new file called 

“mod4hash.txt.” Then I unzipped the wordlist file and copied it to my current directory. 



 

Lastly, I used john the ripper to crack the passwords using the rockyou wordlist. Then I used the -show 

command to see the cracked passwords. 

TASK B: WINDOWS PASSWORD CRACKING 

First thing was to set up 

a reverse shell 

connection to Windows 7 

from Internal Kali. 

 

 

 

 

 

 

 

 

 



 

Then, made sure I bypassed UAC so I could have admin privileges. 

 

I created 3 users: Cosmo, Wanda, Timmy and then created passwords for each which are listed below. 

Cosmo: 8878  Wanda:Goldfish    Timmy: FairyGodparents2 

 

 



Task B.1 Using John the Ripper 

 

In the screenshots above, I used the hashdump command to collect the password hashes, then copy and pasted 

then into a file named “nhard010.WinHASH” 

 

Lastly I used john the ripper with the format set as NT to crack some of the passwords. 

 



Task B.2 Using Cain and Abel 

 

First, I remote accessed the Windows 7 machine, which you can see behind the command shell. 

 

In this screenshot above, you can see I was able to download Cain and Able onto the Windows 7 machine. I 

then used the NTML hash and started a dictionary attack with the “wordlists” file. Here only 2 of the 6 hashes 

were able to crack. 

 



 

When doing the brute-force attack, only 2 of the 6 password hashes cracked after 15 minutes. 

 

Task B.3: Cracking Hashes 

 

The first thing I did was copy the given hashes into a notepad and saved it. 

 



 

Next, I used John the Ripper with the format “Raw-MD5” to crack the MD5 hashes. I then used the –show 

option to show what each hash was. 

 


