OLD DOMINION UNIVERSITY

CYSE 301 CYBERSECURITY TECHNIQUES AND OPERATIONS

Assignment #M4 Password Cracking

Natalie Hardwicke
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File System 1To get the full extra credits, you need to do the following:
2 Student Name:__Natalie Hardwicke__
3 Student MIDAS ID: _ 01167235_
4 1. Fill your name above;
52. A screenshot of this file with above information
6 2. Write down your detailed steps(commands) to open this file.|
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check_files.sh key2zip.txt mod4hash rockyou.txt
create_dir.sh hashfile LABS8.sh nhard@10.hash

key2zip.txt
Using default input encoding: UTF-8
Loaded 1 password hash (Raw-MD5 [MD5 256/256 AVX2 8x3])
Warning: no OpenMP support for this hash type, consider --fork=2
Proceeding with single, rules:Single
Press 'q' or Ctrl-C to abort, almost any other key for status
Almost done: Processing the remaining buffered candidate passwords, if any.
Proceeding with wordlist:/usr/share/john/password.lst
Proceeding with incremental:ASCII

| (2)

1¢ 0:00:01:20 DONE 3/3 (2022-04-06 11:34) 0.01244g/s 44622Kp/s 44622Kc/s 44622KC/s cyshdl*..cyse30.

Use the "-—show —format=Raw-MD5" options to display all of the cracked passwords reliably
Session completed.

?:cyse301
1 password hash cracked, 0 left
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First step was to download the files onto Linux.

Second step, crack the key2zip.txt with john the ripper using the MD5 format. Screenshot above. The password for the
ModulelV-TaskB.zip is “cyse301.”
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LAB8.sh
mod&hash nhard@1@.hash rocky

1
¢ zip to get bonus.txt’
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Direction2Bonus.zi ZipHash

Using default input encoding: UTF-!
word hash (ZIP, WinZip [PBKDF2-SHAl
ize) is 1 for all loaded hashes
OpenMP threads
i ngle
most any oth

ariane2..skyline!

ction2Bonus.zi .txt:password! :Direction?Bonus.txt: ection2Bonus.zip:Direction2Bonus.zip

1 password hash cracked, @ left
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Third step, Copy the “Direction2Bonus.zip” to my home directory.

Fourth step, get the hash from “Direction2Bonus.zip” using the command “zip2john Direction2Bonus.zip > ZipHash
(filename)”

Fifth Step crack the zipfile using John the Ripper with command “john —format=ZIP ZipHash” the password is
“password!”

Sixth step, open the “Directions2Bonus.txt” using mousepad and enter your name, midas, and write out the steps. (First
screenshot)



