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v | Profile: |Regular scan

[nmap 192.168.10.0/24

| nmap192.168.10.0/24

Nmap Output | Ports / Hosts | Topology | Host Details | Scans

Starting Nmap 7.70 ( https://nmap.org ) at 2022-10-24 00:06 EDT

Host is up (6.0039s latency).

PORT
53/tcp
80/tcp
443/tcp open https

STATE SERVICE
open  domain
open http

Not shown: 997 filtered ports

Nmap scan report for 192.168.10.2

Nmap scan report for 192.168.10.10
Host is up (0.0063s latency).
Not shown: 999 closed ports

PORT S
21/tcp open ftp

TATE SERVICE

Nmap scan report for 192.168.10.11
Host is up (.0079s latency).
Not shown: 994 filtered ports
PORT
21/tcp
80/tcp
135/tcp
445/tcp
3389/tcp

Nmap done: 256 IP addresses (3 hosts up) scanned in 23.48 seconds
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STATE SERVICE
open ftp
open http
open msrpc

open microsoft-ds
open ms-wbt-server
49154/tcp open unknown
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Target: [192.168.10.0124

Command:

B9 Hyper-v Monager

v | Profile: |Intense scan, all TCP ports

nmap -p1-65535 -T4 -A-v192.168.10.0/24.

Nmap Output | Ports / Hosts | Topology | Host Details | Scans
| nmap -p 1-65535 T4 -A -v192.168.10.0/24

starting Nmap 7.70 ( https://nmap.org ) at 2022-10-24 00:03 EDT
Loaded 148 scripts for scanning.

scrij

pt Pre-scanning.

Initiating NSE at 00:03

Completed NSE at 00:03,

Initiating NSE at 00:03

Completed NSE at 00:03,
Initiating Ping Scan at

Scanning 256 hosts [4 ports/host]
Completed Ping Scan at 00:03, 3.91s elapsed (256 total hosts)
Initiating Parallel DNS resolution of 256 hosts. at 80:03

Completed
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Parallel DNS resolution
report for 192.168.10.0
report for 192.168.10.1
report for 192.168.10.3
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0.00s elapsed

0.00s elapsed
00:03

of 256 hosts. at 00:03, 13.00s
[host down]
[host down]
[host down]
[host down]
[host down]
[host down]
[host down]
[host down]
[host down]

12 [host down]
13 [host down]
14 [host down]
15 [host down]
16 [host down]
17 [host down]
18 [host down]
19 [host down]

report for 192.168.10.20 [host down]
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Ubuntu 64-bit on CV- -
Capturing from etho = 1y B 4) 1015PM T
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Destination Protocol Length Info

513796800  192.168.10.2 192.168.10.10 =
513847800  192.168.10.10 192.168.10.2 2 Win=2:
192.168.10.10 192.168.10.2 ACK] Seq=1 Ack=1
192.168.10.2 192.168.10.10 eq=1 Acl
730102300  192.168.10.10 192.168.10.2
731868400  192.168.10.2 192.168.10.10
192.168.10.10 192.168.10.2
192.168.10.10 192.168.10.2 100 Standard query 0x0679 A ntp.ubuntu.com
733839400 192.168.10.2 192.168.10.10 66 53 ~ 47372 [ACK] Seq=1 Ack=35 Win=65792 -
D

win=22

<
» Frame 1: 58 bytes on wire (464 bits), 58 bytes captured (464 bits) on interface 0

» Ethernet II, Src: Microsof 40:57:1e (00:15:5d:40:57:1e), Dst: Microsof 40:57:0c (90:15:5d:40:57:0c)
»

>

»

@
]
»
o
,32
=

Internet Protocol Version 4, Src: 192.168.217.3, Dst: 192.168.10.1
Transmission Control Protocol, Src Port: 37320, Dst Port: 23, Seq: @, Len: @

©0 15 5d 40 57 @c 00 15 5d 40 57 le 08 00 45 00
©0 2c d3 b7 00 00 34 06 4e b6 cO a8 d9 03 cO as
©a 0a 91 c8 00 17 89 fa 3c 12 00 G0 00 00 60 02
04 00 d7 db B0 @0 02 04 05 b4

© 7 etho: <live capture in progress> Packets: 18449 - Displayed: 18449 (100.0%) _Profile: Default

I ran the subnet topology on Kali and ran an intense scan of all TCP ports and then i opened up
wireshark on Ubuntu VM and clicked on EthO and i see how ip addresses are changing and some
are consistent and the protocols are mainly TCP.



