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The Ethical, Corporate, and Security Implications of DNA Digitization
BLUF:
DNA digitization is worth pursuing for scientific and medical potential but only when it is voluntary and is protected under the strictest possible privacy and security standards.

The Ethics of Curiosity:
	The medical and scientific benefits of DNA digitization outweigh the lifelong security risks only under strict conditions. DNA and genetic research is paramount to progressing the human species, like disease prevention and medical treatments, and drawing a line here would hinder that. As such, DNA digitization should be done but only when participants understand the risks of DNA permanence and volunteer as well as the security and privacy standards should be the strictest they possibly can be like HIPAA.

Corporate and Employment Privacy:
	Unauthorized access to sensitive information in any capacity can be crippling in its entirety. Employers obtaining genetic information about employees should never exist as employers could infer traits they think correlate with performance and cost savings. DNA given for research must stay strictly in research as genetic discrimination is too dangerous as well as irreversible. Unauthorized access to DNA would turn private information into a hiring filter and would undermine trust in the research potentially ruining it since the damage would be permanent and the research in vain.


The "Hacking Humans" Concept:
	The current standard of human factor security assumes that people make mistakes, passwords are stolen, and that credentials can be reset. The introduction of DNA permanence changes the lens that we must look at human factor security since DNA cannot be changed, revoked, or replaced. This warrants a stricter security model, treating individuals as high value targets, making the human factor the most critical element in any security program as individuals become even more attractive targets. There would no longer be reactive security models and a shift to proactive would be required.

Conclusion:
	DNA digitization is worth pursuing for its scientific and medical benefits as long as participation is informed, voluntary, and secured at the highest level. Employers should not have access to this information due to the potential for misuse even in authorized situations and security programs would need to shift to adapt to the permanence of DNA with individuals becoming high value targets.
