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SCADA Risk Mitigation in Critical Infrastructure Systems
BLUF:
	Industrial control systems control critical infrastructure processes and contain multiple vulnerabilities within their systems that supervisory control and data acquisition systems can help to mitigate but not fully cure.

Critical Infrastructure and SCADA Integration:
Critical infrastructure is the foundation of society and provides critical support functions such as power, water, transportation, food, and healthcare. Disruption of any one of these sectors could prove catastrophic to national security and/or public safety. Since operation of these industries has been identified as vital to the health and welfare of our nation and its citizens, a centralized system to control and monitor all of the important functions of these industrial control systems (ICS) to ensure effective maintenance and operation was deemed a necessity. Supervisory control and data acquisition (SCADA) provides this framework through human machine interfaces, programmable logic controllers, and remote terminal units (SCADA Systems, n.d.).

Vulnerabilities Associated with ICS:
ICS is the overall layer that controls the systems within critical infrastructure with SCADA being one portion of the entire system. ICS contains vulnerabilities within a multitude of areas to include a weak network architecture, weak authentication mechanisms, inadequate monitoring, and physical security weaknesses (Cybersecurity & Infrastructure Security Agency, n.d.). These vulnerabilities are indicated by CISA’s best practice recommendations for ICS and could potentially be fatal weaknesses for the system. Weak physical security allows attackers easy access to the network, weak authentication allows the attackers inside the systems to command and control, inadequate network architecture allows them to maneuver throughout the system and poor monitoring delays detection and incident response.

Role of SCADA in Mitigating ICS Vulnerabilities:
SCADA helps to mitigate critical vulnerabilities within ICS through its supervisory control and communication infrastructure. SCADA is capable of mitigating network architecture weaknesses through centralized visibility that monitors the entire system and can see network anomalies or abnormal communications. It also mitigates authentication weaknesses by implementing a human machine interface (HMI) allowing authorized operators to control processes. Through the HMI an operator can see the entire system and override the field devices that control processes within it. SCADA records data of all the processes it supervises which makes it great at covering the monitoring gaps. It continually gathers data the operator can review as well as logging and recording it for review and incident response. The most common area this data gathering comes in handy is through its alarm functionality. It can alert operators to abnormal readings and sound an alarm which may be an indicator of tampering, this also aids in incident response but covers the physical access control weakness (SCADA Systems, n.d.).

Conclusion:
SCADA plays an important role in hardening ICS security and directly addresses vulnerabilities identified by CISA. Having a centralized supervisory control center is fundamental in having the system visibility to identify and respond to threats or abnormal operations and mitigates network architecture weaknesses. The HMI mitigates authentication and monitoring weaknesses by allowing authorized operators access to its logs and real time monitoring data. It addresses the physical access problem through its alarm functions, supporting detection of events that may indicate tampering. Each of these areas is addressed and mitigated by the SCADA system but does not replace or eliminate the need for physical security or proper cybersecurity protocols.
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