



Cybersecurity Professional Career Paper: Cybercrime Investigations

Student Name: Hunter Bailey
School of Cybersecurity, Old Dominion University
CYSE 201S: Cybersecurity and the Social Sciences
Instructor Name: Diwakar Yalpi
Date: 13 April 2026












Introduction
	According to the Cybersecurity and Infrastructure Security Agency (n.d), cybercrime investigators are responsible for “investigating cyberspace intrusion incidents and crimes.” They protect people by combining their mastery of forensic investigation with social science principles and cybersecurity expertise to build cases and gather evidence in cybercrime incidents. Having strong cybersecurity in the modern era also requires those that can investigate and bring prosecution to those who commit cybercrime and protection to those who are affected by it. This paper will examine how investigators utilize social science principles to support and protect marginalized groups and society, and how they play a pivotal role in cybersecurity as a field.

Social science principles
	A cybercrime investigator needs to have a solid understanding of the mind behind an attacker, infiltrator, breacher, or scammer. Social science research helps them to determine meaning behind actions and build profiles for offenders to track them down and build cases. Investigators rely on the principles of social science to identify simple human behavior explanations (parsimony), understanding that reporting of cybercrime is shaped by identifiable causes such as fear or a lack of knowledge (determinism), and that conclusions cannot come from assumptions but observed patterns in victim behavior (empiricism) (De Paoli et al., 2020). Utilizing the principles of social science enables cybercrime investigators to stay impartial and investigate the ever-expanding digital landscape in the modern era.



Application of Key Concepts
Cybercrime investigators need to be proficient at understanding the concepts of social engineering, victim behavior, offender motives, and the interdisciplinary nature of cybersecurity. As criminal justice attempts to keep up with the cybercrime landscape, Miller (2022, p. 1) identifies that, in the case of victim behavior, defendants may not have the technical know how to contest digital evidence. Another angle is from the prosecutions side where they don’t understand how relevant digital evidence is to a case, allowing offender manipulation through social engineering to slip through the cracks in the justice system (Miller, 2022, pp. 4). Investigators need to understand, through training and awareness, these concepts to be able to cooperate across the interdisciplinary spectrum of cybersecurity and to effectively protect the public and institutions from the harm cybercrime brings.

Marginalization
	Cybercrime investigators need to understand that marginalized youth face cybervictimization at 2 to 3 times more than youth without marginalized identities (Amadori et al., 2025, p. 934). Transgender youth are extremely susceptible to cybervictimization, reporting 2.9 times more incidents than their peers (Amadori et al., 2025, p. 932). Marginalized victims also face additional barriers such as the fear of reporting and distrust of institutions so investigators must take extra precautions to stay impartial in investigations and understand these barriers as well as the victim mindset and offender motives to effectively investigate cybercrime. Cybersecurity fields are working to diversify the workforce and cybercrime investigation falls under this initiative, this allows investigators to understand diverse populations better through cooperation and direct training on marginalized populations.
Career Connection to Society
	Investigators act as a bridge between technical cybersecurity and public safety, They ensure accountability for offenders and protection of vulnerable communities. They accomplish this by properly collecting and interpreting digital evidence and staying informed on current cybercrime trends. Without investigators, cybercrime would go unpunished and those who are victimized will lose further trust in public institutions and in digital systems. Miller (2022) states that “among those who investigate and prosecute child exploitation, burnout is especially high” and advocates that better training and resource allocation can alleviate these issues and support society.

Scholarly Journal Articles
	Few journal articles discuss the issues and challenges that cybercrime investigators face even though it is a critical job when it comes to supporting victims. De Paoli et al. (2020) discusses the need for more research in policing cybercrime and discusses the main challenges that this area faces. Miller (2022) identifies challenges within the scope of collecting, preserving, understanding, and applying digital evidence between investigators and the courts and how it affects the admissibility of evidence when prosecuting cybercriminals. Amadori et al. (2025) brings to light how marginalized groups are disproportionately affected by cybercrime which we can use to draw conclusions about areas where investigators should train and bring general awareness to those most vulnerable.



Conclusion
	Cybercrime investigators play a critical role in modern cybersecurity by combining cybersecurity expertise with social science principles. They are required to be impartial, aware of human behavior, and possess a deep understanding of cybersecurity to be able to bridge the gap between the justice system and cybersecurity. The research shows that our most vulnerable groups are the most susceptible to cybervictimization and investigators must maintain both skillsets to support victims. Strengthening training, resources and diversifying the workforce will serve to strengthen the investigative branch of cybersecurity and helps to maintain trust in societal institutions.
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