CYSE 301: Cybersecurity Technique and Operations

Assignment 4: Password Cracking (Part A)



At the end of this module, each student needs to submit a report that includes the solutions to the
following tasks. Make sure you take a screenshot for every single step as proof. You need to use

Task A: Linux Password Cracking (25 points)

1. 5 points. Create two groups, one is cyse301s23, and the other is your ODU Midas ID (for
example, pjiang). Then display the corresponding group IDs.

root@CS2APenTest: ~ @ ® O

File Edit View Search Terminal Help
: # sudo groupadd cyse301s23
¢ sudo groupadd hvermeez
: # getent group cyse301s23
se301s523:x:1001:

: # getent group hverme@ez
hvermoe2:x:1002:

#I

2. 5 points. Create and assign three users to each group. Display related UID and GID information
of each user.



sudo er -m
sudo -m
sudo -m
sudo -m
sudo er -m
sudo er -m -G
- grep Jetc/passwd
+%:1001:16003: : fhome/ :/bin/sh
# gre Jetc/passwd
:X:1002:1004: : /home/u :/bin/sh
# grep user3 fetc/passwd
:%:1003:1005: : /home/u :/bin/sh
# grep u 4 fetc/passwd
Xx:1004:1006: : f/home/u 4:/bin/sh
# gre[ use /etc/passwd

# grep user5 fetc/passwd
X:1005:1007: : /home/users: /bin/sh
6 /etc/passwd
:1006:1008: : fhome/user6: /bin/sh

# 1

3. 5 points. Choose six new passwords, from easy to hard, and assign them to the users you
created. You need to show me the password you selected in your report, and DO NOT use your
real-world passwords.
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4. 5 points. Export all six users’ password hashes into a file named “YourMIDAS-HASH” (for
example, pjiang-HASH). Then launch a dictionary attack to crack the passwords. You MUST crack
at least one password in order to complete this assignment.



with incremental:ASCII

3:19
:13

122

: 25
+18:26
> "--show"
aborted

L

3.010049/5 1824p/s 5339c/s 5339C/s ink. . SI risb
3.086389g,/s 1829p/s 5405c/s 5405C/s eeti ruangu.hal
3.801919g/s 1805p/s 5391c/s 5391C/s .merreler
-.001913@}5 1885p/s 5391ch 5391C/s .chathomo
).001808g/5 1803p/s 5385c/s 5385C/s ]Cdrls ]Cdtut
option tu display all uf the cracked passwords reliably

W oW W w
T e, T, e
W oW W ww

: # --show
-show: command not found
: # john --show Iw:=-rrru):32—HASH
wordl: 19 313:0:99999:7:
word2: 13.0.99999.?...

word hashes cracked, 3 left
HES

Task B: Windows Password Cracking (25 points)

Log on to Windows 7 VM and create a list of 3 users with different passwords. Then you need to
establish a reverse shell connection with the admin privilege to the target Windows 7 VM.

Now, complete the following tasks:

1. 5 points. Display the password hashes by using the “hashdump” command in the meterpreter
shell. Then

meterpreter = hashdump

Administrator:500:a33d3b435b51404eeaad3b435b51404ee :31d6c feld16ae931b73c59d720c08)

2 Tl

Captain America:1065:aad3bd35b51404eeaad3bd35b51404ee:720314Tdd6T4c12463cledbdld
chdfo:

Guest:501:aad3b435b51404eeaad3ba3sbs140dee : 31d6cTefd16ae931b73c59d 70 B39O -

Hawkewe:lﬂﬂE aad3b435b51404eeaad3b435b51404ee : 4celeadea33faff7az84d0cobfobaaff: :

HnmeGrnuprer: 1002 :3ad3b435b51404eeaad3b435b51404ee: 2d79c757c09bad3139156290e4
44p23:
hverm@@2 : 1603 : 3ad3b435b51404eeaad3b435b51404ee : b9dfd3araabT43aed0cd9834b40Td484

Thor:1004:a3ad3b435b51404eeaad3b4a35b51404ee:579110c49145015c47ecd267657d3174
Window ?:IGDD.aad_b4_5b514G4eeaad3b435b514ﬂdee:Eﬂdﬁf?eaeeﬂfbll?ddufbdj'ij;S GL:

2. 10 points. Save the password hashes into a file named “your_midas.WinHASH"” in Kali Linux

(you need to replace the “your_midas” with your university MIDAS ID). Then run John the ripper
for 10 minutes to crack the passwords (You MUST crack at least one password in order to
complete this assignment.).



(Captain_America)
{ )
80 0:00:00:00 DONE 2/3 (2024-04-01 01:48) 53.33q9/s 137746p/s 137746c/5 1101KC/s
123456. . MAGNUMZ
Use the "--show --format=LM" options to display all of the cracked passwords rel
iably
ion completed
# john hverm 002.WinHASH --format=NT
Using default input encoding: UTF-8
Loaded 8 password hashes with no different salts (NT [MD4 512/512 AVXS512BW 16x3]
)
Warning: no OpenMP support for this hash type, consider --fork=2
Proceeding with single, rules:Single
Press 'q' or Ctrl-C to abort, almost any other key for statu
ost done: Processing the remaining buffered candidate passwords, if any.
Warning: Only 6 candidates buffered for the current salt, minimum 48 needed for
performance.
eeding with wordlist:/usr/share/john/password.lst, rules:Wordlist
password {Window 7)
{ }
{Guest)
{Thor)

10 points. Upload the password cracking tool, Cain and Abel, to the remote Windows 7 VM, and
install it via a remote desktop window. Then, implement BOTH brute force and dictionary attacks
to crack the passwords. (You MUST crack at least one password in order to complete this
assignment.).



rdesktop - 192.168.10.9 [— < ]
Dictionary Attack @
= @ @ . Dictionary
Al
File Position
_,E% Decoders |§ {E:\F‘rngram Filez\Cainhw ordlists ' ordlist b=t 345E252
f Cracker ash challe
-3l LM & NTLM CFEODIG...
-8 NTLMv2 Hg AFDAGFA..
-l MS-Cache K - [FEQD16...
& PWLfiles (o | fovRate SIEHRE FADEA33..
-JH Cisco 105-M ¥ Az [Password) CTF57C09...
-8 Cisco PIX-M — Dictianarp Pasition ¥ Reverse [PASSWORD - DROWSSAP) DIAEALS...
_____ (13 APOP-MDS [¥ Double [Pass - PassPass) 0CAT145...
_____ & CRAM-MDS ¥ Lowercaze [PASSWORD - password) [7EAEESF...
7 v Uppercasze [Password - PASSWORD)
""" 4 OSPF-MD5 W Mur. sub. pems (Pass Pdss Pafs.. P55 P455]
""" + RIPv2-MD5 Curment password [ Case perms [Pass,piss,paSs,.. PaSs. PASS)
""" 'f’ VRRP-HMA [v Twa numbers Hybrid Brute [Pass0.. Pass33)

-jl VMC-3DES
----- md D2 Hashe
----- md 104 Hashe
----- md pD5 Hashe
----- A SHA-1 Has
----- S8 SHA-2 Has
----- & RIPEMD-16
..... {79 Kerb5 Prea
% Radius Shar
-85 IKE-PSK Ha
--[T5 MSSQL Has

4 I

Flaintext of 579110C49145015C47ECD2Z67657D3174 1= 123123
Plaintext of 4CESEADEA3I0AOF7AZB84D0CIEFOES4FF is acadenic
Plaintext of 8846F7EAEESFE117ADOEEDDS3I0BYEE6C iz password
Attack =stopped!

3 of 6 hashes cracked

Exit

s/ Swwew . oxid.it




Brute-Force Attack o

Charset Faszwiord length
| abcdefahikimnoparstuywsyz(l 23456789 ~| Max [3 =
(" Start from
k.eyspace Current password

1044B1607522304 k20y2a
K.ey Rate Time Left

9438311 Paz=/Sec 127 425 days

Plaintext of S846F7EAEESFB117ADOGEDDE30EYE586C 1= password
Plaintext of 4CE9EADEA3IZ0AO0F7AZB84DO0CY9EFOBS4FF i= academic
Flaintext of 579110C49145015C47ECDE67657D3174 1= 123123

Task C: Extra credit: (10 points)
Search the proper format in John the Ripper to crack the following MD5 hashes (use the --list=formats
option to list all supported formats) . Show your steps and results.

1. 5f4dcc3b5aa765d61d8327deb882cf99
2. 63a9f0ea7bb98050796b649e85481845



Task C: 20 points

Follow the steps in the lab manual, and practice cracking practice for WEP and WPA/WPAZ2 protected
traffic.

Decrypt the lab4wep. cap file (5 points) and perform a detailed traffic analysis (5 points)

Aircrack-ng 1.5.2

[00:00:01] Tested 231 keys (got 19772 IVs)

depth byte(vote)

By 2 F2(28928) 7A(27136) 30(26112) 21(24832) 27(24832)
9/ 10 C7(24064) 71(23808) 5C(23552) 28(23296) 2A(23296)
e/ 1 BB(30208) AB(25344) BF(25344) DO(24832) 08(24576)
8/ 12 FC(24064) 25(23808) 2A(23808) A9(238608) BD(23808)
8/ 1 Bo(30720) 33(26624) 2E(25344) C4(25344) 64(25088)

KEY FOUND! [ F2:C7:BB:35:B9 ]
Decrypted correctly: 100%

# 11

# airdecap-ng -w F2:C7:BB:3
5:B9 labdwep.
number of stations see 37
number of packets read 404693
number of WEP data packets 142415
number of WPA data packets 27852

- of plaintext data packets 170
decrypted WEP packets 142415
corrupted WEP packets
decrypted WPA packets
bad TKIP (WPA) packets
bad CCMP (WPA) packets

Decrypt the lab4wpa2. cap file (5 points) and perform a detailed traffic analysis (5 points)



EaGPOL HMALC

: # airdecap-ng lab4wpaz.cap
number of station ee 13
number of packets re 10074
number of WEP data 19
number of WPA 2284
- of plaintext
- of decrypted
- of corrupted
- of decrypted WPA

er of bad TKIP (WPA) pac
- of bad CCMP (WPA) pac

A A AR A A AN K/
s B M oM om

Task D: 30 points

Each student will be assigned a new WPA2 traffic file for analysis. You need to refer to the table below
and find the file assigned to you based on the LAST digit of the MD5 of your MIDAS ID. For example,
the last digit of the hash for pjiang is e. Thus, | should pick up the file "WPA2-P5-01.cap."

MD5 of pjiang is 5a618cdc3edffd8b4c661e7e9b70cele

You can find an online MD5 hash generator or the following command to get the hash of a text string,

Last digit of your MD5 Filename

5a618cdc3edfdebécgﬁiégggégagéigng-I RS 0~3 WPA2-P1-01.cap
-=3 4~5 WPA2-P2-01.cap

Figure 1 Command to get the MD5 hash. 6~8 WPA2-P3-01.cap
9~B WPA2-P4-01.cap

C~F WPA2-P5-01.cap

+ The above files are zipped in a folder named "Lab Resources." You can locate the zipped folder
in the Windows 10 Host Machine under C;/Users/Public/Public Downloads. Then, unzip the
following zipped file and find the assigned WPA file under the sub-folder "Wireless Traffic."

= | Public Downloads
File Home Share View
= v P » ThisPC » Local Disk (C:) *» Users » Public » Public Downloads »

Mame Date modified Type Size
# Quick access

¢ Lab Resources (FA22)33e5e26e68438¢cdba.,  11/17/2022 12:06, Compressed (zipp. 46,232 KB
B Desktop

*  Copy the file assigned to you to the "C:/VMshare" in Windows 10 Host Machine to access it
from the Kali VMs (you can use either Kali to complete the assignment).

This PC Local Disk (C:) VMshare

Archive

BookCode-master




Figure left: Windows Host Machine Figure right: VMshare folder on Kali Linux

Then complete the following steps:

1. Implement a dictionary attack and decrypt the traffic. - 20 points

[00:00:07] 22592/7120712 key
Time left: 34 minutes, @ seconds

KEY FOUND! nessenger ]

Transient Key

EAPOL HMAC

Decrypt the encrypted traffic and write a detailed summary to describe what you have explored from
this encrypted traffic file. -10 points



wpa2-p5-0l.cap @ O
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A m @ D RE QA « » J»_|= aaqaif

| |.'—\[::p:-; a display filter ... <Ctrl-/> '] Expression.. +

MNo. Time Source Destination Protocol Length Info
.000Ee6 XiaomiCo_72:56:1e (.. g 10 Acknowledgement

2 0.000000 Netgear_c6:f6:0b (1.. 8062.11 16 Acknowledgement, Flags=.
2 0.000000 XiaomiCo_72:56:1e (.. 882.11 10 Acknowledgement, Flags=.
4 0.000001 XiaomiCo_72:56:1e (.. 802.11 10 Acknowledgement, Flags=.
5 0.000001 XiaomiCo 72:56:1e (.. 802.11 10 Acknowledgement, Flags=.
6 0.000512 XiaomiCo 72:56:1e (.. 802.11 10 Acknowledgement, Flags=.
7 0.003584 XiaomiCo_72:56:1e (.. 802.11 10 Acknowledgement, Flags=.
8 0.007169 XiaomiCo_72:56:1e (.. 802.11 10 Acknowledgement, Flags=.
9 0.010753 XiaomiCo_72:56:1e (.. 802.11 16 Acknowledgement, Flags=.
10 ©.014336 XiaomiCo_72:56:1e (.. 802.11 16 Acknowledgement, Flags=.
i; g gigg:i H'T' root@CS2APenTest: ~/Desktop/VMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5 @
13 0.022017 ia File Edit View Search Terminal Help

14 0.026114 .

15 0.029185 # airdecap-ng -p m r wpa2-p5-01.cap

16 ©.032769 AFEAeeE = ify t _

17 ©.036353 - -help" for

18 0.039937 .

19 ©.0843521 ¢ airdecap-ng -p m r wpa2-p5-81.cap -e CCNI
20608471604 Total number of 7

» Frame 1: 10 bytes on wire (80 bits), 10 bytes
» IEEE 802.11 Acknowledgement, Flags: ........

Total number of
Total number of
Total number of WPA data pac
plaintext data pac
g decrypted WEP pac
0008 :E 00 0D 0O 64 09 80 72 56 1e b o orrupted WEP packets
ecrypted WPA pac
bad TKIP (WPA) pac

of bad CCMP (WPA) packets

# ls

Protocol “ Percent Packfts Packets Percent Bytes Bytes Bits/s End Packets End Bytes End Bits/s
~ Frame 100.0 7675 100.0 860960 156 k 0 0 0
|EEE 802.11 wireless LAN 102.1 7835 15.7 135555 24k 5504 75301 13k
~ Logical-Link Control 0.1 4 0.1 506 91 0 0 0
802.1X Authentication 0.1 4 0.1 474 85 4 474 85
Data 28.2 2167 82.1 707011 128k 2167 707011 128k

Compared to other decrypted files obtained through internet traffic, the encrypted LAN-based traffic file,
primarily sourced from IEEE 802.11 wireless LAN, presents unique challenges and opportunities for
analysis. Unlike internet traffic, which often utilizes TCP connections and may employ a variety of
protocols such as HTTP, HTTPS, FTP, etc., this LAN-based traffic operates within a localized network
environment, potentially with different communication patterns and protocols. The absence of TCP
connections in the LAN-based traffic file and the use of Logical Link Control (LLC) suggest a distinct
communication framework. Decryption and analysis of this LAN-based traffic file require tailored
approaches, focusing on packet structures, header information, and communication endpoints specific to
IEEE 802.11 wireless LAN. While insights from previous decrypted internet traffic files may inform
analysis methodologies, the unique characteristics of the LAN-based traffic necessitate a customized
approach to fully understand its contents and implications within the local network context.



