Task A

Step 1: grep "~$(whoami):" /etc/passwd
e The output was “access denied”, therefore it requires sudo

Step 2: sudo grep "*$(whoami):" /etc/shadow
= lydia-robb@kali: ~

File Actions Edit View Help

: " fetc/shadow
grep: /etc/shadow: Permission denied

- : " fetc/shadow
[sudo] password for lydia-robb:
$3j9T$pVSi/psim2WobESI1ZS8D/$2yRkx7Ir6LXk2kz . 8XCOT . ix9MINIdGFTd3]

Step 3: sudo useradd -m -d /home/lrobb005



- | lydia-rebbi@kali: ~
File Actions Edit View Help

Jhome/1lrobb@as
useradd [options] LOGIN
eradd -D
radd -D [options]

Options:
—badname do not check for bad names (DEPRECATED)
-b, —base-dir BASE_DIR base directory for the home directory of the
new account
—btrfs-subvolume-home use BTR subvolume for home directory
-c, —comment COMMENT GECOS field of the new account
-d, —home-dir HOME_DIR home directory of the new account
-D, ——defaults print or change default useradd configuration
-e, —expiredate EXPIRE_DATE expiration date of the new account
-f, —inactive INACTIVE password inactivity period of the new account
-F, —add-subids-for-system add entries to sub[ud]id even when adding a s
ystem user
-g, —gid GROUP name or ID of the primary group of the new
account
list of supplementary groups of the new
account

KEL_DIR celeton directory
KEY=VALUE ride /e gi efs defaults
-home :
-M, te-home reats : er's home directory
-N, —no-user reate a group with the same name as

Step 4-5: Set password as bash as default shell
sudo passwd Irobb005
sudo usermod -s /bin/bash lrobb005
grep "robb005:" /etc/passwd



- | lydia-rebb@kali: ~
File Actions Edit View Help

passwd: user "lrobb®@5’ does not exist

=

passwd Llrobb@es

—

/home/1lrobbees -s /bin/bash 1robbees

passwd lrobb@es
lrobb@@5:x:1001:1801 :: /home/1robb@85: /bin/bash

/home/1robboas
drwx 5 lrobb®8% lrobb®®5 4896 Sep 27 13:27

lrobb@as
New password:
Retype new password:
passwd: password updated successfully

: " fetc/passud
:: /home/1lrobb@@5: /bin/bash

Step 6: sudo grep "robb005:" /etc/shadow



C lydia-robb@kali: ~

File Actions Edit View Help

-

/home,/1robb@@5 /bin/bash lrobboos

. passwd erDDGGS
lrobb®@5:x:1081:1081 :: /home,/1lrobb®@5: /bin/bash

/home/1robbees
5 lrobb@@s lrobb@®5 4096 Sep 27 13:27

lrobbB@s
New password:
Retype new password:
passwd: password updated successfu

5:° fetc/passwd
1:: /home/lrobb@@5: /bin/bash

-

Step 7-8: sudo usermod -aG sudo lrobb005
su - lrobb005



= lrobb0OS5 @ kali: ~

File Actions Edit View Help

/home/1robbaas

drwx 5 lrobb®85 lrobb@@5 4096 Sep 27 13:27

-— lrobbd@d5s
New password:

Retype new password:
passwd: password updated

-

o fefcfpasswd

®*:1001:10081 :: /home/Lrobb@@5: /bin/bash

L 05:" fetc/shadow
1$y$I9TSWOPW7bTBhO. nBt/IV7 j6ARSYMfBpzIr5oeNevDSKRVUH/WarXfY jquywg7CIm
@:99999:7 ::

-

sudo lrobb@@5s

lrobboas
Password:

Task B

Step 1-3: cd ~
echo "$SHELL"
id
groups root



lrebb005 @ kali: ~
File Actions Edit View Help
=) 5:" Jetc/shadow

J9T$WOPW7bTBhO.nBt/IV7 j6AB$YMTBpzIr50eNevDSKRVUH/ W6 rXfY jquyweg7 CIm
19999917 11

-

» sudo lrobb@es

lrobb@@s
Password:

—% echo "$SHELL"®

/bin/bash

groups root
root : root

id
uid=1001(1lrobb@@5) gid=1001(1lrobb@@5) groups=1001(1lrobb@@s),27(sudo)

Step 4: Is -1 /etc/group



lrebb005@kali: ~

File Actions Edit View Help

-

5 sudo lrobbB@5s

lrobb@as
Password:

—% echo "$SHELL"
/bin/bash

—3» groups root
root : root

$ id
uid=1001(1lrobb@d5) gid=1001(1lrobb@@5) groups=10@1(lrobb@as),27(sudo)

1s -1 fetc/group
-Tw-r—r— 1 root root 1486 Sep 27 13:39 /etc/group

Step 5: sudo groupadd -g 01192240 test



" | lrobb00O5@ kali: ~
File Actions Edit View

L% cd ~

Help

echo "$SHELL"
Jbin/bash

groups root
root : root

—% id

uid=1081(1lrobb®@5) gid=1001(1robb@d5) groups=1881(1lrobb@d5),27(sudo)

% 1s -1 fetc/eroup
-rw-r—r— 1 root root 1486 Sep 27 13:39 fetc/group

-

sudo groupadd -g
groupadd: group 'test’

Step 6-8: grep ""test:" /etc/group
sudo groupmod -n newtest test

sudo usermod -aG newtest lrobb005

e [ accidentally forgot to replace “12345678” with my UIN



lrobb 005 @kali: ~
File Actions Edit View Help

—% id
uid=1001(1robb@es) gid=1001(1lrobb@@5) groups=1001(1lrobboos),27(sudo)

1s -1 /etc/group
rw-r—r— 1 root root 1406 Sep 27 13:39 /fetc/group

—3% sudo groupadd -

g
groupadd: group "test’

-

sudo groupmod -n

sudo usermod -aiG

Step 9-11: touch ~/testfile
sudo chgrp newtest ~/testfile
Is -1 ~/testfile
sudo groupdel newtest
Is -1 ~/testfile
e [ can now see the numeric GID instead of the group name because the name was
removed but the GID remains on the file



lrobb005 @ kali: ~
File Actions Edit View Help

" fetc/group

sudo groupmod -n
sudo usermod -aG newtest lrobb@es
—% sudo chgrp newtest ~/testfile

1s -1 ~/testfile
-rw-Tw-r— 1 lrobb®@5 newtest @ Sep 27 13:56 /home/lrobb@@s/testfile

sudo groupdel newtest

1s -1 ~/testfile
—rw-rw-r— 1 lrobb®@5 12345678 0 St

Step 12: exit
sudo userdel -r Irobb005



[ lydia-robb@kali: ~

File Actions Edit View Help

—5 sudo chgrp newtest ~/testfile

1s -1 testfile

— II|I'.
-rw-Tw-r— 1 lrobb®@5 newtest @ Sep 27 13:56 /home/lrobb@@s/testfile

1s -1 ~/
-IW-TW-T — ) 345678 @ Sep 27 13:56 /home/lrobb@@5/testfile

—5 sudo userdel -r lrobb@2@5s
userdel: user lrobb®@5 is currently used by process 58999

exit
logout

-

lrobb@@5s




