CYSE 270: Linux System for Cybersecurity Assignment: Lab 4 —

Group and User Accounts
Kevin Durand



Task A — User Account management
1. Open a terminal window in VM and execute the correct command to display user account
information (including the login shell and home directory) for the current user using grep.

Activities () Terminal Sep 27 13:12

+ stephenuniverse@stephenuniverse-VirtualBox: ~ Q =

: :-$ grep stephenuniverse /etc/passwd
. :X:1000:1000:Stephen, , ,: /home/ : /bin/bash
-5

2. Execute the correct command to display user password information (including the encrypted
password and password aging) for the current user using grep.

Activities (-] Terminal Sep 27 13:14
[+1 root@stephenuniverse-VirtualBox: fhome/stephenuniverse ) =

root@stephenuniverse-virtualBox:/home/stephenuniverse# grep stephenuniverse /et

c/shadow
:Sy$j9TSHrYyqzZayhXxxhifI3WKomeSLR3uhOST j4GegiVPHIXS rMkWLCO569VYH

FQEmKqwc75:19262:0:99999:7:::
root@stephenuniverse-VirtualBox: /home/stephenuniverse# I

3. Create a new user named xxxxx and explicitly use options to create the home directory
/home/xxxxx for this user.

Activities (] Terminal Sep 27 13:16
[+ root@stephenuniverse-VirtualBox: /home/stephenuniverse Q

root@stephenuniverse-virtualBox: fhome/stephenuniverse# useradd --create-home kd

) uragez
. root@stephenuniverse-virtualBox: /home/stephenuniverse# grep kdura®®2 /etc/passw
d

1X:1001:1001:: /home/ :/bin/sh



4. Set a password for the new user.

Activities () Terminal Sep 27 13:18
[+1 root@stephenuniverse-VirtualBox: /home/stephenuniverse Q

root@stephenuniverse-VvirtualBox: /home/stephenuniverse# passwd kdura®ez

New password:

Retype new password:

passwd: password updated successfully

root@stephenuniverse-virtualBox: /home/stephenuniverse# grep kdura®e2 /etc/shado
W

:5y$j9TSBczUp4SMOnzzDy jkImjmo. SEwIQISIJIaEjuG5ID87XA6TDRKPPMHCLSWE4bDY1LY
wv1:19262:0:99999:7:::
root@stephenuniverse-virtualBox: /home/stephenuniverse# l

Activities (-] Terminal Sep 27 13:19

*$ 1 root@stephenuniverse-VirtualBox: /home/stephenuniverse Q
root@stephenuniverse-virtualBox: /home/stephenuniverse# usermod --shell /bin/bas
h kdura®ez2

root@stephenuniverse-VirtualBox: /home/stephenuniverse# grep kdura®®2 /etc/passw

d
. :1x:1001:1001:: /home/ :/bin/bash
root@stephenuniverse-VirtualBox: /home/stephenuniverse# l

6. Execute the correct command to display user password information (including the encrypted
password and password aging) for the new user xxxxx using grep.

Activities () Terminal Sep 27 13:20
+ root@stephenuniverse-VirtualBox: /home/stephenuniverse Q

s root@stephenuniverse-virtualBox: /home/stephenuniverse# grep kdura®e2 /etc/shado
W
:Sy$joTSBczUp4SMenzzDy jkImimo . SEwIQISIIaE juGSID87XA6TDRKPPMHCLSWE4bDy1LY
Wwv1:19262:0:99999:7:::
root@stephenuniverse-VirtualBox: /home/stephenuniverse#

7. Add the new user xxxxx to sudo group without overriding the existing group membership.
8. Switch to the new user’s account.

Activities (=] Terminal Sep 27 13:22
M~ kdura00z@stephenuniverse-VirtualBox: /home/stephenuni... Q =

root@stephenuniverse-virtualBox: /home/stephenuniverse# usermod -aG sudo kdura®®
2

root@stephenuniverse-virtualBox: /home/stephenuniverse# su kdura@ez2

To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root" for details.
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Task B — Group account management
1. Return to your home directory and determine the shell you are using.

- z S sudo usermod -aG sud
o stephenuniverse
[sudo] password for kdura@ez:

- S su stephenuniverse
@ Password:

2. Display the current user’s ID and group membership.

Activities (=] Terminal Sep 27 13:30

*s 1 stephenuniverse@stephenuniverse-VirtualBox: ~ Q =

:-§ id stephenuniverse
uid=1000(stephenuniverse) gid=1000(stephenuniverse) groups=1000(stephenuniverse
),4(adm),24(cdrom),27(sudo),30(dip),46(plugdev),122(1lpadmin),134(1xd),135(samba
share)

3. Display the group membership of the root account.
Activities (3 Terminal Sep 27 13:31
stephenuniverse@stephenuniverse-VirtualBox: ~ Q

:-S groups root

4. Run the correct command to determine the user owner and group owner of the /etc/group file.

Activities () Terminal Sep 27 13:33
* [+l stephenuniverse@stephenuniverse-VirtualBox: ~ 8]

: S 1s -1 fetc/group
-fW-r--r-- 1 root root 1177 Sep 27 13:21 J/etc/group

5. Create a new group named test and use your UIN as the GID.
6. Display the group account information for the test group using grep.

Activities (=] Terminal Sep 27 13:54
stephenuniverse@stephenuniverse-VirtualBox: ~ Q =

$ sudo groupadd -g 00715067 test
[sudo] password for stephenuniverse:
S grep test fetc/grpi[

. grep: /etc/grpi[: No such file or directory

$ grep test [etc/group
:X:715067:




7. Change the group name of the test group to newtest.

Activities () Terminal Sep 27 13:56

stephenuniverse@stephenuniverse-VirtualBox: ~ Q

:S sudo groupmod --new-name newtest

: S grep newtest fetc/group
'X:715067:

8. Add the current account (xxxxx) as a secondary member of the newtest group without
overriding this user’s current group membership.

Activities (-] Terminal Sep 27 13:59
stephenuniverse@stephenuniverse-VirtualBox: ~ Q =

;S sudo usermod -aG newtest stephenu

niverse
: S grep newtest /fetc/group

:X:715067:stephenuniverse
9. Create a new file testfile in the account’s home directory, then change the group owner to
newtest.

Activities () Terminal Sep 27 14:03
stephenuniverse@stephenuniverse-VirtualBox: ~ Q

o
: S touch SHOME/testfile
:~5 1s

anotherone. txt
lab3. txt testfile
S sudo chown :newtest SHOME/testfil

10. Display the user owner and group owner information of the file testfile.
11. Delete the newtest group, then repeat the previous step. What do you find?

Activities () Terminal Sep 27 14:07
stephenuniverse@stephenuniverse-VirtualBox: ~ Q

y -
X 1S stat -c "%U %G" SHOME/testfile
stephenuniverse newtest
S groupdel newtest

groupdel: Permission denied.
groupdel: cannot lock /fetc/group; try again later.
$ sudo groupdel newtest
S stat -c "%U %G" SHOME/testfile

stephenuniverse UNKNOWN




12. Delete the user xxxxx along with the home directory using a single command.
-for this I had already deleted the user, I was very reluctant to delete stephenuniverse, the base

user.
-the first time I tried to delete the file it spoke of running process 1679 or some such

-I used pkill 1679 to end that process
-I then used sudo, the command found below, and I was unclear if it had been deleted.

-here is the command, and proof that kdura002 was deleted

Activities (=] Terminal Sep 27 14:08

stephenuniverse@stephenuniverse-VirtualBox: ~ Q =

I
: S sudo userdel --remove -f kduraeez

userdel: user 'kdura®02' does not exist
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