Task A

b Assignment-3-Reconnaissance s X @) Ethical Hacking | Virginia Cyber i X

< c

@ consolevirginiacyberrange.net/courses/16dec7e3-0e21-4821-a5ab-933d063cd8ef

Courses / Ethical Hacking

Ethical Hacking

Role: student

Description

This course introduces students about ethical hacking and penetration testing
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ifconfig
eth@: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 9001
inet 10.1.93.164 netmask 255.255.240.0 broadcast 10.1.95.255
inet6 fe80::1066:cff:fe7b:968f prefixlen 64 scopeid 0x20<link>
ether 12:66:0c:7b:96:8f txqueuelen 1000 (Ethernet)
RX packets 9151 bytes 601317 (587.2 KiB)
RX errors @ dropped @ overruns @ frame @
TX packets 22136 bytes 25248245 (24.0 MiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

3<UP, LOOPBACK ,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 prefixlen 128 scopeid @xl@<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 15 bytes 1154 (1.1 KiB)

RX errors @ dropped @ overruns @ frame @
TX packets 15 bytes 1154 (1.1 KiB)
TX errors @ dropped 0 overruns @ carrier @ collisions @
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ifconfig

ethd: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 9001
inet 10.1.54.5 netmask 255.255.240.0 broadcast 10.1.63.255
inet6 fe80::cdf:93ff:fe48:1d79 prefixlen 64 scopeid 0x20<link>
ether 0e:df:93:48:1d:79 ‘txqueuelen 1000 (Ethernet)
RX packets 685 bytes 46715 (45.6 KiB)
RX errors @ dropped @ overruns @ frame 0
TX packets 2459 bytes 3053548 (2.9 MiB)
TX errors @ dropped @ overruns @ carrier @ collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 1463 bytes 5301872 (5.0 MiB)
RX errors @ dropped @ overruns @ frame 0
TX packets 1463 bytes 5301872 (5.0 MiB)
TX errors @ dropped @ overruns @ carrier @ collisions 0
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dig www.odu.edu

; <<>> DiG 9.18.11-2-Debian <<>> www.odu.edu
;; global options: +cmd
; Got answer:
; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 8608
;3 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: @, ADDITIONAL: 1

7 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 4096
y+ QUESTION SECTION:

;www .odu.edu. IN

239 35.170.140.174

i+ Query time: 0 msec

;3 SERVER: 169.254.169.253#53(169.254.169.253) (UDP)
73 WHEN: Thu Sep 21 02:01:46 UTC 2023

;3 MSG SIZE rcvd: 56
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dnsenum www.google.com
dnsenum VERSION:1.2.6

| nmap -sn 10.1.54.5 -disable-arp-ping

Starting Nmap 7.93 ( https://nmap.org ) at 2023-09-21 02:06 UTC

Note: Host seems down. If it is really up, but blocking our ping probes, try -Pn
Nmap done: 1 IP address (@ hosts up) scanned in 3.01 seconds




