Write-Up: SCADA Systems
Supervisory Control and Data Acquisition or SCADA systems are utilized to control and watch over crucial infrastructure systems like transportation systems and manufacturing operations. According to the SCADA Systems article, these systems accumulate real-time data using components. These components are Human Machine Interfaces (HMIs), Remote Terminal Units (RTUs), and Programmable Logic Controllers (PLCs). These let organizations oversee and manage industrial processes from centralized supervisory stations (“SCADA Systems,” n.d).
SCADA systems can create cybersecurity risks even though they improve automation and effectiveness. One big weakness is that a lot of current SCADA systems are connected to the internet and use standard networking technologies like Ethernet and TCP/IP. The article mentions that rising internet connectivity makes these systems more susceptible to cyberattacks because attackers might receive unauthorized access to SCADA network segments (“SCADA Systems,” n.d). Many SCADA protocols were originally constructed for functionality instead of security which leaves these systems exposed to packet-based attacks, malware, and unauthorized commands. 
	These systems are primarily valued because they support critical infrastructure that people depend on daily. If attackers are able to breach these systems, the impacts can include environmental harm, equipment damage, or service outages. The article also states that most organizations incorrectly assume that SCADA systems are secure because they’re physically separated from the internet, however weaknesses still exist. 
	To decrease these risks, organizations apply security measures like firewalls, industrial VPNs, and redundancy systems. Extra security measures like software updates and network segmentation can also enhance SCADA security (Cybersecurity and Infrastructure Security Agency [CISA], n.d.). Ultimately, SCADA systems play a huge role in modern infrastructure, although organizations must continue strengthening cybersecurity protections to reduce against growing cyber threats.  
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