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Introduction
Cybersecurity plays a critical role in protecting sensitive information in today’s digital world. Organizations rely on established security models to guide their policies and procedures. One of the most widely recognized frameworks in information security is the CIA Triad. This model guides organizations in developing effective security policies and practices. Furthermore, understanding the distinction between authentication and authorization is crucial in protecting digital systems. 
The CIA Triad 
The CIA Triad stands for confidentiality, integrity, and availability. According to Chai (2022), the CIA Triad is a model designed to guide policies for information security within an organization. Confidentiality refers to protecting sensitive information from unauthorized access. Organizations achieve confidentiality by implementing security measures such as strong passwords, encryption, and multi-factor authentication. These safeguards ensure that only authorized individuals can access protected data. 
Integrity involves maintaining the accuracy, consistency, and trustworthiness of data throughout its lifecycle. Data must not be altered by unauthorized users or corrupted during transmission. Organizations often use access controls, version control systems, checksums, and backups to preserve data integrity and restore information if it becomes compromised. 
Availability ensures that information and systems are accessible to authorize users when needed. This includes maintaining hardware, updating software, implementing redundancy, and creating disaster recovery plans. Without availability, even secure and accurate data becomes useless if users cannot access it. Together, confidentiality, integrity, and availability form the foundation of effective cybersecurity practices. 
Authentication vs. Authorization
Although authentication and authorization are closely related, they serve different purposes in security systems. Authentication is the process of verifying a user’s identity. For example, when a user logs into a system using a username and password or multi-factor authentication, the system conforms that the individual is who they claim to be. Authentication answers the question, “Who are you?”
Authorization occurs after authentication and determines what the verified user is allowed to access or perform within the system. For example, once a bank customer logs into their account, they may be authorized to view their own account balance and transaction history but not authorized to view another customer’s information. Authorization answers the question, “What are you allowed to do?” Understanding the distinction between these two concepts is key for implanting strong access controls in an organization.
Conclusion
The CIA Triad remains one of the most important frameworks in cybersecurity. Confidentiality protects data from unauthorized access, integrity ensures data remains accurate and trustworthy, and availability guarantees reliable access to information. Additionally, understanding the difference between authentication and authorization strengthens system security by verifying user identities and controlling access privileges. Together, these principles support the development of secure and reliable information systems. 
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