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Task A

1. How many packets are captured in total? How many packets are displayed?
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| powered on the Ubuntu, external kali, and pfsense virtual machines. | opened Wireshark in the external
kali virtual machine and also opened a terminal where the ping command was used to ping the Ubuntu
virtual machine Ip address. | navigated back to Wireshark to stop capturing and saved the Wireshark file.
| used the statistics protocol hierarchy to check for number of packets. Thirteen packets were shown in
the terminal while 294 packets were shown in Wireshark.

2. Apply “ICMP” as a display filter in Wireshark. Then repeat the previous question (Q1).
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| clicked Internet Control Message Protocol in the hierarchy statistics where it was displayed that
the number of packets was 210.

Select an Echo (replay) message from the list. What are the source and destination IPs of this
packet? What are the sequence number and the size of the data? What is the response time?
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3 0101 = Header Length: 20 bytes (5)
» Differentiated Services Field: Ox80 (DSCP: CS6, ECN: Not-ECT)
Total Length: 84
Identification: @xed2b (6671%5)
» Flags: 0x0069
Time to live: 63
Protocol CHP (1)
Header checksum: 0x2aif [validation disabled]
[Header checksum status: Unverified]
Source: 192.168.10.18
Destination: 192,168.217.3
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Checksum: Gxdied [correct]
[Checksum St Gaad]

Identifier (BE): 2688 (Gx8E28)
Identifier (LE): 19248 (@x2606)
Sequence number (BE): 6 (8xB006)
Sequence number (LE): 1536 (Dx0800)
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| clicked on an echo reply packet. | used the Internet Protocol Version 4 tab to view the destination and
source Ip address. | used the Internet Control Message Protocol tab to view that the response time was
13.820 ms. | used the Internet Control Message Protocol tab to find the sequence number to be big
endian 6 and little endian 1536. | viewed the data tab to find that the data size is 48 bytes.

5. (Question 4 not 5) Apply “DNS” as a display filter in Wireshark. How many packets are displayed?
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+ User Datagram Protocol, Src Port: 53, Dst Port: 410:
+ Domain Name System (response)

| typed DNS in the filter text box and pressed enter. The output was 16 DNS packets.

6. (Question 5not 6) Find a DNS query packet. What is the domain name this host is trying to
resolve? What is the source IP and port number, destination IP and port number? Please express

in the format: IP:port.
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» Internet Protocol Version 4, Src: 192.168.217.3, Dst: 192.168.217.2
» User Datagram Protocol, Src Port: 41883, Dst Port: 53
Domain Name System (query)
Transaction ID: 0x4888
» Flags: 0x0100 Standard query
Questions: 1
Answer RRs: 0
Authority RRs: @
Additional RRs: ©
» Queries
[Response In: 3]
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X —— | used the Internet Protocol Version 4 tab to find
e i e e o g s Tt the Ip address. | used the User Datagram
Protocol to find the source and destination port
numbers. Source Ip 192.168.217.3: source port
41083. Destination Ip address 192.168.217.2:
destination port 53.

7. (Question 6 not 7) Find the corresponding DNS response to the query you selected at the
previous step, and what is the source IP and port number, destination IP and port number? What
is the message replied from the DNS server?

| clicked on the packet response
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Destination Port: 41083

. v address 192.168.217.3:
destination port number 41083.
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[Checksum Status: Unverified]
[Stream index: 8]
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Transaction [D: 0x4800
+ Flags: Oxi105 Standard query responss, Refused
qQuestions: 8
Answer RRs
Authority RRs: 0
Additional RRs: 8
Request In: 1]
Tive: 5610756300 seconds]

| used the Domain Name System tab to find

the response which was refused.



