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Q1. How many packets are captured in total? How many packets are displayed?

or Kali - External Workstation on C5301-5ISMAQ02 - Virtual Machine Connection — [m) x
tion Media Clipboard View Help
V@O | nw o g

Places ¥ B8 Wireshark ~ Sun 02:29 w ) O~

root@CS2APenTest: ~ *ethO e O
File Edit View Search Terminal Help File Edit View Go Capture Analyze Statistics Telephor\* Wireless Tools Help

=63 tin 7. - —
4 by : n .168.10.10: icmp_ 6 ttl] ® O D |2/ @ O « & J ke » _

ttl | “A, ply a display filter ... <Ctrl-/>

68.10.10: icmp_
8.10.10: icmp_
0.10: icmp_

0.10: icmp_
. (720 bits), 90 bytes captured (720 bits) on interface @
0.10: icmp_ Bf 40:57:05 (00:15:5d:40:57:05), Dst: Microsof 40:57:1f (00:15:5d:48:57:1F)
4, Src: 192.168.217.3, Dst: 171.66.97.126
jrc Port: 43594, Dst Port: 123
P Version 4, client)

0.10: icmp_
0.10: icmp_

9000 00 15 5d 40 57 1 Tow
00 4c la 56 40 00 48 11 79 ce cB® a8 L-Ve-@ y
61 7e aa 4a 00 7b 0@ 38 a6 b6 23 @O a*J{B #
00 GO0 GO OO 00 OO 0P B OO0 GO BB BO
00 GO0 GO OO 00 OO 0P B OO0 GO BB BO
00 00 e9 72 f4 c4 2e 41 5a 54 r-.AZT

wireshark_et..zzHsd.pcapng Profile: Default

Description- The total number of packets that have been captured are 46, and the
total number of packets displayed are 46.

Q2. Apply “ICMP” as a display filter in Wireshark. Then repeat the previous question
(Q1).



1 Kali - External Workstation on C5301-SISMAQD2 - Virtual Machine Connection - o x

tion Media Clipboard View Help I

V@O R o5 g (3
Places ~ M Wireshark ~ Sun03:14 w S u o~ B

root@CS2APenTest: ~ *ethO (- - ]
View Search Terminal Help File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

© DFREG Q « » Jes—_ = @ q

(X] ~| Expression...

: icmp_se

: icmp
: icmp
: icmp.

: icmp

s Frame 46: 118 bytes on wire (944 bits), 118 bytes captured (944 bits) orf

e f  Ethernet IT, Src: Microsof_40:57:1F (#0:15:5d:48:57:1f), Dst: Microsof_4
Internet Protocol Version 4, Src: 192.168.217.2, Dst: 192.168.217.3

EL 2 CMoR Internet Control Message Protocol

: icmp_seq=13 ttf8

[CI:MMo0 15 Sd 1f 08 00 45
i - 00 68 dc 00 40 ag d9 02 co

@3 @5 b @0 00 45 10 00 4c 02
80 3c 43 co B3 66 82 31 94 ae
7b ©0 ob 23 00 00 00 00 00 0O
00 00 00 00 00 00

ce ., 0% pac
12.407/33.146/137.47|

O 7 wires...capk .3%) - Dropped: 0(0.0%)  Profile: Default

gt @ B rveervmancger D prscnse - Firewall 6. 388 Attacker Kali - Bxter.

Description: After applying the ICMP filter, in Wireshark the amount of the packets
captured stayed the same. However, the amount of the packets that where
displayed have changed.

Q3. Select an Echo (replay) message from the list. What are the source and
destination IPs of this

packet? What are the sequence number and the size of the data? What is the
response time?



q Attacker Kali - External Workstation on C5301-5I15MAQ0Z - Virtual Machine Connection - O X

File  Action Media Clipboard View Help
=) WE@O| nmw f o 8
Applications ~ Places = Wireshark ~ Sun 05:43

*eth0 @ 0ee
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help k
Al /® G RE Q «» Jw»=E @ aaifF
(A icmp X] -| Expression.. +
Protocol Length In .

8 00 .168.2 2 3
.329606200 6860~ 98 Echo i request id

23 21.341906100 98 Echo . 4/1024
24 22.344647800 98 Echo (ping) request 5/128(-
25 22.361878400 192.168.10.10 192.168.217.3 IcMp 98 Echo (ping) reply id=exe7fe, seq=5/128t——
26 23.346158200 192.168.217.3 192.168.10.10 ICMP 98 Echo (ping) request id=ex®7fe, seq=6/153¢
27 23.361421500 192.168.10.10 192.168.217.3 ICMP 98 Echo (ping) reply id=0x07fe, seq=6/153¢
28 24.349669300 192.168.217.3 192.168.10.10 cMP 98 Echo (ping) request id=@x@7fe, seq=7/179:
29 24.367580000 192.168.10.10 192.168.217.3 IcMp 98 Echo (ping) reply id=exe7fe, seq=7/179:

30 25.351669100 192.168.217.3 192.168.10.10 ICMP 98 Echo
31 25.429090800 192.168.10.10 192.168.217.3 ICMP 98 Echo

request 1id=0xe@7fe, seq=8/204f
reply id=0x87fe, seq=8/2844

(ping)
(ping)

Checksum: @xbcb2 [correct]
[Checksum Status: Gooed]
Identifier (BE): 2046 (@x@ife)
Identifier (LE): 65831 (0xfed7)
Sequence number (BE): 4 (0x 4)
Sequence number (LE): 1024 (8x0400)
[Request frame: 22]
[Response time: 12.3080 ms]
Timestamp from icmp data: Feb 11, 2024 02:25:14.000000000 EST
[Timestamp from icmp data (relative): ©.117967300 seconds]

» Data (48 bytes)

00 15 5d 40 57 05 0@ 15 5d 4@ 57 1f 08 0@ 45 @O
00 54 39 ad 00 00 3f @1 dd 9d c@ a8 Ga Ba cO a8
UEZo d9 @3 00 00 bc b2 B7 fe 0O 04 5a 76 c8 65 0O 00
Pkl Ccloiclolgne 9c 01 008 00 00 00 80 10 11 12 13 14 15
[CE16 17 18 19 1a 1b 1c 1d 1e 1f 28 21 22 23 24 25
[CCETC6 27 28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 34 35
0060 ELEEN

Description: The source IP, for this reply packet is 192.168.10.10, which | circled in
blue. The destination IP for this certain packet, is 192.168.217.3, which | circled with
red above, in the photo. The sequence number is 4 (0x0004) for big Endian (BE),
which | highlighted. And the sequence number for Little Endian (LE) is 1024
(0x0400), which I highlighted. The size of the data is currently (48 bytes), and the
response time is, 12.300 ms , which | highlighted both in the above diagram.

Q4. Apply “DNS” as a display filter in Wireshark. How many packets are displayed?



£ attacker Kali - External Workstation on C5301-SISMAQOZ - Virtual Machine Connection

File Action Media
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Applications ~
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View  Help
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'1 Expression

No. Source

192.168
192.168
192.168
192.168
192.168

Time
1834 813
1845 818
1846 818
1847 818
1848 818

6517265600
699687900
699705460
704317460
704346400

217.
217.
217.
217.
217.

Frame 971: 81 bytes on wire (648
Ethernet II, Src: Microsef 40:57

Internet Protocol Version 4, Src:
: 54150, Dst Port:

User Datagram Protocol, Src Por

Destination Protocol
192.16: S
192.168 Destination address IS
192.168.217.2 DNS
192.168.217.3 DNS
192.168.217.3 DNS

Length
54
81
81
54
54

b

bits), 81 bytes captured (648 bits) on interface |

105 (00:15:5d:40:57:05), Dst: Microsof_40:57:1f (0f

192.168.217.3, Dst: 192.168.217.2
53

Domain Name System (query)

pool-ntp -org

Packets: 1908YDisplayed: 16 (0,8%)  Profile: Default

wireshark_eth0_202..1615_jniRX5.pcapng

B pFscnse - Firewall6.. 3 Attacker Kali - Exter.. 38 Ubuntu 64-bit on C..

9 !ﬁ Hyper-V Manager

Description: There a total of 16 DNS packets, that are displayed currently.

Q5. Find a DNS query packet. What is the domain name this host is trying to
resolve? What is the source IP and port number, destination IP and port number?
Please express in the format: IP:port.

rg/gua

cker Kall - External W

File Edit
4am

N dns

View Go Capture Analyze Statistics Telephony Wireless Tools

® RE A« = aaaff

Help

0

=

B350 -] Expression.. +
Info

standard
standard
Standard
54 Standard

Protocol
DNS
DNS

Length
81 query 0x026f A 0.debian.pool.ntp.org
query 0xd279 AAAA 6.debian.pool.ntp.org

query response 0x626f Refused

query response 0xd279 Refused

query ©xc24b AAAA 1.debian.pool.ntp.org
query response Oxb43a Refused
query response @xc24b Refused

Standard
54 Standard
54 Standard

» User Datagram Protocol, Src Port:
~ Domain Name System (query)

Transaction ID: @xbd3a

» Flags: ©0x0100 Standard query

Questions: 1

Answer RRs: ©

Authority RRs: @

Additional RRs: @

Queries

49434, Dst Port: 53

ass-IN-
[Response In: 560]
@ 7 Number of an..rs), 2 byte:

Packets: 588 - Displayed: 8 (1.4%) - Dropped: 0 (0.0%) _ Profile: Default




Wireshar. H all Attacker Kali - External Workstation on C5301-SISMADG2

*eth0

Ml File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

RE Q«» e _|= aqafif

Am©® D
N dns %] *| Expression...

Protocol Length Info
DNS 81 Standard query 0x026f A ©.debian.pool.ntp.org
DNS 81 Standard query ©xd279 AAAA ©.debian.pool.ntp.org
DNS 54 Standard query response 0x026f Refused
DNS 54 Standard query response 0xd279 Refused
81 Standard Oxbd3a A 1.debian. . -
81 Standard query ©xc24b AAAA 1.debian.pool.ntp.org
54 Standard query response ©xb43a Refused
54 Standard query response @xc24b Refused

»

Frame 558: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface+
Ethernet II, Src: Microsof_40:57:05 (00:15:5d:40:57:05), Dst: Microsof_4@:57:1f (
Internet Protocol Version 4
User Datagram Protocol,
Source Port: 49434
Destination Port: 53
Length: 47
Checksum: ©x3398 [unverified]
[Checksum Status: Unverified]
[Stream index: 30]
~ Domain Name System (query)

Description: The domain name, this is host is trying to resolve,
1.debian.pool.ntp.org: Type A, class IN, which is displayed in green. The source IP
and Port number is highlighted in purple, 192.168.217.3:49434. The destination Ip
and Port number is highlighted in orange, 192.168.217.2:53.

Q6. Find the corresponding DNS response to the query you selected at the previous
step, and what is the source IP and port number, destination IP and port number?
What is the message replied from the DNS server?

Wireshai. W 4

*eth0 oo

M File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN O DERE Qe» s [Eaaaff

ns v Places > Wireshai. H

oo

]

= JEpresn I8 AN @ DERE Qs .00 =aaal

Protocol  Length Info

DNS 81 Standard query 0x026f A ©.debian.pool.ntp.org E3E0 -] Expression..  +
DNS 81 Standard query 0xd279 AAAA 6.debian.pool.ntp.org Protocol Length Info
DNS 54 Standard query response 8x026f Refused ONS 81 Standard query 6x026f A ©.debian.pool.ntp.org
DNS 54 Standard query response 0xd279 Refused DNS 81 Standard query 8xd279 AAAA 8.debian.pool.ntp.org
DNS 81 Standard query ©xbd43a A 1.debian.pool.ntp.org DNS 54 standard query response 0x026f Refused
DNS 81 Standard query ©xc24b AAAA 1.debian.pool.ntp.org DNS 54 Standard query response 0xd279 Refused
DNS 81 Standard query ©xba3a A 1.debian.pool.ntp.org

response Oxbd3a Refused
response Oxc2db Refused

! DNS 54 Standard_qu
54 Standard query

Transaction ID: ©OX

» Flags: 0x8105 Standard query response, Refused
Questions: ©
Answer RRs: ©
Authority RRs: ©
Additional RRs: ©

Request In: 558

[Time: 6.023352468 seconds

DNS 81 Standard query ©xc24b AAAA 1.debian.pool.ntp.org
ecy response Oxba3a Refused
54 Standard query response Oxc24b Refused

+ Frame 560: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface~
+ Ethernet II, Src: Microsof_4@:57:1f (80:15:5d:40:57:1f), Dst: Microsof_48:57:05 (

» Internet Protocol Version 4, Dst: 192.168.217.3
~ User Datagram Pro(ocol,wns[ ort: 49434
Source Port: 53

Destination Port: 49434

Length: 20
Checksum: Bxdsde [unverified]
[Checksum Status: Unverified]
[Stream index: 30]

~ Domain Name System (response) -

@ 7 Thetime bet_.e (dns.time Packets: 588 - Displayed: 8 (1.4%) - Dropped: 0 (0.0%) _ Profile: Default

© 7 Thetime bet..e (dns.time _Packets: 588 - Displayed: 8 (1.4%) - Dropped: 0(0.0%) _ Profile: Default

Description: the source IP and port number, is 192.168.217.2:53, displayed
green. The destination IP and port number is 192.168.217.3:49434 and it is
displayed in yellow.



Task B: Sniff LAN traffic

1. Sniff ICMP traffic (10 + 10 = 20 points)
Open two terminals on External Kali VM. Use one ping
Ubuntu VM and use the other ping
Internal Kali.

a. Apply proper display or capture filter on Internal Kali VM
to show active ICMP traffic

2n on CS301-SISMAQO2 - Virtual Machine Connection
Clipboard ~ View  Help
ERIES
>R O &
5 Mon 23:22
aces ~ M Wireshark ~ Meon23:22

*etho ©coo0 _—
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help d root@CS2APenTest: ~
= Q « > . — o @ o TF Edit View

B30 -] Expression.. +

e Source Destination Protocol Length Info =
4762 1154.3338198.. 192.168.10.13 192.168.217.3 IcMP 98 Echo
4763 1154.8047353.. 192.168.217.3 192.168.16.10 IcHMP 98 Echo
4764 1154.8103692.. 192.168.10.10 192.168.217.3 ICMP 98 Echo
4772 1155.3335236.. 192.168.217.3 192.168.10.13 IcMP 98 Echo
4773 1155.3335640.. 192.168.10.13 192.168.217.3 IcMP 98 Echo

Frame 179: 109 bytes on wire (872 bits), 109 bytes captured (872 bits) on interfac( 168.10.10: i €q=10 tt1=63 time=4.16
Ethernet IT, Src: Microsof_40:57:03 (00:15:5d:49:57:03), Dst: Microsof 40:57:1e (0f 5 11 trl 4.5
Internet Protocol Version 4, Src: 192.168.10.13, Dst: 192.168.10.2 64 by 68.10.10: icmp 6
Internet Control Message Protocol View Seorch Toomine
H g 192.168.10.13
168.10.13 8.10.13) 56(84) byte:
64 bytes from 192. .13: dcmp
00 15 5d 40 57 le 00 15 40 57 03 08 1ew 64 by jfigon 15’3-
5016 00 5f 86 8 00 60 40 01 86 c0 a8 0a @ DD ) SR
9620 83 63 92 9d 60 00 80 45 06 08 ytes from 192
00 00 40 11 12 dc c0 a8 ©2 co a8 Oa @ 3 [P0 ) AP,
bf b9 ee 2f 54 cO 56 82 00 01 00 /Ty -V 6 Y from 192.
00 00 01 31 @6 65 62 61 6e 04 70 1-deb ian-pool 6 ytes from 192.
03 6e 74 70 @3 72 67 00 01 00 01 ntp-org 6 y from 1
from 192
Internet Control Me... Protocol: Protacol Packets: 4775 - Displayed: 1306 (27.4%) _ Profile: Default

on on C5301-5ISMAQO? - Virtual Machine Connection o
[board  View Help

B>

Cipboard  View  Help

s v [ Terminal v Tue 00:16
Jaces v M Wireshark ~ Tue 00:16

*eth0 ——
- File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help FOOt@CS2APenTest: ~
Nessus r .

S - = - & :
A ® o X C Q « » 0« » Q @ @ ile Edit View Search Terminal 1elp

= = 10

=192.168.217.38&ip.dst £q[192.168.10.10 = ~ | Expression.

urce Destination Protocol  Length
g 2278 818.063518506 192.168.217.3 192 ICMP.

2287 819.060988800 192.168.217 192 . 1cHp

2291 826.076145800 192.168.217 192.168.16. 1cHP

2293 821.067017600 192.168.217 192.168 CHP

2295 822.068801300 192.168.217.3 192,168 1cHP

2207 822 AR7178AAA 192 1AR 217 102 188 1o
» Frame 2278: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface
» Ethernet II, Src: Microsof_46:57:1e (80:15:5d:40:57:1e), Dst: Microsof_46:57:6c (of
+ Internet Protocol Version 4, Src: 192.168.217.3, Dst: 192.168.10.10
» Internet Control Message Protocol

15 5d 57 1e Jow - Jew
54 d5 a8 c T 282
ed x e
1
21 22 23 2 1"0$%
&'()*+,- ./012345
67

wireshar....pcapng _Packets: 12804 - Displayed: 1485 (11.6%) - Dropped: 0 (0.0%) _ Profile: Default




Description: The screenshot displays, that | pinged, the ubuntu vm, and the
second is external kali vm. Then after | used the icmp filter, to show the proper
packets, that where being displayed.

2. Sniff FTP traffic (10 + 15 + 15 = 40 pts points)

a. Ubuntu VM is also serving as an FTP server inside the LAN network. Now, you
need to use External Kali to access this FTP server by using the command: ftp
[ip_addr of ubuntuVM]. The username for the FTP server is cyse301, and the
password is password. You can follow the steps below to access the FTP server

b. Unfortunately, Internal Kali, the attacker, is also sniffing to the communication.
Therefore, all your communication is exposed to the attacker. Now, you need to find
out the password used by External Kali to access the FTP server from the
intercepted traffic on Internal Kali. You need to screenshot and explain how you find
the password.

B2 Kali - Internal Workstation on C5301-SISMAD02 - Virtual Machine Connection - o x
File Action Media Clipboard View Help

fa D@0 nw|fy> g

Applications ¥ Places ~ M Wireshark ~ Tue 02:33

Wireshark - Follow TCP Stream (tcp.stream eq 38) - ethQ O -] - o x

File Edit View Go
- - - — 220 (vsFTPd 3.8.3)

A | @ O] USER cysese1
331 Please specify the password

tep.stream eq 38 PASS password ~| Expression.. + |

230 Login successful.

No. Time svsT

- 840 113.39253 215 UNIX Type: L8 Win=29200 Len=

841 113.4623; eq=0 Ack=1 Win

842 113.408427 Ack=1 Win=2931

843 113.42702 3.0.3)

844 113.444784 Ack=21 Win=293
- || 961 129.58704°
962 129589801 1 Ack=15 Win=29
963 129.58980! pecify the pass
964 129.60540 5 Ack=55 Win=29
1008 137.818233

= B

» Frame 961: 80 by
+ Ethernet II, Src
» Internet Protoco.
» Transmission Con
» File Transfer Pri

[Current working

00 15 5d 40
00 42 ef 11
0a @a aa 6e
00 e5 03 do
7b ac 55 53

Y « O

3client phts, 4 serverpkts, 6 turns.

Entire conversation (131 bytes) ~ | Showand save dataas |ASCIl ~ | Stream |38 |2

Description: The way, that | was able to find the password, was by using the FTP,
filter and then following the TCP stream.



c. After you successfully find the username & password from the FTP traffic, repeat
the previous step (2.a), and use your MIDAS ID as the username and UIN as the
password to reassess the FTP server from External Kali. Although External Kali may
not access the

FTP server, you need to intercept the packets containing these “secrets” from the
attacker VM, which is Internal Kali.

& £ Kali - Internal Workstation on C5301-SISMADD2 - Virtual Machine Connection
File Action Media Clipboard View Help
B @O0 umn 5 .
I Applications ~ Places ~ M Wireshark = Tue 02:38
= . Wireshark - Follow TCP Stream (tcp.stream eq 10) - ethO

File Edit View Go
- - - — 220 (vsFTPd 3.0.3)

A | @ | USER Sismaoe2

331 Please specify the password.

ki’ | —
[W[tcp.stream eq 10 PHES) ClzAltE -] Expression..  + |
4 530 Login inceorrect. | — <
No. Time SYST

111 15.36173 530 Please login with USER and PASS. Win=2920@ Len=

112 15.36282 lqua Ack=1 Win

113 15.3666582 Ack=1 Win=2931 |
114 15.3705279 E.B.3)

115 15.373298 Ack=21 Win=293

165 23.4836697|
166 23.486473§ 1 Ack=16 Win=29
167 23.4864816 pecify the pass
168 23.4907099 6 Ack=55 Win=29
259 36.6156934
- - A -
Frame 165: 81 byt
Ethernet II, Src
Internet Protocol]
Transmission Conf
File Transfer Prg
[Current working

00 15 5d 40
00 43 69 bd
Ga 0a aa 74
00 e5 15 d5
71 26 55 53
fa

3client pkts, 4 server pkts, 6 turns,

Entire conversation (150 bytes) ~ | Show and save data as | ASCII ~ | Stream (10 |7

Description: | was able to locate my Midas Id and password, by using the
FTP filter, and then after locating the packet, and following TCP stream.



