passwords
apple

1234
banana123
cherry123!
grape456
Lemon789#
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|student@desktop: -S sudo snap install john-the-rippe

john-the-ripper roll+39db7dd from Claudio André (claudioandre-br) installed
student@desktop: -5 git clone https://github.com/praetorian-in c/HobBRules. jit
Cloning into ‘c/HobBRules.jit'...

remote: Not Found

fatal: repository 'https://github.com/praetorian-in/' not found
Istudent@desktop:

S git clone https://github.com/praetorian-inc/HobGRules.git
Cloning into 'HobORules'...
remote: Enumerating objects: 42, done.

remote: Total 42 (delta @), reused 0 (delta 0), pack-reused 42
Receiving objects: 100% (42/42), 52.17 MiB | 46.78 MiB/s, done.
Resolving deltas: 100% (11/11), done.

student@desktop:~$ cp HobBRules/wordlists/rockyou.txt.gz ~
student@desktop:~$ 1s

: usi Videos rockyou.txt.gz

: 1ts Hob@Rules Pictures Templates ¢ thinclient_drives
student@desktop:~$ gunzip rockyou. txt.gz
student@desktop:~$ sudo useradd userl

student@desktop:~$ sudo passwd userl
New password:

Retype new password:
passwd: password updated successfully
student@desktop:~$ sudo useradd user2

student@desktop:~$ sudo passwd user2
New password:

Retype new password:
passwd: password updated successfully
student@desktop:~$ sudo useradd user3
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student@desktop: s sudo useradd user3

student@desktop: -5 sudo passwd user3

Mew password:

Retype new password:

passwd: password updated successfully

student@desktop: -5 sudo useradd userd

student@desktop:~S sudo passwd userd

New password:

Retype new password:

passwd: password updated successfully

student@desktop:~$ sudo useradd user5

student@desktop:~$ sudo passwd user5

New password:

Retype new password:

passwd: password updated successfully

student@desktop:~-$ sudo useradd useré6

student@desktop:-$ sudo passwd useré6

New password:

Retype new password:

passwd: password updated successfully

student@desktop:~$ sudo grep userl /etc/shadow > 1231872.hash
student@desktop:~$ sudo grep user2 /etc/shadow > 1231872.hash
student@desktop:~$ sudo grep user3 /etc/shadow > 1231872.hash
student@desktop:~$ sudo grep userd /etc/shadow > 1231872.hash
student@desktop:~$ sudo grep user5 /etc/shadow > 1231872.hash
student@desktop:~$ sudo grep user6 /etc/shadow > 1231872.hash
student@desktop:~$ sudo john --wordlist=rockyou.txt 1231872.hash
Created directory: /root/snap/john-the-ripper/610/.john
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i lew Terminal Tabs Help

Created directory: /root/snap/john—the~ripper/ﬁl@/.john
Created directory: /root/snap/john-the-ripper/ﬁl@/.john/opencl
stat: 1231872.hash: Permission denied
Student@desktop:-S sudo tail -1 /etc/sha
tail: option used in invalid context
student@desktop: -s john --wordlist=

dow HobGRules.txt
1

.john
Using default input

encoding: UTF-8
Loaded 1 password hash (crypt, generic crypt(3) [?/64])
Cost 1 (algorithm [0:unknown l:idescrypt 2

loaded hashes

imd5crypt 3:sunmdS 4:bcrypt 5:sha256¢rypt 6:sha512crypt 7:scrypt
scryptl) is 10 for all
Cost 2 (algorithm specific iterations) ig 1 for all loaded hashes
Will run 2 QpenMP threads

Press 'q' or Ctrl-C to abort, 'h'
6g 0:00:13:00 0.25
The following ke

et

for help, almost any other key for status
% (ETA: 2023-11-12 16:03) 0g/s 55.31p/s 55.31c/s 55.31C/s badday..Bella
ypresses are recognized:

or Ctrl-C to abort

for help (this message)

and '<' to increase or decrease verbosity, respectively

's' for detailed status (and changes since its previous display)

‘d* for delayed status (right upon completion of current batch)

‘D" for delayed detailed status

Almost any other key for simple status

Bg ©:00:13:02 0.25% (ET.

1 2023-11-12 16:06) 09/s 55.33p/s 55.33c
©g 0:00:13:07 0.25% (ETA:

2023-11-12 16:06) 9a/s 55.33p/s 55.33¢
0g ©:80:13:11 9.25% (ETA:

/s 55.33C/s Batista. .
/s 55.33C/s tigerds..
2023-11-12 16:08) 0g9/s 55.33p/s 55.33c
The Tollowing keypresses are recognized:

/s 55.33C/s opendme. .
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ut

123456789abc
samsung123
lovella
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