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WHAT IS SOCIAL ENGINEERING

• Definition: manipulate people into sharing information that they shouldn’t share, downloading software that they 

shouldn’t download, visiting websites they shouldn’t visit, sending money to criminals or making other mistakes that 

compromise their personal or organizational security .

Examples: Can be things like fake emails (phishing) and also Impersonation (pretending to be IT or a boss)
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WHY  THIS WORKS

• Well things like someone maybe getting an email that says something like "your account will be 

locked out in 10 minutes" makes people panic and act fast.

• People trust authority

• Fear and urgency cloud judgement

• Curiosity (clicking links, opening attachments)
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COMMON  TYPES OF ATTACKS

• Phishing (emails)

• Spear phising (targeted attacks)

• Pretexting (fake identity/story)

• Baiting (free downloading, USB drive)
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REAL WORLD EXAMPLE

• A company employee receives a fake email from "CEO"

• They send money or login info

• Result: financial loss or data breach
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HOW  TO PREVENT IT?

• Think before clicking links

• Verify requests (especially money or passwords)

• Use multi-factor authentication (MFA)

• Employee training and awareness
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CONCLUSION

• Social engineering is dangerous because it exploits human behavior

• Cybersecurity is not just technical, it is pyschological

• Education and awareness are critical
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