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Cyber Violence
[bookmark: _Int_GKB3AkWJ]The lecture titled “Cyberviolence” talks about the different types of violence especially cyberbullying, cyberstalking, hate speech and cancel culture. This is on the idea of psychological harm over physical harm. 
[bookmark: _Int_cMekbJyl][bookmark: _Int_huXNVueq]The different types of violence are based on the victim and the perpetrator. The way people harm others also depend on their environment. Over the digital environment physical harm is not available but emotional and psychological abuse is available. This chart below shows the distinct types of violence based on environments and parties involved.
 [image: ]
The one of the main topic points was cyberbullying and what distinctly made it cyberbullying over friends joking or negligence. The idea that it is done through computers has harmful intent, repeated offenses, and power difference between parties. The main idea of a power difference is what leads to the feeling of hopelessness and inability to stop or do anything. This is the same for the victims of cyberstalking. They constantly feel watched and unsafe in their own home. The main problem with cyberstalking is that they can use legal technologies people use to look after their children. Hate speech like cyberbullying has conditions in which need to be met for language to be considered hate speech over free speech. These conditions are harm-based language, content which describes hate towards a group, intrinsic properties which are recognized by society and dignity which decides a person’s social standing. It mainly comes down to the difference in power and how those with more power will talk down about those with less power. 
Dangers of Surveillance
Cyberstalking can be easy especially with how much is shared on the internet these days. This extends to information we personally share and information that is shared without our knowledge. This raises the question of whether we should have them even if they cause a danger to others. This is good for parents who need to make sure their children are safe or if someone who lost their phone is trying to find it. There is spyware that can read the key inputs as well as see a person's computer screen. People have reported gaining post-traumatic stress disorder (PTSD) from being stalked as there is a feeling of never being safe and constantly being surveilled. In this people have a right to be alone and in the feeling of constant surveillance they never feel like they are left alone. 
There are good reasons to have surveillance, but there are little to no safeguards for both parties. This would make sure that both parties involved know surveillance is ongoing. Another way to do this would be to have ways to detect spyware and have options to allow it. Spyware can be useful in certain situations, this would be an example of Covenant Eyes. This was an app used to try to stop porn addiction by having someone else able to monitor searches to see if porn was being accessed. This partner system can be used for things such as health or safety in situations of late-night outings. This also means it can be used to see when people are out late at night.
People also share so much information online that are available for cyberstalkers. This would be through social media as people can share their locations though photos and address on their account information. Who another person follows will also tell a lot about them. Such as franchises they like or people who might know them which can then lead to even more information if the person being followed does not post as much as their friends do. 
This planning and knowledge coming from the perpetrator would completely shock the victim into never feeling safe again. This with the added fact that there is anomality through the internet would lead to them never knowing how the stalking is being done. 
Cyberviolence
Cyberviolence severely affects people psychologically and the different types hurt people just as much as their physical counter parts. Things like cyberbullying, cyberstalking, and hate speech are words that hurt people. They have intent to harm others which does hurt people even if the harm cannot be observed. 
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Table 4.1

Classification Scheme for Violent Crimes

Perpetrator Victim Physical Environment Digital Environment
Cyberviolence
Individual |Individual Types of homicide Cyberbullying
Types of battery Cyberstalking
Domestic violence Flaming
Child abuse Trolling
Group Individual Gang Violence Cyberbullying
Hate Crimes Online Shaming
Cancel Culture
Individual Group Terrorism Trolling
Hate Speech
Group Group ‘Warfare Ideological Wars

Cyberwar





