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What do Social Scientists Know about Cyber Fraud
This will be looking into what the Conversation knows about cyber fraud as they say anyone can fall for a scam. They use examples such as online dating, phishing, cryptocurrency, and holiday scamming to describe the types of online scams. They also share a small bit on how to report and seek help for being swindled. Overall, they are covering how to protect yourself if ever in the situation of scams, how people could fall for such scams, and a little on protection laws. They cover a wide variety of cyber fraud and effectively explain how scams work. 
Cyber Fraud
[bookmark: _Int_xWyBOCbz]Cyber fraud, also known as cyber deception, is where people lie to each other on the internet for money. This can also be referred to as the different types of acquisitive harm that can take place. This involves romance scams which means getting romantically involved with someone to take advantage of their wealth without being the person they think they are getting with. Sometimes people may think they are getting with a celebrity when it is a cybercriminal asking for money. This forms by emotionally manipulating the victim into sending the person money in exchange for love. Then there is phishing, which is emails trying to get access to something important to the victim. This can be pretending to be someone’s boss with a quick reply to a deadline, or someone offering a grand prize. These can be targeted at a person using specific information such as full name, or family information that happened to get on social media. Both phishing and romance scams tend to ask the victim for a form of payment in gift cards or VISAs which are harder to track after money is pulled. 
Recently there are cryptocurrency scams where people promote a currency making it sound better than it is before pulling out all their currency. Cryptocurrency is a decentralized version of money that acts like stocks. That means there is a limited amount, which can be split into many pieces. The fraud around cryptocurrency happens due to the newness of cryptocurrency leading to a lack of understanding and no central organization showing where all the money is held. This means that the organization running the currency could pull all the money out and run. This also means that cryptocurrency is also a famous way scammers will ask for money to be transferred. 
Conversation Articles
The first article shows a viable way to combat cyber fraud by checking one’s credit score to see if any information was stolen and is being used without any knowledge from the user. They state a way to track these criminals is by looking at the phone number used for the fraudulent credit card application, the credit card usage, and the associated IP address with it. This does show that personal data does need to be a higher priority when it comes to security as it is likely to cost them “hundreds of millions of dollars” (Bachmann & Ahmed, 2022). The main stated problem was companies not prioritizing their protection of data and overstoring of personal data. 
The next article states another problem with oversharing of data online especially when it comes to email scams. They are “getting so good at it that even cybersecurity experts are taken in.” (Norris, Eiza & Buckley, 2022). The scams are no longer the just the stereotypical “prince of Nigeria” emails but getting more targeted to company employees or using fake IP addresses. With social media like Facebook and LinkedIn there is a way to find out names, email address, workplace, family, and friends are shown. This helps scammers create more elaborate scam emails. The suggestions that Norris, Eiza, and Buckley give are double checking the sender’s details and the email headers to see if anyone else received the email and being careful as to what get shared online (2022). Thye also think that as technology advances it is easier to trick people over video or messaging apps.
This advancement in technology can be shown in the third article about romance scams where criminals use dating apps to try to get money from their victims. The main method of pay is through cryptocurrency as the crypto site they will lead the victim to would be fake and they would just pull their money out from the site and leave. They believe that an estimated 14 billion United States dollars (USD) have been stolen this way (Charles, 2022). The main problem with cryptocurrency scams is that it is decentralized therefore it lacks government regulation. Even if media reports might hype cryptocurrencies by reporting those making millions overnight, it is the main payment method for criminal activity. They focus on how this takes an emotional and financial toll on the victims as countries like the United Kingdom, United State, France, and India try to warn people of these scams, some putting laws in place for reimbursement. Canada is starting to make the online services accountable for this sort of fraud, dating sites, social media and cryptocurrency trading platforms included. 
[bookmark: _Int_wuGZ84pt]While on the topic of cryptocurrency, the next article explains the types of scams that will take place using cryptocurrency. This also includes the risk of the new technology and little amount of reliable information being required. In the case of people knowing little about cryptocurrency they may entrust their money to others who then pretend to invest money but end up disappearing with all of it. An example would be the South African brothers who got away with 3.6 billion USD (Hanoch & Wood, 2022). Another scam is where the platform is not real, where there is a fake coin created that holds no value so people who put their money into the site just lose it when the creators disappear with it. With a rise in cryptocurrencies, they have been asked for more than gift cards or wire transfers as they are harder to track and can be bought anywhere in the world. The main difficulty is never being able to see the money again as there are little to no rules around this currency.
[bookmark: _Int_Ou50RUPs]The last article looks over the use of cryptocurrency in holiday scams. Since the holidays are right around the corner there is less time to think about when things could be scams. This means there is a spike in victims, shown by the spike in reported losses after the holiday months. The different types of scams used are investment scams, “pump and dump”, romance scams, phishing scams, Ponzi schemes, and mining scams (Nanda, et.al 2022). Investment scams were explained in the last article as fake version of cryptocurrency and fake investment managers that disappear with the victim's money. Romance scams were shown in the third article as people pretending to be romantically interested in the victim for cryptocurrency. Phishing scams are detailed in the second article as emails using acquired online information to get access to a victim’s digital wallet. Mining scams are pretending to be mining for more cryptocurrency but stealing all of it. Ponzi schemes are investment scams where victims try to pay off high interest and investments go to the criminals. “Pump and dump” are when cryptocurrencies are treated like stocks where they inflate the price by promoting it and then trading all the stocks away leaving victims with worthless currency. This then goes into available resources for victims like family members or a health professional and reports it to relevant authorities. Ways to avoid becoming a victim includes not investing when not understanding, trusting your instinct, and not over sharing personal information online. 
Conclusion
These articles do a respectable job describing potential fraud for the general public as well as describing things they may face every day. The articles educate people on how to protect themselves from scams and a little bit on how cryptocurrency works in fraud. There is more of a focus on cryptocurrency over cybersecurity but that might be because cryptocurrency is more of a buzz word. Even though the focus is on cryptocurrency they do a decent job of explaining the types of fraud one can face. There sems to be a greater focus on keeping information private and secure and the job of a victim to be slightly vigilant of potential scams. There could be more information on how people can pretend to be another person by taking photos off the internet or changing the identity shown as the sender. This is not needed to get the board to understand that there needs to be more law enforcement when it comes to cryptocurrency. This would then put less stress on the victims and properly punish criminals. An idea based on the articles to regulate cryptocurrency would be making it under law of the country that is hosting the site. This would limit the globalization aspect and make it, so punishment was more understood. Another method would be educating people about cryptocurrency and how that form of currency works, so they do not fall for investment scams or possible “pump and dumps.” These articles help give an easily understandable version of cyber fraud in the context of cryptocurrency and things that can be done to protect someone from being a victim. 
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